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TERRORISM, MISSILES AND CORRUPTION: 
THE RISKS OF ECONOMIC ENGAGEMENT 
WITH IRAN 


THURSDAY, MAY 12, 2016 

House of Representatives, 

Committee on Foreign Affairs, 

Washington, DC. 

The committee met, pursuant to notice, at 10:07 a.m., in room 
2172 Rayburn House Office Building, Hon. Edward Royce (chair- 
man of the committee) presiding. 

Chairman Royce. This hearing will come to order. When the 
Obama administration was strong-arming Senate Democrats to 
save its Iran deal, many promises were made. Central to the White 
House storyline was the President’s claim that sanctions on Iran 
for terrorism, sanctions on Iran for human rights and ballistic mis- 
siles “will continue to be fully enforced.” 

As many will recall. Treasury Secretary Lew said unequivocally 
that “Iranian banks will not be able to clear U.S. dollars through 
New York, hold correspondent account relationships with U.S. fi- 
nancial institutions, or enter into financing agreements or arrange- 
ments with U.S. banks.” He testified, and I quote, “Iran, in other 
words, will continue to be denied access to the world’s largest fi- 
nancial and commercial market.” 

But unfortunately, the administration’s words have not matched 
its actions. The administration has meekly responded to Iran’s pro- 
vocative acts — thanks in part to the weak U.N. Security Council 
language it agreed to on ballistic missiles. And just one Iranian has 
been sanctioned for human rights abuses since negotiations began. 
Just one. 

Indeed, last month, a top Treasury official publically proclaimed 
that non-nuclear sanctions would undermine the Iran agreement. 
That is the opposite of what the committee was told. If Iran objects, 
the administration bends over backwards to accommodate. Effec- 
tively, the Supreme Leader now holds the veto pen over future 
Congressional action. 

Iran will keep pushing until the Obama administration stops 
rolling over. Congressional pressure may have knocked the admin- 
istration off their plans — for now — to allow Iran access to the U.S. 
dollar, which is the world’s top currency, but the administration re- 
fuses to rule out a future move. And in the meantime, it is actively 
working other angles to push new investment into the Iranian 
economy. 


( 1 ) 
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Secretary Kerry is in Europe this week taking the odd step of re- 
assuring foreign firms that Iran is, in his words, “open for busi- 
ness.” Other administration officials go so far as to say that Ira- 
nian economic growth is in our national security interest. That is 
a tough case to make when you consider that Iran’s Islamic Revolu- 
tionary Guard Corps has been labeled Iran’s “most powerful eco- 
nomic actor,” and it was labeled so by the U.S. Treasury Depart- 
ment. That is the terrorist IRGC that they are talking about. The 
Iranian Revolutionary Guard Corps is Iran’s “most powerful eco- 
nomic actor,” according to our Treasury Department. 

The reality though is that the administration’s pep talks to inter- 
national companies to spur investment in Tehran will be viewed 
skeptically. For investment is like a rope. It can’t be pushed into 
a country that is corrupt, that holds international businessmen 
hostage, that launches missiles marked “Israel must be wiped out.” 
Rather it is pulled into countries that are transparent, that respect 
contracts, and don’t threaten their neighbors. Banks want max- 
imum certainty. And that just won’t be found in a country that 
ranks 130 of 168 on Transparency International’s corruption index. 

And as we will hear today, a CEO’s understanding of their com- 
pany’s reputational risk is more powerful than any sanction Con- 
gress could write. An international banker doesn’t want to end up 
on the wrong side of a transaction which unwittingly funnels 
money to Iran’s ballistic missile program. And the designation of 
the entire territory of Iran as a “primary money laundering con- 
cern” — and that is the way we designate it — means just thafi Any 
financial transaction with Iran risks supporting the regime’s ongo- 
ing illicit activities. 

Many of the restrictions left on Iran are intended to protect our 
financial markets from such abuse. The international organization 
charged with countering money laundering worldwide declared this 
year that it is “exceptionally concerned about Iran’s failure to ad- 
dress the risk of terrorist financing and the serious threat this 
poses to the integrity of the international financial system.” 

That is why my legislation to prohibit the administration from 
allowing the U.S. dollar to be used to facilitate trade transactions 
with Iran and which upholds Iran’s designation as a “primary 
money laundering concern” is so key. 

Iran is still the world’s leading state sponsor of terrorism. Until 
it stops funding terror, until it stops the illicit weapons program, 
it should be treated like the global menace it is. 

I now turn to the ranking member for any opening comments he 
may have on our hearing today. 

Mr. Engel. Well, thank you very much, Mr. Chairman. Thank 
you for calling this hearing. And to our witnesses, welcome to the 
Foreign Affairs Committee. We value your time and your expertise, 
especially as the implications of the Iran deal begin to unfold. 

I was chuckling this morning that it occurs to me there’s a lot 
of Iran expertise on Capitol Hill today. We have a Presidential can- 
didate up here meeting with the Speaker who told AIPAC about 
the Iran deal, “I have studied this issue in great detail. I would say 
actually greater by far than anybody else.” So perhaps he should 
be one of our witnesses, but I would rather have all of you, the 
three of you today, instead. 
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When the details of the agreement were reached last year, it ap- 
peared that when sanctions were lifted the Iranians would receive 
a windfall to the tune of tens of billions of dollars. Last month, Sec- 
retary Kerry said that Iran has only come into about $3 billion as 
a result of sanctions relief. Now, I am not losing sleep because Iran 
can’t get its hands on huge sums of money, but it is worth asking 
now that the deal is going forward, why is Iran seeing just a trickle 
instead of a surge? 

The explanation, as I understand it, couldn’t be less of a sur- 
prise. Banks don’t want to do business with Iran. They understand 
the risks. They see the same patterns of dangerous behavior that 
the rest of the world has seen for years — an illegal ballistic missile 
program, support for terrorist groups, human rights abuses, corrup- 
tion and money laundering. 

So it is no wonder that the Financial Action Task Force, what 
we call FATF, continues to designate Iran as a high risk jurisdic- 
tion. Just like Iran’s leaders, Iran’s financial institutions don’t play 
by the same rules as the rest of the world. As a result, inter- 
national businesses and financial firms want nothing to do with 
Iran. 

So what does this mean for the deal? I certainly don’t think we 
should be making any concessions to Iran beyond the scope of what 
is in the deal. As you know, I voted against the deal. In my view, 
it is reasonable for the United States to clarify what is against our 
law and what is not, what kind of business transactions are now 
in bounds, and what kind of activity might run afoul of other laws 
and sanctions. 

But we have lived up to our end of the bargain. I didn’t like the 
deal, but I have no doubt that we will keep our word. At the end 
of the day, if Iran’s leaders are unhappy with the reluctance of the 
global business community to play ball, they have no one to blame 
but themselves. If Iran wants to shed its pariah status, it needs to 
abandon the activities that led it to isolation in the first place. Stop 
supporting terrorism. Stop suppressing the human rights of the 
Iranian people. Stop building ballistic missiles. 

Incidentally, that is where our focus should be as well, con- 
tinuing to hold Iran’s feet to the fire in all of these areas. And I 
know the chairman and I have had many discussions and we will 
hold Iran’s feet to the fire. 

Secretary Kerry told this committee last summer, “We will not 
violate the JCPOA if we use our authorities to impose sanctions on 
Iran for terrorism, human rights, missiles, or any other non-nu- 
clear reason. And the JCPOA does not provide Iran any relief from 
U.S. sanctions under any of these, of those authorities or other au- 
thorities.” That is a quote from Secretary Kerry. 

So when we see ballistic missiles with the words “Israel must be 
wiped out” etched on the side in Hebrew from the Iranians, when 
tens of millions of dollars go to Hamas to rebuild its network of ter- 
ror tunnels, when thousands of rockets end up in Hezbollah’s 
hands, when Iran continues to prop up the Assad regime, Shia mi- 
litias in Iraq and Houthi fighters in Yemen, when we intercept ship 
after ship carrying Iranian weapons, we need to consider whether 
we are putting those existing authorities to their best use. 
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I look forward to hearing from our witnesses today about what 
more we can be doing to compel Iran to change course away from 
all these harmful and destabilizing actions. I look forward to your 
testimony. Thank you, Mr. Chairman. 

Chairman ROYCE. Thank you, Mr. Engel. 

We have a distinguished panel before us this morning. Mr. Mark 
Dubowitz is the executive director of the Foundation for Defense of 
Democracies where he leads projects on Iran on sanctions and non- 
proliferation. He is the author of 15 studies examining economic 
sanctions, and we welcome him back to the committee here this 
morning. 

Mr. Juan Zarate is the chairman and co-founder of the Financial 
Integrity Network. Previously, Mr. Zarate served as the Deputy As- 
sistant to the President and Deputy National Security Advisor for 
Combating Terrorism. From Orange County, California, Mr. Zarate 
was also the first ever Assistant Secretary of the Treasury for Ter- 
rorist Financing and Financial Crimes. Welcome again. 

Ms. Elizabeth Rosenberg is a senior fellow and director of the 
Energy, Economics, and Security Program at the Center for a New 
American Security, and previously Ms. Rosenberg served as a sen- 
ior advisor at the Treasury Department. 

So without objection, the witnesses’ full prepared statements will 
be made part of the record. Members are going to have 5 calendar 
days to submit any statements or questions or any extraneous ma- 
terial for the record. But what we would encourage is for our wit- 
nesses to summarize their remarks. We will start with former As- 
sistant Secretary Zarate and then go to Mr. Dubowitz and then Ms. 
Rosenberg. 

STATEMENT OF THE HONORABLE JUAN C. ZARATE, 
CHAIRMAN, FINANCIAL INTEGRITY NETWORK 

Mr. Zarate. Chairman Royce, thank you very much for the invi- 
tation to be here and the honor to testify before this distinguished 
committee. Ranking Member Engel, thank you very much as well. 
I am honored to be on this panel with two great colleagues and 
friends, and so we are going to have a jovial panel today. I respect 
Mark and Liz very much, so thank you very much. 

I also want to say, Mr. Chairman, my father and brother are 
here visiting from Orange County, California, so I am very proud 
that they are here to see you and to witness this, so thank you very 
much. 

And a final preambulatory statement here, I want to thank you 
for your leadership and the leadership of this committee, former 
leadership as well. Congressman Ros-Lehtinen, for issues that 
don’t often receive a lot of attention in the press. Issues like Iran 
obviously do, but ending conflicts in Africa, worrying about pro- 
liferation networks, worrying about arms trafficking networks like 
those run by Viktor Bout are all things that you have worried 
about for years and we have worked on together, and I want to 
thank you for that commitment and the work of this committee. It 
has been serious and important. 

Chairman Royce. Thank you for your work in helping put Viktor 
Bout behind bars. 

Mr. Zarate. Thank you, sir. I appreciate that. 
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Well, let me now summarize some of the points of my testimony. 
As this committee may be aware, when the JCPOA was being de- 
bated and when I testified before the Senate I expressed deep con- 
cerns and reservations about the structure, demands, and effects of 
the nuclear deal on U.S. interests especially in anticipation and the 
likelihood of increased belligerence and adventurism from Iran. 
And as we know and we have witnessed, this belligerence has con- 
tinued and been amplified. 

Iran has conducted repeated ballistic missile tests in violation of 
U.N. sanctions and promises further launches. Qasam Soleimani, 
the Iranian general, head of the Quds Force, traveled twice to Mos- 
cow, at least, in contravention of international travel bans to co- 
ordinate military cooperation with the Russian Government. 

Iran remains the leading state sponsor of terror and has contin- 
ued its direct support to terrorist proxies throughout the world 
from Hezbollah to Iraqi Shiite militias to the Houthi rebels in 
Yemen. Iran has deployed shock troops to Syria to fight for, die, 
and defend the Assad regime, with reports of thousands on the 
ground. Iran has continued to engage in human rights abuses in- 
ternally. It continues to detain two Iranian American citizens, and 
Robert Levinson missing from Kish Island since March 2007 re- 
mains missing and unaccounted for. And on January 12, 2016, we 
witnessed the Iranian naval forces arresting 10 American sailors at 
gunpoint and broadcasting the video of their detention in order to 
humiliate them and the U.S. Navy. 

Unfortunately these actions are not surprising and they will con- 
tinue. But more importantly, the nature of the regime, its control 
of the economy, its willingness to use the financial system to pur- 
sue all its goals, internally and externally, has not changed either. 
The Iranian system is corrupt, lacks transparency at all levels, and 
is centrally controlled by the regime. This along with the uncer- 
tainty of how the JCPOA, the nuclear deal, will unfold creates 
enormous risk for legitimate international actors and companies 
considering doing business in or with Iran. 

This in part explains why there hasn’t been a wave legitimate 
Western businesses investing aggressively or operating directly in 
Iran. The risks are real and they are significant and they are 
under consideration, especially when the IRGC remains in control 
of vast swaths of the Iranian economy, when the banks have been 
misused to finance terror and support the regime’s causes, when 
the clerical regime controls bonyads worth billions of dollars raising 
issues of kleptocracy and corruption. 

And there is no sign that the Iranians will stop using the finan- 
cial system for illicit purposes. In fact, the U.S. Government and 
international bodies like the FATF have declared the Iranian sys- 
tem’s Central Bank as primary money laundering concerns and 
reason to have high risk and posture toward their activities. 

So this complicated risk environment has dissuaded most legiti- 
mate companies from doing business. There is the risk of existing 
sanctions, secondary sanctions, remaining EU and U.N. sanctions, 
the potential for enforcement not just by the U.S. Treasury but by 
other authorities. Also, the fundamental fact that there are finan- 
cial risks that in 2016 are important for financial institutions and 
businesses to take into consideration. We are no longer simply wor- 
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ried about sanctions risk in Iran. We are worried about other illicit 
financing risks. 

And certainly it appears that Iran has made it its business and 
its strategy to force the United States and Europe to help rehabili- 
tate itself in the international system. This is something that we 
predicted. Something I testified to, something we had anticipated 
they would do and they have. 

But the U.S. shouldn’t fall into this trap. We shouldn’t be in a 
position of rehabilitating Iran. We shouldn’t be sending delegations 
around the world to explain how it is that we can do business in 
Iran legitimately. We should not be undercutting our authority by 
telling European businesses that they need not listen to the regu- 
latory policy or other actions of U.S. Treasury or regulatory offi- 
cials, quite the opposite. We should be reinforcing the effect and 
reach and suasion of our authorities around the world. 

And certainly we shouldn’t be giving Iran the accommodation 
and the ability to use dollars in offshore clearing accounts. Eacili- 
ties that would give them something that certainly was not nego- 
tiated in the deal but would also give them the benefit of inter- 
national trade and access to dollars. Certainly, not when this re- 
mains the leading state sponsor of terror and, under Section 311 
of PATRIOT Act, a primary money laundering concern. 

Mr. Chairman, I also think we shouldn’t diminish our ability to 
use targeted unwinding as this negotiation unfolds to benefit our 
strategic interests. Eor example, with respect to the Iranian banks, 
as opposed to simply plugging them back into the global system, 
we should have a system of strictly monitoring what is happening 
in those banks so that we have a monitored re-entry into the finan- 
cial system allowing us both to monitor what is happening in those 
banks, but also giving reassurance to the financial system that we 
understand what is happening in and through those institutions. 

Einally, Mr. Chairman, I think the current state of affairs re- 
veals that there were some faulty assumptions about where we 
were with the deal. The fact that our power was waning in terms 
of the ability to use financial suasion and tools of exclusion, that 
is not right. The fact that the deal would bring diplomatic unity, 
a reward for good behavior, that is not happening. The fact that 
the JCPOA would open channels for discussions with Iran about 
these other activities, that is not happening. 

In short, Mr. Chairman, the aversion to the risks of doing busi- 
ness in and with Iran will continue especially if Iran demonstrates 
an unwillingness to stop its provocative and dangerous activities. 
Iran will not be in a position to join the international community 
completely if it does not demonstrate clearly that it can engage as 
a trusted and transparent actor in the financial system. 

The onus to prove this should be on Iran’s shoulders. Any com- 
plaints about access to capital markets or investment should be 
posed to the clerical regime. Iran has to decide whether it will 
abide by international standards, norms and obligations, and we 
shouldn’t give them a free pass. Absent this, it will remain risky 
business to do business in or with Iran. Thank you, Mr. Chairman. 

[The prepared statement of Mr. Zarate follows:] 
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Juan Zarate May 12,2016 

Financial Integrity Network 

Chairman Royce, Ranking Member Engel, and distinguished members of the House Committee 
on Foreign Affairs, 1 am honored to be with you today to discuss the risks of economic 
engagement with Iran, particularly in light of its ongoing support for terrorism, ballistic missile 
activities, and illicit financing and corruption. As implementation of the Joint Comprehensive 
Plan of Action (JCPOA) unfolds, this is an important moment for the United States to examine 
Iranian activity around the globe soberly and detennine how best to proceed with the agreement 
and against the Iranian threat. 

When the JCPOA was being debated, I expressed deep concerns and reservations about the 
structure, demands, and effects of the nuclear deal on U S. interests, especially in anticipation of 
increased Iranian belligerence and adventurism. In detailed testimony before both the Senate 
Foreign Relations Committee and the Senate Banking Committee last year, I explained that the 
JCPOA was fundamentally flawed, in part because it would empower and enrich the regime and 
ultimately constrain our ability to use the most effective financial and economic tools of isolation 
to counter dangerous Iranian behavior. 

With strategic patience, Iran can march toward a weaponized program with greater capabilities, 
breakout capacity, and more economic resources, resilience, and connectivity to the global oil 
markets and commercial system. Even if Iran complies with all elements of this deal, Tehran will 
end up with an unfettered opportunity to break out and weaponize its nuclear program, overtly or 
covertly, along with an ability to arm itself and its allies more openly and aggressively. The end 
state of the agreement takes us far afield from the declared goal of successive administrations at 
the start of negotiations. 

The structure, processes, and nature of this agreement give Iran the benefit of the doubt that it is 
pursuing a peaceful program, when the onus should remain with Iran throughout to prove the 
peaceful nature of its program, as constructed in the prior, relevant UN Security Council 
Resolutions (UNSCRs), 

Ultimately, what we negotiated and promised was reintegration of Iran into the global economic 
system. The JCPOA sacrifices the ability of the United States to use its financial and economic 
power and influence to isolate and attack dangerous and problematic Iranian activity - beyond 
the nuclear program. Beyond simple sanctions relief, we negotiated away one of our most 
important tools of statecraft - the very financial and economic coercion that helped bring the 
Iranian regime to the table. Though “non-nuclear” sanctions were supposedly otf the table, the 
spirit and letter of the agreement neuters U.S. ability to leverage one of its most powerful tools - 
its ability to exclude rogue Iranian actors and activities from the global financial and commercial 
system. 

As I explained last year, promising Iranian reintegration into the global system was not possible 
unless we were willing to defang our sanctions regime and ignore Iranian behavior; rehabilitate 
the perception of the Iranian regime ourselves; and take the most effective tools of financial 
isolation off the table. 


1 
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Juan Zarate May 12,2016 

Financial Integrity Network 

This is a critical point as Iran continues the range of dangerous activities that have been the 
subject of sanctions and international opprobrium. In the wake of the JCPOA implementation, 
these activities have included the following: 

1 . Tran has conducted repeated ballistic missile tests in violation of UN sanctions, including 
reports from this week that one was launched as recently as April 20, 2016, and promises 
further launches. A missile launch in March also coincided with Vice President Biden’s 
visit to Israel. 

2. Qassem Soleimani, the head of the Iranian Revolutionary Guard Corps’ (IRGC) Qods 
Force, traveled twice to Moscow in contravention of international travel bans to 
coordinate military cooperation with the Russian government, to include the delivery of 
the S-300 system to Tran and defense of the Assad regime in Syria. 

3. Tran remains the leading state sponsor of terror and has continued its direct support to 
terrorist proxies throughout the region, to include Hizballah’s activities in Lebanon and 
Syria, as well as Traqi Shi’ite militias who have been responsible for the deaths of 
hundreds of Americans and are now deployed in Syria to fight for the Assad regime. This 
has included support intended to destabilize governments allied with the United States, 
with Gulf states uncovering and interdicting arms shipments for apparent use in those 
countries. In recent months, international naval forces have interdicted Iranian arms 
shipments likely headed to Houthi rebels in Yemen. 

4. Iran has deployed troops - regular and from the IRGC - to Syria to fight for and defend 
the Assad regime, with reports of thousands on the ground. Qassem Soleimani continues 
to appear at key battlefronts throughout Syria, and the Iranians help funnel Iraqi, Afghani, 
and Pakistani Shi’ite militias into the battlefield. 

5. Iran has continued to engage in human rights abuses and the restriction of democratic 
norms. In the run up to recent parliamentary elections. Tran disqualified thousands of 
individuals from running’ and continues to hold the leaders of the Green Movement 
under house arrest. 

6. Tran detained two Tranian-American citizens, a father and son, in October 2015 and 
February 2016, and continues to hold them. In addition. Robert Levinson remains 
missing after disappearing on Kish Island on March 9. 2007. 

7. On January 12, 2016, Iranian naval forces arrested American sailors at gunpoint, 
broadcasting the video of their detention, and subsequently mocking the sailors through a 
reenactment at a rally commemorating the anniversary of the Iranian Revolution. The 
Iranians detained the American sailors days before the implementation of the JCPOA, 
and hours before the President’s State of the Union address. 


^ Sain Wilkin, ’Tran excludes most candidates in elite assembly election,” January 26, 2016. 
ihtrit://www.reiifers com/arric]e/’nS'iran-eleclion-c.andidatesddtlSKrN0V4l9V i 
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Juan Zarate May 12,2016 

Financial Integrity Network 

Much of this activity is not a surprise, but it cannot be dismissed as simply the bad behavior of a 
recalcitrant IRGC or extremists within the Iranian system. In the Iranian system, these actions are 
blessed, designed to promote the interests of the regime, and calculated to test the will of the 
West. 

Importantly, the nature of the regime, its control of the economy, and its willingness to use the 
financial system to pursue all its goals internally and externally has not changed. The Iranian 
system is corrupt, lacks transparency at all levels, and is centrally controlled by the regime. This 
- along with the uncertainty of how the JCPOA will unfold - ultimately creates enormous risk 
for legitimate international actors and companies considering doing business in or with Iran. This 
explains why there has not been a wave of Western businesses investing aggressively or 
operating directly in Iran. It further explains why the Iranian leadership continues to complain 
that the United States has not satisfied its side of the bargain. 

Exposing the Risky Nature of the Iranian Regime 

The risks are real for the international business and banking communities, given the nature of the 
regime, the opacity of its economy, its continued dangerous and threatening activities, and 
remaining sanctions. 

The constriction campaign that brought Iran to the negotiating table was premised on the 
suspicion of Iran’s behavior and use of its financial and commercial system for illicit and 
dangerous purposes. The U.S. Treasury targeted Iran’s banks by using Iran’s own conduct - its 
proliferation activity, support for terrorist groups and Shi’ite militias, and lack of anti-money- 
laundering controls, as well as the secretive and corrupt nature of the regime itself - as the 
cornerstone of the campaign, Iran’s suite of suspect activities and attempts to avoid 
international scrutiny spurred the private sector to stop doing business with Iran. No reputable 
bank has wanted to be caught facilitating Iran’s nuclear program or helping it make payments to 
Hizballah terrorist cells around the world. If they did, they would be caught and sanctioned, 
with enormous reputational and business consequences. This continues to be the case. 

This produced a virtuous cycle of isolation that reduced Iranian access to the international 
financial system more and more over time. The more the Iranians tried to hide their identities or 
evade sanctions, the more suspect their transactions would appear and the riskier it would 
become for banks and other financial institutions to deal with them. Over time, bank accounts, 
lines of credit, and correspondent accounts were shut down. Iran’s own actions to avoid 
scrutiny and obfuscate transactions led to greater financial constriction. 

The Iranians deepened their greatest vulnerability. They blended legitimate business 
transactions with illicit ones by tunneling them through similar conduits. The Iranian regime 
often tried to hide the nature of its transactions and the identities of the government entities 
involved. They used front companies, cut-outs, and businessmen to acquire items and goods 
abroad that were hard to purchase, sanctioned, or tied to their nuclear ambitions or their 
weapons programs. 
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Juan Zarate May 12,2016 

Financial Integrity Network 

At the same time, the Iranian military was taking greater control of the nation’s economy. 
Importantly, the predominant economic player was Iran’s IRGC, the elite military and security 
unit founded in 1979. The IRGC had gained more power and influence over time as the 
protector and exporter of the revolution and reported directly to the Supreme Leader, Ayatollah 
Ali Khamenei. 

The fRGC - with its vast network - has embedded itself into more industries within Tran, 
ultimately building what has been called a veritable business empire.^ The regime and the 
TRGC’s control of “charitable” foundations - known as honyads with access to billions of 
dollars of assets in the form of mortgages and business interests for veterans of the Iranian 
military - served as the baseline of its economic power, along with its ability to construct 
infrastructure through a corps of engineers. The reach of the IRGC’s economic empire now 
extends to majority stakes in infrastructure companies, shipping and transport, beverage 
companies, and food and agriculture companies.’ 

In 2006, the IRGC acquired control of the Iranian telecommunications sector, and it began to 
control more elements of the nation’s energy sector, including the development of pipelines and 
the valuable South Pars oil field. Some estimates note that the IRGC controls between 25 and 
40 percent of Iran’ s gross domestic product (ODP).’ The IRGC is deeply involved in building 
Iran’s infrastructure, pursuing projects such as deep-water ports and underground facilities 
important to Iran’s defense and economy. These projects and industries give the IRGC political 
power and access to profits and capital, which has grown over time. 

The TRGC intervenes in Tran’s economy through three principal channels: The TRGC 
Cooperative Foundation (its investment arm), the Basij Cooperative Foundation, and Khatam 
al-Anbiya Construction Headquarters. The Khatam al-Anbiya (KAA), a massive TRGC 
conglomerate, was designated by the United States as a proliferator of weapons of mass 
destruction.’ It is Iran’s biggest construction firm and, according to some estimates, “may be its 
largest company outright, with 135,000 employees and 5,000 subcontracting firms.”’ The value 
of its current contracts is estimated to be nearly $50 billion, or about 12% of Tran’s gross 
domestic product.^ KAA has hundreds of subsidiaries in numerous sectors of Iran’s economy 
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Frederic Welirey, Jerrold D. Green Brian Nicliiponik. Alireza Nader, Lydia Hansell, Rasool Nafisi. & S. R. 
Bohandy, The Rise of the Pasdanm: Assessing the Domestic Roles of Iran Islamic Revoliaionary Guards 
Corps (Washington DC: RAND Corporation 2009). 

Emanuclc OUolciiglii, The Pasdaran: Inside Iran ’s Islamic Revolunonan^ Guard Corps (Wasliiiiglon, 

DC: Foimdation for Defense of Democracies, 2011). pages 44-45. 
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including its nuclear and defense programs, energy, construction, and engineering. The 
company is also involved in “road-building projects, offshore construction, oil and gas 
pipelines and water systems.”* EU sanctions against the company will be lifted after eight 
years, whether or not the IAEA concludes that Iran’s nuclear program is peaceful. 

These three companies are direct shareholders of almost three hundred known businesses. My 
colleagues at the Foundation for Defense of Democracies have created a database of these 
companies and board members and provided it to the U.S. government.'’ As a result of the 
TRGC’s control of the economy that has grown over time, together with sanctions relief, the 
risk of regime control over the economy will grow. In addition, the reality and risks of Iranian 
sanctions evasion, money laundering, the lack of transparency, and other financial crimes - the 
subject of international concern and U.S. regulatory action against Iran under the USA 
PATRIOT Act Section 311 - will increase, not decrease over time. 

The IRGC is an economic juggernaut, with responsibilities related to the development of 
weapons of mass destruction, missile systems, and overseas operations. It is deeply involved in 
the Iranian nuclear program, and its international arm, the Qods Force (IRGC-QF), is 
responsible for providing support to terrorist proxies and exporting the Iranian Revolution. 
Between them, the IRGC and its Qods Force are responsible for all the activities - weapons 
proliferation, terrorist support, and militant activity - for which Iran was sanctioned in the past. 

With the IRGC in control of an increasing share of the Iranian economy, including its 
infrastructure, telecommunications, and oil sector, risks of doing business in and with Iran will 
increase. The regime will continue to use its control of the economy not only to further enrich 
itself but also to suppress internal opposition brutally and ensconce its rule. The concerns over 
human rights abuses and regime kleptocracy will grow. 

As I have noted in the past, sanctions relief will increase risks over time, and Iran’s foreign 
policy will continue to challenge and threaten U.S. interests. 

From the U.S. perspective, the blend of IRGC and regime activities created the ultimate 
vulnerability, particularly the blurred lines between legitimate industry and support for Iran’s 
nuclear program and terrorist groups. Wire transfers to terrorist groups and front companies 
flooding money into the coffers of the Revolutionary Guard were actions seen to threaten not 
only international security but also the integrity of the financial system. The nefarious nature of 
the activities, tied with the IRGC’s attempts to hide its hand in many of its economic dealings 
and operations, made Iran’s financial activity inherently suspect. This has not changed. 

As part of past efforts to exclude Iran from the financial system, the U.S. Treasury made the 
argument directly to banks and companies around the world that it was too risky to do business 
with Iran, since no one really knew who was lurking behind corporate veils, pulling the strings, 
and accessing bank accounts and funding in Tehran. Would banks be willing to risk its 
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reputation by doing business, even inadvertently, with the IRGC or the Qods Force? Could their 
compliance officers guarantee that they knew who was behind their Iranian customers and 
transactions? Was trade with Iran worth the risk of access to American markets and banks? 

All of this was amplified by parallel national legislation, UNSCRs, greater scrutiny from 
authorities around the world, and enforcement actions, led by the United States. The United 
States created a layered sanctions regime, with overlapping Executive Orders, designations, and 
eventually legislation, focused on the key elements of the Iranian regime and economy 
facilitating illicit and dangerous behavior. Each U.S. action spurred private sector and allied 
responses. The effects of this suspicion and isolation - driven by the private sector’s risk 
calculus and government actions - had a real world impact. 

Iranian banks, including its Central Bank, could no longer access the international financial 
system; its shipping lines could not traverse ports easily or obtain insurance to operate; and - 
thanks to congressional and international action - its oil sales and revenues were suspended. 
Iran had to create workarounds, evasion schemes, and bartering arrangements to continue to do 
business. 

The Central Bank of Iran (CBI) itself has been designated in part because of broader sanctions 
evasion facilitation on behalf of the Iranian banking system. Treasury issued a finding in 
November 2011, under Section 311 of the USA PATRIOT Act that Iran, as well as its entire 
financial sector including the CBI, is a “jurisdiction of primary money laundering concern.”'” 
Treasury cited Iran’s “support for terrorism,” “pursuit of weapons of mass destruction,” 
including its financing of nuclear and ballistic missile programs, and the use of “deceptive 
financial practices to facilitate illicit conduct and evade sanctions.”" The country’s entire 
financial system posed “illicit finance risks for the global financial system.”'^ Those concerns 
persist and are not alleviated by the JCPOA or any Iranian nuclear commitments or actions. 

The concerns about the integrity of the Iranian financial system are international in nature. The 
Financial Action Task Force (FATF), the global standard setting and assessment body for anti- 
money laundering, counter-terrorist financing, and counter-proliferation financing, has labeled 
Iran - along with North Korea - “a high risk and non-cooperative jurisdiction.” FATF has 
called on its members to “apply effective counter-measures to protect their financial sectors 
from money laundering and financing of terrorism (ML/FT) risks emanating from Iran.”" 
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As recently as February 19, 2016, FATF issued a statement warning that Iran’s “failure to 
address the risk of terrorist financing” poses a “serious threat ... to the integrity of the 
international financial system.”''' The international community recognizes that Iran - regardless 
of the status of its nuclear program - poses a real and serious threat to the integrity of the global 
financial system. 

This financial and economic isolation was premised on the actions and nature of the Iranian 
regime itself Since the announcement of the JCPOA, neither has changed. On the contrary, Iran 
has demonstrated its desire to continue its aggressive activities and support to causes and 
groups directly antithetical to U.S. interests. 

The risks from Iran are real and will increase in an environment of sanctions unwinding under 
the JCPOA for a variety of reasons. 

In the first instance, the unfettered return of funds to the Iranian regime will allow Tehran the 
flexibility to fund its allies and proxies and flex its muscles in the region. Regardless of 
amounts available to the regime or percentage used to support terrorist proxies, there will be an 
infusion of terrorist financing into the global system. The Administration has acknowledged 
that some of the unfrozen funds will go to support terrorist and militant groups, like Hizballah, 
HAMAS, Iraqi Shi’ite militias, and the Houthis in Yemen. This is certainly the expectation of 
Iran’s allies. Iran could even use its capital to support the Taleban and al Qaida, with which Iran 
has maintained a relationship and provided support in the past. 

With Iran expanding its reach and presence throughout the Middle East, and TRGC commanders 
and proxies positioned from the Golan to Yemen, there will be more concern about Iran’s 
misuse of the economy, the benefits of sanctions relief, and the international financial and 
commercial system for dangerous and illicit activities. This infusion of cash will relieve 
budgetary constraints for a country that had only an estimated $20 billion in fully accessible 
foreign exchange reserves prior to November 2013''’ but was spending at least $6 billion 
annually to support Assad."’ 

The regime itself, and its core institutions like the Ministry of Intelligence and the IRGC, will 
benefit most immediately and deeply. Iran is a theocratic regime that controls the key elements 
of the economy. The mullahs have used their control of the economy - through honyaiis and the 
Supreme Leader’s vast financial network, known as Setad or EIKO, and which is worth tens of 
billions of dollars, to enrich themselves and exert more control over the country. 

Despite the notion that the JCPOA resolves all “nuclear-related” concerns, it does not address 
real concerns over continued Iranian proliferation, to include missile and arms trade. With the 
allowance for an Iranian nuclear program, infrastructure, and research, the deal will likely 
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’’ Mark Dubowit? & Rachel Zieillba. "When Will Tran Run Out of Money?.” Foundation for Defense of Democracies 
& Roubini Global Economics, October 2, 2013. 

Eli Lake. "Iran Spends Billions to Prop Up Assad,” Bloomberg, June 9, 2015. 
lhUn://wwiv-blooiiibcrgvicw.coni/ai1iclcs/20i5-06-09/iTan-sDcnds-l?iiiions-to-i>ron-uD- 

assad i 


7 



15 


Juan Zarate May 12,2016 

Financial Integrity Network 

increase (not decrease) the risk of proliferation - with potential Iranian trade and exchange with 
rogue third countries like North Korea. 

The dangers, challenges, and risks from Iran on a regional and global scale will only increase 
over time. Tn the wake of the JCPOA, Secretary of State Kerry stated that we will need to “push 
back” against Iran’s provocative and dangerous policies and tactics. C,1A Director John Brennan 
said that the United States will “keep pressure on Iran” and “make sure that it is not able to 
continue to destabilize a number of the countries in the region.”'^ 

Indeed, the United States will need to push back, especially against increasing risks and threats 
from Iran. To do this, the United States will want to use its financial and economic tools and 
strategies to make it harder, costlier, and riskier for Iran to threaten the United States and our 
allies. This will mean devising and deploying aggressive strategies to exclude key elements of 
the Iranian regime and the IRGC, Qods Force, and Ministry of Intelligence from the global 
financial and commercial system. 

The Risks of Doing Business in Iran 

On January 16, 2016, the United States, the European Union, the United Nations, and other 
countries unwound a substantial number of sanctions on the Islamic Republic of Iran as part of 
their obligations under the JCPOA. Most notably, many EU and UN sanctions, as well as many 
U.S. “secondary” sanctions, will no longer remain in force. “Primary” U.S, sanctions programs 
barring almost all U.S. persons from doing Iran-linked business remain,** 

In the wake of Implementation Day and with remaining sanctions and financial crime concerns, 
important questions exist regarding what doing business in or with Tran now means and how to 
evaluate and manage such risk. 

As Iran attempts to reintegrate into the world economy, many challenges remain for companies 
considering doing business in the Islamic Republic, with Iranian counterparties, or supporting 
customers operating in Iran. Dealing with the spectrum of risk - financial crime, regulatory, 
reputational, and policy - in the Islamic Republic will require that U.S,, European, Asian. Middle 
Eastern, and other firms clearly understand the patchwork of sanctions that will remain in place 
on the country, as well as many of the systemic issues, such as corruption, impacting various 
Iranian business sectors. Companies must also factor the risk that sanctions may “snap back” in 
the medium or long term into their business decisions. 


“CIA Director Says US Will Keep Pressure on Iran over Nuclear Capabilities No Matter Outcome of Ongoing 
Talks,” Fox News, March 23, 2015. CntrD:/Avmv-ibxnews.comtpotttics/'20l5/03/23/cia — director— says — us — 
will — keep — uiessuie — on — Iran- -over — nuclear — capabilities/i 
Priiiiarv sanctions are those dial apply directly to (1) tlie activities of U.S. persons (including persons located in 
the United States), (2) non-U. S. persons who cause U.S. persons to violate U.S. sanctions legulations, (3) aclivitics 
taking place within the United States, and (4) transfers ofU.S.-regulated goods, sertlces, and technologies. 
Secondary sanctions apply to non-U. S. persons where the United States lacks jurisdiction to impose primary 
sanctions. Such sanctions often include privileging a company’s access to U.S. markets on compliance with U.S. 
sanctions regulaiions. 
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The risks are amplified by Iran’s long history of sanctions evasion, illicit finance and corruption, 
and opaque financial and commercial practices. In 2015, Emanuele Ottolenghi produced a report 
for the Center on Sanctions and Illicit Finance at the Foundation for Defense of Democracies 
detailing the various illicit and suspicious methods used by the Iranian regime to operate in the 
global financial and commercial system - including the establishment of sophisticated 
procurement networks and use of gatekeepers to facilitate financing. 

This complicated risk environment has dissuaded most legitimate companies from re-entering 
and investing in the Iranian economy. While Iranian markets may appear attractive, companies 
considering transacting with persons in Iran or doing business in Iran are proceeding with 
caution. The recent parliamentary elections in Iran have not altered this analysis or trajectory 
fundamentally. Companies considering doing business in Iran or with Iranian persons must 
contend with at least eight sanctions and financial crimes-related risks: 

1. Primary U.S. Sanctions. Most U.S. primary sanctions, which broadly prohibit U.S. 
persons from conducting transactions in Iran, with persons resident in Iran, or with the 
Government of Iran, will remain in force. These U.S. primary sanctions pose significant 
risks for any multinational company considering doing business in Iran. U.S. jurisdiction 
is broad and U.S. regulators can use it to target transactions that may not initially appear 
to touch U.S. markets or involve U.S. persons. 

U.S. jurisdiction applies to all U.S. individuals (including U.S, citizens and permanent 
resident aliens, wherever located, as well as persons located in the United States) and 
entities (including any entity located or operating in the United States, organized under 
the laws of the United States, as well as foreign branches of U.S. entities). Further, the 
United States may impose penalties (civil or criminal) on any foreign person who causes 
a U.S. person to violate sanctions regulations."* 

For example, if a Middle Eastern, European, or Asian financial institution conducts 
transactions on behalf of an Iranian company and the transaction involves a U.S. bank or 
a correspondent account located in the United States, U.S. regulators will likely have 
jurisdiction over the transaction and can impose penalties on the non-U.S. financial 
institution. Similarly, if a Middle Eastern exporting company with U.S. offices relies on 
those offices for back office functions for transactions related to Iran or with an Iranian, 
the U.S. offices providing back office support will be engaged in the prohibited 
exportation of services to Iran (and can be subject to OF AC penalties). Where the Middle 
Eastern entity caused the U.S. offices to provide the services without knowledge of the 
Iranian nexus, U.S. regulators could impose fines on that Middle Eastern entity for 
causing the U.S. offices to violate the sanctions. 

Even those U.S. companies taking advantage of the new General License H - which 
permits foreign subsidiaries of U.S. companies to engage in certain activities in Iran - 
will face significant sanctions-related risks. While these subsidiaries may be allowed to 
conduct those activities, if the U.S. parent company is involved in any Iran-related 


'^See 50U.S.C. § 1705. 
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business or transactions, it will likely be exposed to U S. primary sanctions.’*’ 
Multinational companies must build a firewall between U S. parents and any foreign 
subsidiary doing business with Iranian persons or in Iran, which may be difficult to 
effectively do in practice 

Because the breadth of U.S. jurisdiction is expansive, companies based in Europe and 
Asia must be aware that any engagement with Tran may still expose them to remaining 
U.S. sanctions. Companies, particularly ones operating across borders, have to pay 
careful attention to whether they may be subject to U.S. jurisdiction, which might pose 
one of the most pressing regulatory risks that any company considering entering Iranian 
markets will face. 

2 Remaining U.S. Secondary Sanctions. Foreign businesses considering doing business in 
Iran will continue to face the risk of violating remaining “secondary sanctions” on Iran, 
which prohibit foreign financial institutions and other non-U.S. headquartered companies 
from doing certain business with Iran. While many of the secondary sanctions imposed 
since 2010 have been unwound,^' non-U.S. persons are still at risk for violating 
remaining U.S. secondary sanctions if they engage in transactions with any one of more 
than 200 people and entities listed as Specially Designated Nationals (SDNs) including 
the IRGC and its affiliates. 

These restrictions pose additional and significant risks because under U.S. law, entities 
owned or controlled 50% or more by designated persons - so-called “shadow SDNs” - 
are by law also considered SDNs. For example, if a foreign financial institution processes 
transactions on behalf of an entity that is owned or controlled by the IRGC (whether or 
not that entity is listed on national or international lists of designated parties) it could be 
subject to U.S. secondary sanctions. This creates significant risk for financial institutions 
and other companies wishing to do business in Iran, given that the IRGC controls a 
significant portion of the economy.^^ This risk is further exacerbated by Iranian attempts 


Note tliat U.S. parent companies are permitted to establish policies and procedures that allow these foreign 
subsidiaries lo conduct business in Iran and rvilli Iranian persons, though alter the initial decision to rc-cngago in 
Tran-related business and the establishment of procedures fordoing so, U.S. persons cannot be im'olved in the 
activities of their foreign subsidiaries relating to transactions with Iranian persons or in Iran. Similarly, U.S. 
companies can make their automated compuhng. accounting, and coiiummications systems available for tlicir 
subsidiaries conducting permitted activities in Tran. In effect, this permits foreign subsidiaries doing permitted 
business in Iran to continue to use tlie same computer systems as tlieir parent companies. Note liowever tliat 
provision docs not allows U.S. parents to otherwise be involved in those activities in any' way. 

'' Following Implementation Day, non-U.S. entities can now conduct certain transactions witli; 

• The financial and banking industry' m Iran, including maintaining correspondent accounts for non OF AC - 
designated Iranian financial inslilutions. the provision of financial messaging serv ices, dealing in the rial 
and iiiTraniaii sovereign debt, and issuing credit cards for Tranianst 

• Insurance -related activ'ities consistent with tlie JCPOA, including payment of claims to non-U.S. persons; 

• The energy industry ; 

• Shipping, shipbuilding, and port operations; 

• Precious and raw/semi-finished metals dealers; and 

• The automotive indnstry', insofar as non-U.S. goods, technology', and sen'ices are inv'olved. 

Estimates vary on liow niucli of the Iranian economy is controlled by the IRGC, with many analysis suggesting 

the IGRC controls as much as 15%. 
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to create a “gold rush” psychology in the marketplace and to muddy the waters regarding 
what restrictions may apply to specific transactions. We should expect Iranian customers 
and counterparties to alter ownership interests, names of entities, and ownership 
structures in an attempt to hide links to designated parties. This would match past 
practices of sanctions evasion and obfuscation of financial transactions in the past. 

Determining whether a customer, partner, or counterparty is owned or controlled by a 
designated person will be a challenging task, further complicated by the fact that the 
Office of Foreign Assets Control (OFAC) at the United States Department of the 
Treasury has provided limited guidance on how companies looking to do business in Iran 
can determine whether they are inadvertently doing business with the TRGC. OFAC 
recommends only that “a person considering business in Iran or with Iranian persons 
conduct due diligence sufficient to ensure that it is not knowingly engaging in 
transactions with the IRGC or other Iranian or Iran-related persons on the SDN List and 
keep records documenting that due diligence.” Businesses looking to enter the Iranian 
market must make their own determinations about what constitutes “sufficient” due 
diligence without more precise guidance and while the structure of civil and criminal 
penalties for sanctions violations remains in place. 

Further, non-U. S. persons still need to be aware of remaining U.S. export controls. For 
example, restrictions still apply regarding the facilitation of Iranian acquisition or 
development of weapons of mass destruction. In addition, transfers of certain potential 
dual-use materials must be approved via the procurement channel established by the 
JCPOA. U.S. origin goods, technology, and services also are subject to the Export 
Administration Regulations, which retain prohibitions on exports and re-exports to Iran. 

3. Remaining EV and UN Sanctions. While most EU and UN sanctions on Iran have been 
unwound, a number of important restrictions remain in place. Under EU law, trade 
restrictions on the sale, export, provision, or servicing of goods deemed to be “internal 
repression equipment,” or used for “telecommunications surveillance and interception,” 
remain in place. Likewise, the EU will continue to impose asset freezes and prohibitions 


Under EU law. several engagements prer-iorisly proliibiled, including associated services, are now allowed so long 
as they avoid dealing wilh listed Iranian persons: 

• Financial, banking, and insurance measures involving Iranian entities — including the provision of insurance 
to Iranian oil and gas sliiprnents — are now peniiiiled bv EU law and do not require prior authorization; 

• The import, purchase, swap, and transporl crude oil and pcirolcum producis, gas, and pclrochcniical 
products from Iran, and the export of equipment to Iran for use in the energy- industry- are now permitted; 

• Engagements witli the Iranian shipping, shipbudding. and transport sectors are no longer restricted; 

• Trade with Iran involving gold, other piecious metals, banknotes, and coinage is now pcmiissiblc; 

• While the sale or transfer of certain graphite and raw/scmi-finishcd metals to any Iranian entity- is no longer 
prohibited, such activity- is subject to an authorization regime; and 

• Wliile the sale or transfer of Enterprise Resource Plamiing software to airy Iranian entity for use in 
activities consistcnl with (he JCPOA is no longer proliibiled, such aclivily is subject (o an authorization 
regime. 

Like the United States, the EU has also delisted certain entities that are thus no longer subject to its asset freeze, 
prohibition to make funds available, and visa ban. Flovvcvcr, certain financial instiiuiions such as Ansar Bank, Bank 
Saderat Iran, Bank Saderat PLC. Bank Sepah, Bank Sepah International, and Mehr Bank remain listed by the EU. 
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on business and trade with individuals and entities designated for committing human 
rights abuses and restrictions on the trade of certain items related to nuclear proliferation. 

UN Security Council Resolutions that imposed sanctions on Iran for its nuclear program 
were terminated on Implementation Day. Thus, the United Nations no longer imposes 
limits on providing insurance and reinsurance products to Iranian entities, and no longer 
prohibits the opening of new Iranian bank branches or subsidiaries outside Iran (nor is 
there a mirrored prohibition on entities from UN member states doing the same within 
Iran). However, a UN arms embargo and UN sanctions on Iran’s ballistic missile 
program remain in place. Further, some individuals designated by the UN for 
participating in nuclear and ballistic missile programs will remain designated.*"' The 
recent missile tests and Iranian promises for more simply exacerbate the risk that 
additional sanctions will be applied. 

4 Likely Additional Sanctions. Businesses interested in entering Iran should be aware that 
additional designations and sanctions are likely as the United States Congress continues 
to focus on illicit Iranian behavior and as Iran continues with activities such as ballistic 
missile testing and the provision of support to terrorist groups. Congress has explored 
additional sanctions legislation, in particular related to more stringent sanctions tied to 
the IRGC and its ownership and control interests. Though the administration will resist 
actions that appear to re-impose lifted sanctions, both the House of Representatives and 
the Senate appear interested in pursuing legislation that directly or indirectly impacts 
Iran, including the recent legislation imposing additional sanctions on Hizballah. 

The administration has wanted to demonstrate its willingness to sanction non-nuclear 
Iranian behavior, both to stave off additional congressional action and address Iranian 
threats to U.S. interests. It has not wanted, however, to impose sanctions or financial 
measures that would allow Iran to claim that the United States had violated the terms of 
the JCPOA. Since Implementation Day, the Treasury Department has twice used ballistic 
missile-related designations - in January 2016, designating 11 entities and individuals 
involved in procurement on behalf of Iran’s ballistic missile program, and then again on 
March 2016, designating additional parties tied to the missile program. Companies are 
aware that additional Iranian individuals, companies, and related networks could be 
designated, effectively requiring an end to any financial or commercial relationship. 

This risk increases as Iran engages in activities that spur additional U.S. and possibly EU 
sanctions. In addition to its support to terrorist groups and the Assad regime, its ballistic 
missile program, and human rights abuses, there are other risks attendant to doing 
business with Iran. Iran’s link with North Korea, and in particular its cooperation on 
proliferation and ballistic missile-related issues, increases the likelihood that the United 


*" Pursuaiil lo Uie lenns ol United Nations Security Council Resolution (UNSCR) 2231 (2013) (wliicli endorsed the 
JCPOA). all prior United Nations Security Council Resolutions mandating sanctions on Iran — namely, UNSCR 
1696 (2006), 1737 (2007). 1747 (2007), i803 (2008), 1835 (2008). 1929 (2010), and 2224 (2015) — were formally 
temiinated upon receipt of tire IAEA’s report verifying that Iran hits met its nuclear-related obligations under the 
JCPOA. Througli UNSCR 223 I, the UN continues to impose certain restrictions on nuclear, convcnlional anus, and 
ballistic missile-related activities involving Tran. 




20 


Juan Zarate May 12,2016 

Financial Integrity Network 

States and the European Union will impose additional sanctions on the Islamic Republic. 
For example, in late January, France requested the European Union consider imposing 
additional sanctions on Iran for its continued ballistic missiles activities. 

5. Tran’s Potential Cheating on the JCPOA. Tf the United States or other members of the 
P5+1 conclude that Iran is cheating on its obligations under the JCPOA, they can snap 
back many of the sanctions into place. In the context of any potential snapback, OFAC 
has made clear that there will be no “grandfather” clause for pending transactions, 
meaning foreign companies doing business in Tran would need to very quickly wind 
down their operations, potentially at a significant loss. While the Obama Administration 
will be unlikely to push for a comprehensive snapback of sanctions unless there is a 
serious, material breach of the JCPOA, Treasury Department officials have made it clear 
that they have developed more limited snap back mechanisms in the ease that Iran pushes 
the envelope and engages in activities that violate its obligations. Similarly, depending on 
the outcome of the U S. presidential election in November 2016, candidates have 
expressed a desire to re-impose sanctions on Iran. Such action could pose serious risks 
for foreign companies doing business in the Islamic Republic. 

6 Sanctions Violations Enforcement Posture. The United States Department of the 
Treasury has indicated it will continue to aggressively enforce regulations remaining in 
place. For example, acting Under Secretary of the Treasury for Terrorism and Financial 
Intelligence Adam Szubin noted, following Implementation Day, that “[w]e have 
consistently made clear that the United States will vigorously press sanctions against 
Iranian activities outside of the Joint Comprehensive Plan of Action - including those 
related to Iran’s support for terrorism, regional destabilization, human rights abuses, and 
ballistic missile program.” Indeed, the day after JCPOA Implementation Day, the U.S. 
government imposed sanctions on entities and individuals in the Middle East and Asia for 
supporting Tran’s ballistic missile program. These types of sanctions will be used to help 
demonstrate to Iran and U.S. allies that the United States remains prepared to use 
economic measures to enforce existing sanctions. In addition, Tran’s history of using a 
variety of financial and commercial measures to hide its hand to evade sanctions and the 
scrutiny of the international community adds additional risk that sanctions may be 
applied. 

7 Regulatory Risk from Multiple Enforcement Agencies. From a regulatory and 
enforcement perspective, it is important to note that the Treasury Department and OFAC 
are not the only arbiters of sanctions violations and requirements. The United States 
Department of Justice, the Securities and Exchange Commission, state prosecutors, and 
various New York authorities, such as the Department of Financial Services, will all play 
a significant role in how existing sanctions regulations and related laws are enforced. 
Local authorities may elect to take a more aggressive enforcement posture with respect to 
sanctions violations, which would fall outside of the federal government’s control. Any 
company considering doing business in Tran or with Iranian individuals or entities will 
need to pay close attention to the regulatory and enforcement postures taken by these 
other government agencies. 
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8. Financial Crimes Risks in Iran. Though the recent business attention on Iran has 
understandably focused on sanctions-related issues, banks and businesses must remember 
that other financial crimes concerns in the Islamic Republic remain pervasive. In 
particular, the nature of the Iranian economy and the role of the government within the 
economy present serious risks related to bribery and corruption, money laundering, and 
illicit financing. Iran ranked 130 of 175 countries in Transparency International’s 
Corruption Perceptions Index as of 2015. 

In 201 1, the U.S. identified Tran as a state of primary money laundering concern pursuant 
to Section 31 1 of the USA PATRIOT Act. The FATF first raised concerns over Iran’s 
lack of a comprehensive anti-money laundering/countering the financing of terrorism 
(AML/CFT) framework in 2007, and it still urges Iran to meaningfully address 
AML/CFT deficiencies and will consider urging stronger counter-measures later this 
year. OFAC also has made it clear that activity inconsistent with a wide range of 
Executive Orders imposing sanctions on Tran (including for providing support to 
terrorism, undermining the stability of Yemen, and other behaviors) could still subject 
U.S. and non-U.S. persons to sanctions. Now, the Iranian government has indicated that it 
will begin to target “financial corruption,” and has sentenced Iranian billionaire Babak 
Zanjani, who helped the regime evade oil-related sanctions, and two others to death for 
corruption. Attention on the issue of corruption will now grow, as Iran attempts to do 
business with the world. Any companies looking to do business in Iran must be acutely 
aware of serious financial integrity risks beyond those posed by remaining sanctions. 

As some of the sanctions on Iran are unwound, many European, Asian, and Middle Eastern 
companies understandably want to re-engage in the Iranian economy. The risk appetites of 
companies will likely vary by sector, with large oil, aerospace, auto, infrastructure, and 
equipment companies likely more willing to enter Iranian markets more quickly and with a 
higher tolerance for risk. For example. Airbus has already agreed to sell Tran 1 14 airplanes, and 
Boeing has obtained a license from OFAC to begin commercial discussions with Iranian airlines. 

In contrast, other sectors will have a more conservative risk approach. Shipping insurers have 
already recommended a greater degree of caution. For example, the London Protection and 
Indemnity Club, a member of the International Group of Protection and Indemnity Clubs, the 
main association of global tanker insurers, has recommended shipping insurers not enter 
contracts or fixtures involving previously sanctioned Iranian trade or entities without performing 
extensive due diligence. Similarly, financial institutions will be more reluctant to re-enter Iranian 
markets, given recent enforcement actions targeting their activities and the stricter financial 
crime compliance environment globally. 

A significant challenge will be how such financial institutions respond to pressure from clients 
with greater risk appetites to provide financial services for activities in Iran. Iran has already 
complained that European banks have remained reluctant to engage in commercial activity with 
Iran, and is now asking the IMF to help assuage such concerns with a report slated for release in 
2018. Additional pressure and statements from Iranian leadership, including the Iranian Central 
Bank Governor recently in the LTnited States, are echoing the charge that the Umited States is not 
fulfilling its obligations under the “spirit and letter” of the nuclear deal. 




22 


Juan Zarate May 12,2016 

Financial Integrity Network 


The desire in and from Tehran to see the fruits of the nuclear negotiations, especially with more 
banking activity with the West, will add pressure to those institutions that remain cautious. For 
example, some financial institutions, including at least one major Japanese bank, have begun 
processing non-dollarized transactions for clients operating in the Islamic Republic. Importantly, 
it appears that the Iranians realize that in order to do business legitimately with the West, they 
must meet the standards demanded in the Western banking world for transparency and 
accountability. But the Iranians are intent to force the United States and Europe to help them 

Keeping the Burden of Persuasion and Reform on Iran 

In implementing the deal, the United States should not fall into the trap of helping Iran 
rehabilitate itself Throughout this deal, the onus should remain solely on Iran to alleviate 
concerns about its activities, lack of transparency, and failure to meet heightened global 
standards of financial integrity in the banking and commercial worlds. Iran should not get a free 
pass on the necessary reforms, modernization, and accountability necessary for acceptance as a 
legitimate actor in the world - diplomatically and economically. This posture should force the 
Iranians to turn inward to determine how they can meet international expectations, instead of 
trying to compel the United States and Europe to alter their standards or dictate to the private 
sector where and with whom they should do business. 

Unfortunately in the desire to appear to be complying with the deal, some U.S, actions have 
created the impression that the United States and European governments have assumed the 
burden of reintegration of the Iranian economy into the global system. There are some examples 
worth noting: 

1. There have been reports that the United States might offer Iran the ability to access 
offshore dollar-clearing facilities, to allow for dollar-denominated transactions and ease 
Iran’s ability to trade internationally. Though such a maneuver would not allow Iran 
direct access to dollar clearing in the United States, it could be structured in a manner to 
create the same effect, Iranian trade would then be facilitated in a way not contemplated 
in the JCPOA. The United States should not be offering special exemptions or measures 
to assist Iran with access to dollars while Iran remains a leading state sponsor of terror, 
subject to serious sanctions, and designated as a “primary money laundering concern.” 

In addition, if the United States were to provide Iran with access to U.S. dollars for 
offshore transactions, then the United States would lose the ability to threaten this 
access in response to a range of Iranian provocations in the future. In effect, by 
couching access to the Western financial system and the U.S. dollar as part of the 
nuclear deal, the United States would no longer be able to cut Iran off from this benefit 
if it significantly increased its support for terrorism, as Iran would claim that such an 
attempt at coercion would violate the letter of the nuclear agreement. This would further 
give away coercive financial leverage without any bargained-for concession by Iran. 

2. The U.S. government has been sending delegations around the globe to clarify existing 
sanctions and obligations and apparently to explain how business with Iran may be 
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undertaken with the Iranian regime. Though regulatory clarity is important, the United 
States should not be launching road shows attempting to dampen concerns about the risks 
of doing business in or with Iran, especially when those risks are increasing. The burden 
instead should fall on Iran to demonstrate that its activities, policies, and use of its 
financial and commercial system are legitimate, transparent, and meet international 
standards. Iran should be concentrating on necessary refonns, hard policy decisions, and 
its own road shows to prove that it can be trusted as a responsible international player - 
to governments, the private sector, and the markets. Until then, Iran will be seen as a 
risky jurisdiction in which to invest and do business. It should not be the responsibility of 
the United States or Europe to prod businesses and banks to enter the Iranian market. 

3. It has been important that the U.S. Treasury and other U.S. government officials have 
reiterated the commitment to enforcing existing sanctions vigorously and maintaining the 
ability to use the tools of financial coercion to affect Iranian behavior. These 
commitments, however, are undercut when the United States modifies its messaging to 
suggest that our sanctions regime should not constrain or affect the risk calculus of the 
private sector. Though intended to demonstrate that the United States is upholding its end 
of the JCPOA bargain, softened language appears to suggest that the United States is 
already backing away from its willingness to use existing sanctions against Iran. This 
week. Secretary Kerry noted that European businesses should not use the United States as 
an excuse not to invest in Iran. European businesses should be encouraged to listen to and 
account for U.S. regulatory, enforcement, and policy concerns. 

The United States cannot alter this commitment to enforce sanctions, weaken its call for 
heightened global standards for financial integrity, or jump every time Iran complains 
about its inability to access the global financial system. We cannot mute ourselves or our 
willingness to use some of our most effective financial and economic tools against 
dangerous Iranian activity. 

The United States cannot be in the position of rehabilitating the Iranian economy. This proves 
highly problematic and undermines U.S. credibility and power internationally if this is done 
without concern for the underlying issues that drove its isolation in the first place - 
proliferation, support for terrorism, and development of weaponry and programs of concern 
controlled by the IRGC. It is the threat to the international financial system of the illicit and 
suspect flows of money that is the baseline for Iran’s isolation. 

Targeted Unwinding 

The United States should also not diminish its ability to use targeted unwinding tools to force 
Iran to make hard choices about its behavior in the international system. If implementation of 
the JCPOA is viewed as an ongoing and long-term process, then the United States should be 
thinking creatively about how to use these targeted unwinding measures to effectuate its 
strategic goals. 

The JCPOA attempts to unwind sanctions tied to the nuclear file, but the unwinding is difficult 
and complicated given the interconnected nature and effects of such sanctions. In some 
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instances, the unwinding can be managed. In many other cases, the unwinding schedule and 
some of the scheduled delistings implicate actors and activities beyond the nuclear file, 
complicating our ability to easily unwind sanctions and threatening our ability to impose 
coercive leverage in the case of Iranian malfeasance beyond the nuclear file. The delisting of 
some key Iranian entities that have facilitated a range of Iranian illicit activities and the 
cessation of sanctions prohibitions against them, especially terrorism financing, raises serious 
challenges to U.S. ability to affect Iranian behavior of concern. 

There is no question trying to unwind any effective and global sanctions regime is difficult. 
Unwinding intertwined, conduct-based sanctions for a regime that uses its economy and system 
for various dangerous and nefarious activities of international security concern is incredibly 
challenging. But tearing down sanctions bluntly - particularly when pulling down the nuclear 
sanctions also threatens to pull down U.S. leverage related to issues of missile proliferation and 
terrorism - without addressing that underlying and related conduct creates real risks and does 
damage to the ability to use the very same tools against Iranian individuals and entities in the 
future. 

In light of the risks of doing business with Iran, the reintegration of Iranian banks into the 
global financial system, including via the SWIFT bank messaging system, presents perhaps the 
most concerning issue. For example. Bank Sepah was designated under U.S. authorities not 
simply because of its facilitation of the Iranian nuclear program and procurement but also its 
role in financing arms and missile deals, activities that should remain a concern and are subject 
to UN sanctions. 

The JCPOA explicitly called for the lifting of sanctions on “[sjupply of specialized financial 
messaging services, including SWIFT, for persons and entities . . . including the Central Bank of 
Iran and Iranian financial institutions.”^’"’ The European Union lifted SWIFT-related sanctions 
for the Central Bank of Iran and all Iranian banks^** originally banned from SWIFT. 

By allowing most of the Iranian banks back into the international financial order without 
dealing with their underlying conduct or controls, the United States and the international 
community assumed the good faith of the Iranian regime. This has heightened the risk that the 
Iranian banking system would be used by the regime to finance and facilitate other issues of 
significant national security concern. 


‘ “Joint Comprehensive Plan of Action, Vienna, July 14. 2015. paragraph 19(iv). 

(blip://eeas.eiiroDa.eu/sialei]ienls- ceas/doc&’iran aRrcemeiUAran ionu-coinpreltensivc-plan-of-aciion eapdf ) 
On Implementation Day, the EU will lift siinctions on the Central Bank of Iran and Bade Mellat, Bank Melli. 
BankRefah, Bank Tejarat. Europaische-Tranische Handelsbank (ETH), Export Development Bank of Tran, Future 
Banlc. Onerbanle ZAO. Post Banlc, and Sina Bank. On Transition Day. the EU will also lift sanctions on Ansar 
Bank, Bank Sadcral, Bank Sepah and Bank Sepah International, and Mclir Bank. Sec Allacluncnl 1, parts 1 and 2 
and Allacluncnl 2, parts 1 and 2. (hllp://ccas.ctnx>pa.cu/stalcmcnis- 
ee as/doc s/i ranfigr eeme nt/anne x 1 attache me n tsen- pdf) 

The Council of the European Union, “Council Regulation (EU)No 267/2012 of 23 March 20 1 2 Conccniing 
Restrictive Measures against Iran and Repealing Regulation (EU) No 901/2010,” O^cia/ Journal of the 
European Union, March 24, 2012, (h(tp: //cur-icx.curopa.cudcgal- 
content./EN/TXT/?qid-1406807228342&uri-m.EX:32.012R0267t 
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Instead, we should consider a process of targeted unwinding that meets our strategic goals - and 
could even provide Iran relief if it is willing to abide by international rules and norms regarding 
transparency and accountability of its financial system. For Iranian banks, this would mean a 
stricter, monitored reentry into the financial system, given continued concerns about their 
facilitation of illicit and dangerous activities by the regime. This could be effectuated through a 
program - led by the European Union - to create a monitoring system through SWIFT (akin to 
the Terrorist Financing Tracking Program) to monitor all Iranian cross-border transactions and 
allow for the tracking and analysis of suspect Iranian banking activities. Instead of the blunt 
unwinding measure of plugging all Iranian banks (minus a few) back into the global banking 
messaging system, an aggressive monitoring program could provide a “halfway” house for 
reintegration of Iranian banks over time while managing the risk of more Iranian money 
traversing the banking system. 

This type of system might actually force the Iranian regime to make some hard choices about not 
using its banks to facilitate illicit or dangerous activities that would be subject to monitoring and 
exposure. A system of targeted unwinding could advance the strategic goal that Iran not misuse 
its economy and financial system to benefit terrorists, proxies, and accelerate its nefarious 
international ambitions and capabilities. If such a system could prove effective, it might spur 
responsible reform within Iran as it tries to reintegrate into the global system. This in turn would 
give global banks and businesses some assurance that the Iranian banking system is maturing and 
under some degree of scrutiny. Scrutiny over such financial activity and reforms could help 
alleviate concerns by legitimate banks that they are being exposed to dangerous risk, especially if 
legitimate and trusted governments agencies (like financial intelligence units) are involved in the 
monitoring. This, in turn, could blunt Iranian claims that the United States was de facto 
continuing the imposition of sanctions by scaring Western banks away from doing business in 
Iran or with businesses interested in doing business in Iran. 

The current tension with Iran over the unwinding of sanctions underscores that the 
implementation of the JCPOA and “negotiations” with Iran will be ongoing. In this regard, we 
should take full advantage of the leverage we have and devise new mechanisms to ensure we 
meet our strategic goals. 

Faulty Assumptions 

The current state of sanctions unwinding reveals certain misconceptions about the state of play 
regarding the JCPOA and the position of the United States to strike a better bargain. There are 
many assumptions articulated at the time that need to be questioned, and there are a few that are 
clearly incorrect. 

At the time of the negotiations, the financial and economic pressure campaign was not faltering, 
and the United States was not at risk of losing its ability to squeeze and influence Iran in the 
short term. 

The regime and the economy were affected by cascading isolation and falling oil prices. During 
the period of the negotiations, the pressure was increasing - belying the notion that the United 
States has been facing a cracking sanctions coalition and system. Quite the opposite was 




26 


Juan Zarate May 12,2016 

Financial Integrity Network 

occurring. The ayatollahs’ concern over the strangulation of the Iranian economy - in concert 
with lingering fears of the ghosts of the Green Movement - is ultimately what brought them to 
the negotiating table and launched them on the charm offensive that allowed them to turn the 
tables on the West. The sanctions pressure was not sustainable for the regime. President 
Rouhani admitted that these measures threatened to drive Tran into an economic “the Stone 
Age.” 

The regime has needed access to capital, new technologies, and connectivity to the oil markets 
and the global economy to maintain and sustain their regime. That is what it lost over the past 
decade. It is what the Iranians negotiated to regain in the JCPOA. This is now the source of 
Tran’s most significant complaint. 

There was also never a neat divide between “nuclear” and “non-nuclear” sanctions when the 
constriction campaign launched in 2005. This campaign was intended to use the illicit, 
dangerous, and illegitimate nature of Iranian activity as the driver for unplugging Tran from the 
global financial and commercial system. This is something I tried to articulate in my testimonies 
before the Senate last year. The “sanctions” were focused on the fact that the Iranians were 
leveraging their own economy to profit the regime and allow the construction of a suspect 
nuclear infrastructure and ballistic missiles, support terrorists and militias, strengthen Assad in 
Syria, engage in financial obfuscation, and perpetrate massive human rights abuses. Other than 
the nuclear issues, the underlying conduct was not addressed. The resolution of those issues was 
not on the table during the JCPOA negotiations. Without resolution of those issues, the triggers 
for financial isolation remain. Thus, we are witnessing the difficulty of unwinding sanctions that 
have been triggered by underlying Iranian conduct that has yet to change. 

Moreover, the JCPOA has not resulted in the diplomatic unity promised or rewards for good 
behavior. Russia has quickly made its own deals and pacts with Iran - expanding coordination 
and cooperation in Syria and Iraq and signing deals for weapons systems. The United States has 
been forced to assuage skeptical allies in the Gulf and Israel and mend diplomatic wounds. 
European countries are engaging at different levels and pace with Iran, sending mixed messages 
about what is expected by the international community. With the varied sanctions regimes, 
American companies are disadvantaged by the commercial opening provided to European 
companies. Legitimate companies concerned about real and reputational risk sit on the sidelines 
while less responsible actors dive into the Iranian market. Our closest allies are worried, and the 
responsible actors are losing market opportunities. 

Finally, it is not clear that the JCPOA has opened a channel through which Iran can 
constructively engage with the international community and address the other serious concerns 
about their dangerous policies and behavior. On the contrary, Iran appears intent and willing to 
exacerbate those risks and tensions across the board. The JCPOA may have emboldened the 
regime to take more aggressive steps, exacerbating concerns among U.S. allies that Iran is being 
given free rein to expand its influence and threaten their interests. 

The Iranians need to decide that they are willing and able to address those issues of concern and 
change their behavior - to include issues of financial transparency, terrorist financing, and 
corruption. The Iranians must find tangible ways to demonstrate that necessary reforms are 




27 


Juan Zarate May 12,2016 

Financial Integrity Network 

possible before they can expect to be treated as legitimate actors in the financial and commercial 
systems. This is the source of their isolation. 

Conclusion 

In the short term, the aversion to the risks of doing business in and with Iran will continue, 
especially if Iran continues to demonstrate an unwillingness to stop its provocative and 
dangerous activity. More importantly, Iran will not be in a position to join the international 
community completely, if it does not demonstrate clearly that it can engage as a trusted and 
transparent actor in the financial system. The onus to prove this should be on Iran’s shoulders. 
Any complaints about lack of access to capital, markets, or investment should be posed to the 
clerical regime. Iran has to decide whether it will abide by international standards, norms, and 
obligations. Absent this, it will remain a risky environment in which to do business, no matter 
how attractive the opportunities. 
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Chairman ROYCE. Thank you, Mr. Zarate. 

Doctor? 

STATEMENT OF MR. MARK DUBOWITZ, EXECUTIVE DIRECTOR, 
FOUNDATION FOR THE DEFENSE OF DEMOCRACIES 

Mr. Dubowitz. Chairman Royce, Ranking Member Engel, mem- 
bers of the committee, on behalf of FDD and its Center on Sanc- 
tions and Illicit Finance, thank you very much for inviting me to 
testify today. And it really is a great honor to be testifying with 
Juan and with Liz, whose work and whose service to our country 
I greatly admire. 

The nuclear deal with Iran provided Iran with a patient pathway 
to nuclear weapons capability by placing limited, temporary, and 
reversible constraints on its nuclear activities. The deal and the in- 
terim agreement that preceded it provided Iran with substantial 
economic relief to avoid an economic crisis and return to a modest 
recovery path. 

Iran’s return to oil markets and the lifting of restrictions in 
Iran’s use of some $100 billion in frozen overseas assets gave the 
regime badly needed hard currency to settle its outstanding debts, 
begin to repair its economy, rebuild its foreign exchange reserves, 
and ease a budgetary crisis which, in turn, freed up funds for the 
financing of terrorism and missiles. 

Iran already has gotten significant economic relief. It avoided an 
economic collapse. And Ranking Member Engel, I hope we have an 
opportunity to talk about your comment on the $3 billion that Sec- 
retary Kerry made which, interestingly enough, Glenn Kessler of 
the Washington Post, yesterday, gave that claim two Pinocchios, so 
we should discuss why. 

Now the nuclear deal did nothing to address Iran’s missile devel- 
opment, support for terrorism, regional destabilization, human 
rights abuses, and all of these things have remained just as prob- 
lematic or in some cases have actually gotten worse since the 
JCPOA was reached. 

During last summer’s congressional review period, the adminis- 
tration pledged that the U.S. would continue to enforce these non- 
nuclear sanctions and oppose Iran’s dangerous activities, and Iran 
has threatened that if these non-nuclear sanctions are imposed it 
would walk away from the agreement and snap back its nuclear 
program, something that I have called the Nuclear Snapback in 
prior testimony. 

Congress should reject this nuclear blackmail. It needs to hold 
the administration accountable for the commitments that they 
made to you. Sanctions against Iran’s many malign activities are 
clearly not a violation of the JCPOA as Iran claims, but it is an 
affirmation of U.S. policy, actually as Secretary Kerry himself has 
articulated when he said, “We will do everything to oppose Iran’s 
destabilizing policies with every national security tool available.” 

But it sure doesn’t appear that the administration is going to 
stand behind its own policy. Since the nuclear deal was reached, 
only nine individuals and nine entities have been added to Treas- 
ury’s sanctions list for all of Iran’s ongoing illicit activities, includ- 
ing missile tests. And the administration has backed away from 
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using the term “violations” instead of arguing that these tests are 
now inconsistent with the U.N. Security Council Resolution 2231. 

Nor are we likely to see action against human rights abusers. In- 
deed, when President Rouhani was elected in June 2013, there was 
a widespread but incorrect assumption that he was a moderate who 
would hail greater freedoms in Iran. But the regime’s domestic re- 
pression has only intensified. Since last summer, the administra- 
tion has not designated any individuals or entities for human 
rights abuses, and only one individual and two entities since 
Rouhani came to power in the summer of 2013. 

And now the administration reportedly is considering this new 
concession that again Iran did not explicitly negotiate as part of 
the JCPOA. This is direct or indirect access to dollarized trans- 
actions. This concession undercuts the effectiveness of our entire 
non-nuclear sanction strategy, which depends on the private sec- 
tor’s fear of the risks involved in transacting with Iran. Allowing 
dollarized transactions aids Iran’s push to legitimize its financial 
sector without ceasing the underlying terrorism proliferation, mis- 
sile financing, and related money laundering and sanctions eva- 
sion. 

The Iran deal turned the regime from a nuclear pariah to a nu- 
clear partner without having it come clean on its decades-long rap 
sheet of illegal weaponization activities. And it is important to un- 
derstand that the regime is now seeking to follow the same 
legitimization strategy with respect to its illicit financial activity 
and human rights abuses. Iran should not be allowed to gain inter- 
national acceptance without demonstrable changes in all of its dan- 
gerous behavior. 

And it is important again to understand that this has to go far 
beyond a mere exercise in checking the box on technical require- 
ments from the Financial Action Task Force relating to money 
laundering and terror financing and it has to require fundamental 
and substantive changes in behavior. As long as Iran, for example, 
continues to fund Hezbollah, Iran should never be legitimatized as 
a responsible financial actor. 

Congress can maintain its leverage by strengthening and imple- 
menting non-nuclear sanctions and by considering some of the rec- 
ommendations from my written testimony which I will summarize 
very quickly. Number one, we need to protect the integrity of the 
U.S. dollar from Iranian illicit financial activity. We need to codify 
existing restrictions, require the administration to report on finan- 
cial institutions involved in dollarization, and link these prohibi- 
tions to the end of terrorism and missile development as well as 
compensation for victims of Iranian terrorism. There is still $53 bil- 
lion in outstanding judgments. 

Number two, designate the IRGC in its entirety under EO 13224 
as a foreign terrorist organization; number three, impose sanctions 
on the IRGC as well as sectors of the Iranian economy that are in- 
volved in Iran’s ballistic missile development; number four, create 
an IRGC watch list to identify entities below the threshold for 
being owned or controlled by sanctioned entities; number five, ex- 
pand these human rights sanctions to protect the Iranian people. 
Six, to target corruption not only for money laundering but also as 
a human rights abuse; and number seven, push back against Iran’s 
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legitimization campaign at FATF and elsewhere by exposing its 
threats to the global financial system. 

Let me conclude with this. Secretary Lew has argued that sanc- 
tions are an effective instrument to address illicit activities but 
they must be lifted when the illicit behavior changes. This is a very 
important principle but it misses a crucial detail. Iran has not ad- 
dressed the underlying behavior that prompted many of the U.S. 
sanctions in the first place. 

Thank you for the opportunity to testify and I look forward to 
your questions. 

[The prepared statement of Mr. Dubowitz follows:] 
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Chairman Royce, Ranking Member Engel, members of the Committee, on behalf of the 
Foundation for Defense of Democracies and its Center on Sanctions and Illicit Finance, thank 
you for the opportunity to testify. 

EXECUTIVE SUMMARY 


The Joint Comprehensive Plan of Action (JCPOA) provided Iran with a patient pathway to 
nuclear weapons capability by placing limited, temporary, and reversible constraints on Iran’s 
nuclear activities. The deal (as well as the interim agreement in place during the negotiations) 
provided Iran with substantial economic relief that helped Iran avoid a severe economic crisis 
and return to a modest recovery path. The lifting of restrictions on Iran’s use of frozen overseas 
assets of about $100 billion gave Tehran badly needed hard currency to settle its outstanding 
debts, begin to repair its economy, build up its diminished foreign exchange reserves, and ease a 
budgetary crisis, which in turn freed up funds for the financing of terrorism. 

The nuclear deal also did nothing to address the full range of Iran’s illicit activities, including 
ballistic missile development, support for terrorism, regional destabilization, and human rights 
abuses. Indeed, the weakening of missile language in the key UN Security Council Resolution 
and the lifting of a conventional arms embargo after five years and the missile embargo after 
eight undermine international efforts to combat Tran’s illicit activities. 

Simultaneously, Iran’s domestic repression intensified with a record number of executions in 
2015.' When President Rouhani was elected in June 2013, there was a widespread, but incorrect, 
assumption that he would shepherd in an era of greater freedoms in Iran. Instead, however, 
domestic repression has intensified. As United Nations Special Rapporteur on the situation of 
human rights in the Islamic Republic of Iran Dr. Ahmed Shaheed reports, despite a “noticeable 
change in the tone and tenor of the government’s approach to human rights,” there has been no 
“meaningful change on the ground.” 

As international businesses re-enter the Iranian market, the regime continues to oppress its 
citizens and deny their basic human rights. The regime seems to hope that the promise of profits 
will blind the international community to Iran’s vast system of domestic repression. As Iranian 
officials attempt to whitewash their government’s actions to gain international legitimacy, it is 
critical that Congress and the administration continue to monitor the human rights conditions in 
Tran and use existing human rights-related executive orders and statutes to punish those violating 
the basic human freedoms of Iran’s citizens. 

During last summer’s congressional review period, Obama administration officials pledged that 
the United States would continue to enforce non-nuclear sanctions and oppose the full range of 
Iran’s illicit and dangerous activities. While the JCPOA lifts sanctions on Iran’s nuclear 


^ UN Special Rapporteur on tire situation of human lights in tire Islamic Republic of Iran, Press Release. “Zeid calls 
for an cud lo cxcculions for drug offences in Iran.” April 14, 2016. t lit(n7/.sliahccdomiaii.ora/enalislv'imniaii-ngli ls- 
at -ihe-iinited-iiotions,''liiima!i-ngiits-n!onitnriiiu-mechaiiisnis-'!iigh-conitnissioner-otfice.'zcid-ca lls-for- an-end-to- 
e.xeciitiQiis-lbr-dmu-offences-iiMrari/t 

^ UN Special Rapporteur on the silualion of luiinan rights in llie Islamic Republic of Iran, "Press Conference 
Statement," March 10, 2016. 1 h ttD:/7sha liccdoniran.org/cneiishtdr-s ha hecd s- woi'k/Drcss-ie i cascs/prcss-confcrc ncc- 
statement -on- 1 0-marcli-20 i6A 
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activities, it does not preclude the United States from using these non-nuclear sanctions - despite 
statements from Iran that it will view any imposition of sanctions as a violation of the deal and 
grounds to “snapback” its nuclear program.^ 

Congress should reject that Iranian position - which amounts to a form of nuclear blackmail - 
and hold the administration accountable for its commitments. Sanctions need to be imposed to 
target Iran’s support for terrorism, ballistic missile program, support for the Assad regime in 
Syria and designated Shiite militias in Iraq, and human rights abuses. These steps are not a 
violation of the JCPOA, but rather an affirmation of the stated U.S. policy to “oppose Iran’s 
destabilizing policies with every national security tool available.”'* 

Since the JCPOA was reached, the administration has only imposed a handful of new sanctions 
designations; only nine individuals and nine entities have been added to Treasury’s sanctions list 
as a result of Iran’s ongoing illicit activities.^ These designations include ineffectual sanctions 
targeting Iran’s missile procurement networks. Tehran can easily reconstitute these networks, 
and therefore the designations do not impose the kind of economic costs that changed the 
regime’s strategic calculus with respect to its nuclear program. Discussions at the UN Security 
Council are unlikely to lead to any meaningful response to Iran’s repeated ballistic missile tests.** 
Indeed, the administration has backed away from language of “violations,” instead arguing that 
these missile activities are “inconsistent” with UN Security Council Resolution 223 1 . ** 

The administration also has failed to vigorously enforced human rights sanctions against Iran. 
Indeed, since the JCPOA was concluded last summer, the administration has designated no 
individuals or entities for human rights abuses. Indeed only one individual and two entities have 
been sanctioned for human rights violations since Rouhani came to power in the summer of 
2013.* This is a sharp drop from the 34 individuals and entities designated between 2009 and 


** Column Lynch. “Iran to United Nations; New Sanctions Could Kill Nuclein Deal,” Foreign Policy, July 28, 20Lt. 
(]iiips://Torcignpolic\ .coin/IO i jA)7.''28/io[in"kcrr%’-obain3-adininis(r3tio?Mcrrorisin'human*ns:lus-iraii»(o-unilcd- 
riatiQns-new-saiictions-coiild-ld lI-ii uu:ieai-dcai.O 

' JohiiKerr}'. "Remarks on Nuclear Agreement VVithlraa” National Constitution Center, September 2, 2015. 
(lUlp:/Avw\v.statC-S,ov7sccrcia-rv/rcimrks/2<)15/09/246574.ii{in ) 

'U.S. Department of the Treasur%% Office of Foreign Assets Control. "Counter Terrorism Designations: Non- 
proliferation Designations." March 24. 2016. {htips:.//Tvi\~n'.treasur\'.gj\7resom'ce-centei7saiictions/OFAC- 
Frilbrccmcmy'Pag,cs.'’’20360324,asp.N') : U.S, Department of the TreasutN-, Office of Foreign Assets Control, "Non- 
proliferation Designations." JanuaiA- 17. 2016. {https:/7^\^vw.tn;asutT.gov.'resoiirce-centen's3ncrions/OFAC- 
EiLforcement,^anes/20160117.aspxl 

Julian Pecquet. “U.S. Looks to Sidestep U.N. on New Tran Sanctions.” Al-hfonitor, March 29. 2016. 
tlittp:.//\v\vw.usnews.co m/news/cLrticles, '2016-0 -'>-29, ^s-iooks-to-sidestep-united-mTioiis-on-iran-missiles-Sfiiictioiis) 
Louis Cliarbomicau, "Exclusive: Iran missile tests were ’in defiance of U.N. resolution - U.S., allies,” Reuters, 
March 30, 2016. (httD:/%vav-reuters.conv'artic{e/us-inin-niissiies-idUSKCN0WV2HE) 

^ U.S. Department of tlie Treasur)-. Press Release, "Treasuiv' Sanctions Iranian Official for Human Rights Abuses.” 
May 23, 2014. (hups:/Av\\ u .treasury .Gov,/press-cciUer/Dress-reieases.d.^Res/'il24 1 1 .aspx) : U.S. Deparlmenl of the 
T rcasnry. Press Release, "Treasury’ Designates Additional TndK'iduals and Entities Under Tran-rclatcd Authorities," 
December 30. 2014. dittpsi/Avww treasiu'v. aov/pngss-center/pmss-i'eleases.'T*a^es/il973 1 .asox l 
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2013,® itself a relatively dismal record compared to the European Union, which designated 84 
individuals and one entity between 2009 and 2015.'“ 

Even as the administration’s enforcement of non-nuclear sanctions is far less robust than many in 
Congress expected, the administration reportedly is considering providing a new unilateral 
concession that Iran did not negotiate as part of the JCPOA: Iranian use of dollarized financial 
transactions through offshore dollar-clearing, intra-bank book transfers and conversions, or some 
other kind of mechanism. This concession, a response to threats from Iran’s Supreme Leader AH 
Khamenei," undercuts the effectiveness of future non-nuclear sanctions, which depend on the 
private sector’s perception of the overwhelming illicit financial risks involved in transactions 
with Iran. Easing dollarized transaction restrictions also aids an Iranian push to legitimize its 
financial sector without ceasing the terror, nuclear, and missile financing and related money- 
laundering and sanctions evasion that violate international norms of responsible financial 
activities. 

Instead, Congress can maintain pressure on the Iranian regime to change its behavior and defend 
the sanctions architecture by strengthening non-nuclear sanctions and by linking the removal of 
sanctions to demonstrable changes in the behavior that prompted sanctions in the first place. 
Specifically, I recommend that Congress consider taking the following steps. 

1. Protect the integrity of the U.S. dollar from Iranian illicit finance by codifying existing 
restrictions, reporting on financial institutions involved in dollarization, and linking the 
termination of these measures to the end of Iranian support for terrorism and missile 
development as well as compensation for victims of Iranian terrorism. 

2. Strengthen sanctions against the Islamic Revolutionary Guard Corps (IRGC) for its 
support for terrorism by designating it under Executive Order 1 3224 or by declaring it to be a 
Foreign Terrorist Organization. If the administration refuses to designate the IRGC for 
terrorism, Congress should impose the same penalties provided for under the Executive 
Order 13224 orFTO designation. 

3. Impose sanctions on the IRGC’s penetration in sectors of the Iranian economy and on 
sectors involved in Tran’s ballistic missile development, with regular reports on the sectors 
and Iranian and foreign entities involved. These sectors include metallurgy and mining; 
chemicals, petrochemicals, and energy; construction; automotive; and electronic, 
telecommunication, and computer science. 


Tnforination available via the U.S. Department of the Treasury’s '’Sanctions List Search" database, accessed on 
May 4. 2016 at https://saiiclIonsscarcli.ofac.treas-gov/ . 

The Council of llic European Union, "Council Regulation No 359/2011 of 12 April 2011,” OfflcialJournal of the 
European Union, as amended April 7. 2015. (http:/7enr-lex.euroDa.eudegal- 
conteiit,^N/TXTAMn-CELEX:020 1 lR0359-20150409i 
Ah Klianienei. "Islamic Repubhc Has Destroyed Enemy Trenches Inside Iran,” Remarks in the city of Mashhad, 
March 20, 2016, (ht4)://cngjish.khamenei-ir/ncws.-'3550./[slaniic-Rcpubiic-Has-Dcstrovcd-Encnn-Trcncbcs4nsidc° 
Iran) 
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4. Require the administration to report to Congress on Iran’s deceptive conduct and illicit 
activities as well as the role of the IRGC and other rogue actors in Iran’s illicit financial 
networks. 

5. Create an IRGC Watch List to identify companies with connections to the IRGC but that 
do not meet thresholds for designation as owned or controlled by sanctioned entities. 

6. Expand designations of companies that are owned or controlled by the IRGC or Iran’s 
Ministry of Defense. 

7. Require reporting on transactions with IRGC Watch List companies or joint ventures 
with IRGC entities. 

8. Require Treasury to explain the qualitative and quantitative effects of individual 
designations against Iranian entities. 

9. Expand human rights sanctions against all entities and individuals complicit in Iran’s 
systemic human rights abuses. 

10. Target Iranian corruption and kleptocracy for both anti-money laundering and human 
rights. 

In remarks before the Carnegie Endowment for International Peace, Treasury Secretary Jack 
Lew argued that sanctions are an effective instrument to address illicit activities, but they must 
be lifted when the illicit behavior changes.'^ This is an important principle, but the commentary 
surrounding these remarks misses a crucial detail: Iran has not addressed the underlying behavior 
that prompted many of the U.S. sanctions. 

GREEN-LIGHTING THE GREENBACK FOR AN ILLICIT FINANCIAL ACTOR 


While U.S. and European diplomats celebrated the conclusion of the Joint Comprehensive Plan 
of Action last summer, Iran’s Supreme Leader Ali Khamenei and his government saw that deal 
not as the end of the negotiations, but the beginning. This has become increasingly clear in their 
criticism of sanctions relief and demand for more.’’ 


Jacob Lew, "The Evolulion of Sanclions and Lessons for the Future,” Remarks before the Carnegie Endowment 
for International Peace. March 30, 2016. (hftps:.'A'vw^'.treasur\ugov/D{iess-centef/press-re{ea5es/T‘ages/ji0398.aspx ') 

' ^ Guy Faulconbridge. “Iran calls on U.S. to reassure European banks over trade witliTeliraa" Reuters. Febniaiy^ 4. 
2016. ('http:./Avtw.reuters.com/article/us-iran-bri<ain-tmde-idUSKCN0\n^2K2') : “Tran’s Supreme Leader says U.S. 
lifted sanctions only on paper,'' Reuters, April 27, 2016. fht1p://jAM'w.reuters.com/article/us-inin-ecoiiomy- 
ldmmc.iici-idUSKC-N0XO0.RX) : Robin Wriglil, “Iran’s Javad Zaiif on llic Fraying Nuclear Deal, U.S. Relations, and 
Holocaust CartoonsL The New Yorker. April 25. 2016. (httD://^vw.i^T\TOi'ker.com''neTvs,'^ne\vs--desk/imns-iavad- 
airit-oii-tlie-frayiug-iiuclem'-deal-u-s-relations-and-holocaust-cartoons L Jay Solomon, AsaFitcli, and Benoit 
Faucon, "Iran’s Central Baiil<^ Cliief Warns Banking-Access Issues Jeopardize Nuclear Deal,” The Wall Sireel 
Journal. April 15, 2016, (httD:.7mvw.wsi.co>u/ai1iclcs/irans-ccnt!a!-bank^hicf-wams-banking-acccss-issucs- 
ieonaidize-iiuclear-deaM460?4593Q#:ZHcJ- dOlzvZaA) 
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Some of this additional sanctions relief will flow to the coffers of terrorist groups and rogue 
actors. While President Obama claimed that the JCPOA’s sanctions relief would not be a “game- 
changer” for Iran,'"* Supreme Leader Ali Khamenei stated in a speech less than one week after 
the JCPOA announcement, “We shall not stop supporting our friends in the region: The meek 
nation of Palestine, the nation and government of Syria ... and the sincere holy warriors of the 
resistance in Lebanon and Palestine.”'^ The infusion of cash and other assets as a result of the 
JCPOA is relieving budgetary challenges for a country that had only an estimated $20 billion in 
fully accessible foreign exchange reserves prior to November 2013"’ but was spending at least $6 
billion annually to support Assad.” 

In January 2016, Secretary of State John Kerry admitted that Iran would use some of the funds 
from sanctions relief to aid its nefarious activities and support terrorism. Referring to the 
previously frozen assets to which Iran now has access, he noted, “Some of it will end up in the 
hands of the IRGC or other entities, some of which are labeled terrorists.”'* 

Even against this backdrop, Iran is pressing for additional concessions. Supreme Leader Ali 
Khamenei has argued that the United States has “removed the sanctions in paper only” and 
blames the U.S. for the fact that global banks are keeping Iran at arm’s length.” Foreign 
financial institutions rightly assess that there are too many counter-party risks from Iran’s 
continuing illicit financial activities and are hesitant about re-engaging with fran.“ 

Assess to the Dollar and Dollarized Transactions 

Iran wants direct - or, at a minimum, indirect - access to the U.S. dollar because the dollar is the 
preferred currency for global trade. The overwhelming majority, 87 percent,^' of international 
trade is conducted in U.S. dollars, 43 percent of international financial transactions are 
denominated in dollars;^^ and more than 60 percent of total allocated global foreign exchange 


Barack Obama. Prcss Briefing, “Press Conference by the President.” The Ithite ffoese. July 15, 2015. 
th ttos:/ A\v\\v. wlliTehouse.uov/the-uress-tiffice/20l5.i07d5.iuiess-i:(?nft;ttince-nresidentt 
” “Inui Press Review 20 July.” Foundation for Defense of Democracies. July 20. 2015. 
(liUi)://vv\vw.dcfcnddcmocracv.orahran-nrcss-rcvic\v-20-inlv l 
Mark Dubow itz and Rachel Zieniba “When Will Iran Run Out of Money?" Foundation for Defense of 
Democracies and Roubini Global Economics. October 2. 2013. 

tbtlD:/?vvwM.dcfciiddcniociacv.oreycontcnthtoioads,-'dociiiticnts''Iran Report Final J.odJ' t 
’ Eli Lake. “Tran Spends Billions to Prop Up Assad.” Bloomberg. June 9, 20 1 5. 
r littp:.ywwW'.bloombennrew'.coiTi/articles.i2015-06-09/’iran-snends-bitlions-to-prQp-up-a5sadl 
Elisc Laboll, “Jolm Kerry : Some sanctions relief money for Iran will go to terrorism,” CA A', January 21, 2016. 
(httD://www.cnn. CO nV20 1 6.101/2 l/ixilit ic s/iohn-keiw-monev-iran-satK'tions-te rr orisii Vl 
Aresu Eqbali and Marglierita Stancati, “Iran’s Supreme Leader Says Sanctions Still Affecting ComitryVs 
Economy.” The Wall Street .Journal. March 20. 2016. thttD.'/Atrvw.wsi.com/ailicies/irans-snor e me-leader-sa vs- 
saiictioiis-still-affectinn-countrvs-econonw- 1458502695 1 
Amiic Fi.'dcr, “Global Banks Wrestle with Iran’s Return,” Foundation for Defense of Democracies. February 12, 
2016, thtTD:,/./ www.defend deniocrac \rorg/media-hit/annie-ftxier-globai-b3nks-wrestle-yvith-i r ans-retum h 
Jolm Mauldin. “Cliina's Renminbi Is Well on Its Way to Becoming a Global Reserye Cutrency,” Business Insider. 
September 29, 2013. f lutp.7/\vv\\.busiiiessinslder.coni/renminbi-soon-lo-be-a-r ese rv'e-eiin : encv-2()13-9 ) 

Greg Tp. “U.S. Tnflucncc Hinges on Future of Dollar, Yuan,” The Wall Street .Jounud. April 15, 2015. 
r littn:/7wyviV-\v5i.com,iarlicies/u-s-irillnencc-lum-'es-on-ftiture-of-dollar-Yuan-1429i20648 1 
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reserves are denominated in U.S. dollars.^ However, beginning in 2008, Iran began demanding 
crude oil payments in euros and yen^'* Nothing is prohibiting Iran from doing this now. 

In 2008, Treasury banned Iran’s last access point to the U.S. financial system by prohibiting 
what are referred to as “U-turn” transactions, which are transactions between a foreign bank and 
an Iranian bank that briefly transit the U.S. financial system in order to dollarize the 
transaction.^” At the time. Treasury’s Office of Foreign Assets Control noted that the purpose of 
the action was “to further protect the U.S. financial system from the threat of illicit finance posed 
by Iran and its banks ’’^*’ 

Since that time, Iran’s illicit financial activities have continued. In November 2011, Treasury 
issued a finding under Section 31 1 of the USA PATRIOT Act that Iran (and its entire financial 
sector, including its central bank) was a “jurisdiction of primary money laundering concern.”” 
Treasury cited Iran’s “support for terrorism,” “pursuit of weapons of mass destruction” - 
including its financing of nuclear and ballistic missile programs - and the use of “deceptive 
financial practices to facilitate illicit conduct and evade sanctions.”** The entire country’s 
financial system posed “illicit finance risks for the global financial system.”” 

Despite Iran’s ongoing illicit financial activities, the Obama administration appears ready to 
comply with Tehran’s demands for more relief News reports indicate that Washington is 
examining deal sweeteners to encourage greater foreign investment in Iran. Specially, the 
administration reportedly is looking for ways to dollarize Iranian transactions.*'’ This is intended 
to encourage large European and other banks to return to business with Iran and help alleviate 
their concerns about the legal risks associated with engaging with a country still under U.S. 
sanctions for money laundering, terrorism and missile proliferation, and human rights abuses.*' 


“Currciicy Coniposition of Official Foreign Exchange Resewes (GOFER), “ Imemational Monetary Fund, March 
31. 2016. ( littD://data.imf.ore/?sk^E6A5F467-CI4B-4A.y8-9F6D-5.k09EG4E62.A4 ) 

“Tran Ends Oil Transactions Tn U.S. Dollars.” Associated Press, April 30, 2008. 
(htrD://\ vw\ v.cbsnews.conyne\ vs /iraii-tU!ds-ai!-tmn.saotions-in-ns-<to!hirs/) 

U.S. Depannient of the Treasury. Press Release, "Fact Sheet: Treasury Strengthens Preventive Measures Against 
Trati,” November 6, 2008, ( iiiliis:,'';'vvvvvv.lrcasun.8:nv..'prcss-cciiicr/prcss-rclcascs.Taees/hnl2S8.3sn.\ ) 

U.S. Department of the Treasury', Office of Foreign Assets Control. “Iranian Transactions Regulations,” Federal 
Register, Noverirber 10. 2008. (https:,: AYWw.upo.irov/fflsvs/pkLyFR-2008-ll-10/pdf/E8-26642.pdf l 
*' U.S. Department of the Treasury, Press Release. “Finding Tlial tire Islamic Republic of Iranis a Jurisdiction of 
Primary' Money Laundering Concern,” November 18. 201 1. t !ittp://wTV'w.t te asrUY'.gO't'/D ress -center/Dress- 
releases,/Docmnerils/lrau3 1 IFiudmu.pdf ) 

*” U.S. Dcparlrricnl of the Treasury, Press Release. "Findiip( Tliat Urc Islamic Republic of Iranis a Jurisdiction of 
Primary' Money Laundering Concern,” November 18, 2011. ( htrn://wv\'w.t reas urt'.gov./ores5- cen ter/ore ss- 
rele.ases;Documenfs./lrau3 1 IFiridirru-pdf l 

””U.S. Department of the Treasurv', Press Release. “Fact SIreet: New' Sanctions on Iran.” Nov'ember 2 1 . 2011. 
(i rttp://w'WYV.ti'easiiw.uoY'.:piess-eeuter,/pR;ss-reie.Lses.T'aues/'tul367.asD-x l 
Bradly Klappcr. ''Republicans worry Obama is operrir^ door to new Iran relief," Associated Press, March 24, 
2016, ( hrTn:.//big st on'. aD.org/artic- i e/b2ciebl 820 i54a518debl2b8588253 6e,'’g oP"W orfies -obama -lea vinc-d oor-apen- 
new'-iran-rejiet) 

Eric B. Lorber, "Treasury Prepares lo Take Dollarized Transactions with Iran Offshore,” Foundation for Defense 
of Democracies. March 3 1, 2016. ( hiTp://wwYY.dcfcnddcniocr8cv.org/mcdla-hit./cnc-b -iorhcr-ttea sutv -D rcpar cs-to- 
take-dollarized-transactiQus-w'itli-iran-offshore/l 
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In March, in a hearing before the House Financial Services Committee, Secretary of the Treasury 
Jack Lew avoided answering direct questions posed by Chairman of this Committee, Rep. Ed 
Royce, on whether the U.S. administration is “considering permitting Iranian banks to clear 
transactions in dollars with U.S. banks or foreign financial institutions including offshore 
clearing houses.”’^ Secretary Lew responded by stating that the administration continues to 
explore ways “to make sure Iran gets relief’ from sanctions. Congress is rightfully concerned. 

Permitting Iran access to the U.S. dollar would contradict repeated administration promises to 
Congress, and goes beyond any commitments made to Iran under the JCPOA.** During the 
weeks of intense congressional debate about tbe nuclear agreement and in the months following, 
administration officials repeatedly pledged that Iran would not be granted access to the U.S. 
financial system. Treasury Secretary Lew was adamant during a congressional grilling last July. 
“Iranian banks will not be able to clear U.S. dollars through New York,’’ he told both the Senate 
Foreign Relations Committee and House Foreign Affairs Committee, or “hold correspondent 
account relationships with U.S. financial institutions, or enter into financing arrangements with 
U.S.banks.’’^^ 

Tn August before the Senate Banking committee. Treasury’s Acting Under Secretary for 
Terrorism and Financial Intelligence Adam Szubin similarly testified that Iran will not “be able 
to clear U.S. dollars through New York” or have correspondent accounts or financing 
arrangements with U.S, banks.^' Most explicitly, Szubin publicly committed: 

Iran will not be able to open bank accounts with U.S. banks, nor will Iran be able to 
access the U.S. banking sector, even for that momentary transaction to, what we call, 
dollarize a foreign payment. It was once referred to as a U-tum license, and Iran was 
allowed to make such offshore-to-offshore payments that cross U.S. banking sector 
thresholds for just a second. That is not in the cards.'^^ 

On Implementation Day (January 16, 2016), even as the administration suspended many of the 
most impactful secondary sanctions on Iran under the terms of the JCPOA, it vowed that the 
Islamic Republic would never get the ultimate prize: access to the U.S, financial system or dollar 
transactions, Treasury’s guidance about sanctions relief stated that U-turn transactions remain 


‘The Annual Testimony of the Secretaiy' of the Treasuiy^ on the State of the International Financial System," 
Hearing before the House Financial Senhces Committee, March 22, 2016. 
(]Uip:/y-rinai).ciajscniccs.}K)u$c.gov,'calciKiar''cvciUsmglc.asp.\?nvcntID^400462 ) 

U.S. Department of the Treasury, “Frequently Asked Questions Relating to the Lifting of Certain U.S. Sanctions 
Under the Joint Comprehensive Plan of Action (JCPOA) on Implementation Day,” issued Januaiy 16. 2016. updated 
Marcli24, 2016, (l)t(ps://\v\vvv.ticasiii'v.gov/rcso»rcc-cciUcr/sanctioii&,/Paigrams..'DocLiiricn[s/tcpoa faqs.pdO 
Jacob Lew, “Written Testimony of the Secretary' of the Treasury',” Hearing before the Senate Foreign Relations 
Committee. July 23, 2015. (littpijV'vww.foreign. semte.gov/i mo/media/doc/07-23- 15^/i>20Lew'Ki2QTestimoriV-pdi~ ): 
Jacob Lew. “Written Testimony of the Secretary' of the Treasury,” Hearing before House Foreign Affairs 
Committee. July 28, 2016. ( http://dQcs.lKmsc.gov/Tiiet!tings/FA/FA0Q/2Q150728/l03823/HIIRG-114-FA0Q-Wstate- 
Lcvvj-20150728,txlf) 

Adam STaibin, “Written Testimony,” Hearing before the Senate Banking, Housing, and Urban Affairs Committee. 
August 5. 2015. ( liitps://\\'ww.LTeasmv.go\7pTess-center/press-releases/Pages.^jl0144.aspx) 

Adam Szubin, “Beyond Uie Vole: Implicalions for the Sanctions Regime on Iran,” Keynote Address before The 
Washington Institute for Near Fast Policy, September 16, 2015. 

(http:/./www.wa5hin^oninstitiite.org,%ploadsT>ocurnents/othcr/SzubmTranscript2Q150916-y2.pdf ) 
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banned. It explained that despite the suspension of sanctions, “foreign financial institutions need 
to continue to ensure they do not clear U.S. dollar-denominated transactions involving Iran 
through U.S. financial institutions.” Treasury emphasized, “The clearing of U.S. dollar- or other 
currency-denominated transactions through the U.S. financial system or involving a U.S. person 
remain prohibited.” Treasury noted that the JCPOA “does not impact the November 201 1 finding 
by the Department of the Treasury’s Financial Crimes Enforcement Network (FinCEN) that Iran 
is a Jurisdiction of Primary Money Laundering Concern.”^’ 

News reports indicate that Treasury now may permit dollarized transactions as long as: 1) no 
Iranian banks are involved in the transactions; 2) no Iranian rials enter into the transaction at the 
dollar clearing facility; and 3) the payment does not start or end with U.S. dollars.^* The 
transaction would be temporarily converted into dollars allowing the European (or other foreign) 
bank to conduct at least part of the exchange in dollars, which banks prefer because the dollar is 
a stable currency with less fluctuations and therefore less risk. 

Any authorization of dollarized transactions would likely need to make it clear that U.S banks 
would be shielded from liability for providing dollars to the offshore transaction facility 
(potential liability could exist for U.S. persons indirectly providing services to a prohibited 
Iranian person otherwise). Further, it would also need to make clear that foreign banks are only 
permitted to engage in transactions in dollars received via the facility so long as those 
transactions are consistent with the relief provided under the JCPOA. 

Foreign financial institutions would still face significant due diligence challenges to ensure that 
none of the parties to the transaction remain under U.S. sanctions or are owned or controlled by a 
sanctioned entity. As detailed below, the pervasive influence of the IRGC throughout Iran’s 
economy means that this due diligence will be critical in order to ensure that foreign companies 
and foreign banks are not complicit in Iran’s terror finance or the range of other illicit financial 
activities in which Iranian entities regularly engage. Reportedly, U.S. banks are drafting their 
own blacklists of companies with connections to the Iranian government - beyond those the 
designations Treasury has imposed - to protect themselves from transacting with an agent of 
Iranian financial institutions or the government of Iran.'’’’ 

Whether or not, the administration moves ahead with a blanket license or some other measure 
authorizing all Iran-related dollarized transactions, specific classes of dollarized transactions are 
already permitted. In general, U.S. banks are permitted “to process transfers of funds to or from 
Iran, or for the direct or indirect benefit of persons in Iran or the Government of Iran, if the 
transfer arises from, and is ordinarily incident and necessary to give effect to, an underlying 
transaction that has been authorized by a specific or general license,” according to Treasury’s 


^ U.S. Department of the Treasun'. “Frequently Asked Questions ReUitingto the Lifting of Certain U.S. Sanctions 
Under the Joint Coinprcliciisivc Plan of Action (JCPOA) onlniplcmcnlalionDay,” issued January 16, 2016, updated 
March 24, 2016, (httpSi/V’www.treasurv.gov/resoMme-ceiiter/s.inctiotwPrograins.’Documenrsocpoa faqs.odf) 

“New U.S. sanctions concession to Iran may be in works: AP," Associated Press. March 3 1. 2016. 
(titip:.//\v\vv\.cbsne\vs,coin/!ie\vs/rievv-us-sanctions-coiicession-to-iian-mav-be-m-\vofks-ap/ ) 

Colby Adams, “Banks Draft ‘Shadow' Blacklists of Iranian Firms No Longer Cited by OFAC." 
MoneyLaundering.com , May 3. 2016. (' htr,p:/Avww.monevlaimdering.com/New^s/Pages/138074.aspx) 
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Iranian Transactions and Sanctions Regulations.'*” U.S. financial institutions are permitted (with 
some restrictions) to process transactions related to food, medicines, and medical supplies and 
personal remittances.'** Treasury also issued a general license allowing U.S. persons to engage in 
transactions related to negotiating contracts with Iran’s airline industry, provided the execution 
of the contract is contingent on receiving a specific license,"*^ and a general license for trade in 
certain goods and services related to personal communications."*** 

During the interim agreement, the U.S. government worked directly with foreign financial 
institutions to facilitate the repatriation of $1 1.9 billion in Iranian assets held abroad.'*'* It is not 
clear how much of those assets - if any - were released or returned as dollar-denominated funds 
or dollarized through related conversions out of or into other currencies at some point in the 
transaction. Now, the administration may be poised to permit the dollarization of Iran’s 
previously frozen assets, worth approximately $100 billion, in response to Iranian complaints 
that they are not able to use these funds."*' Additionally, the administration will likely route the 
$8.6 million payment for 32 metric tons of Iranian heavy water through a foreign financial 
institution, although administration officials have not provided specific details about whether this 
payment will use dollars."*” 

Congress is rightly concerned about the dollarized transaction issue and how the administration 
could provide Tran with such access. In addition to simply reinstating the U-tum general license 
that was in place prior to November 2008, there are a number of different mechanisms the 
United States could employ. 

There appears to be no regulation expressly permitting foreign financial institutions to use 
offshore dollars to transact with Iran. Treasury’s guidance notes that it is prohibited for foreign 
financial institutions to “clear U.S. dollar-denominated transactions involving Iran Ihrongh U.S. 


*■' “Title 3 1 : Moncj’ and Finance: Treasury. Part 560 — Iranian Transactions and Sanctions Regulations,” §560,516 
Transfers of funds iiwolving Iran, Electronic Code ctf Federal Regulations. May 5, 2016. ('httD :// wnvv ecfr nov/egi - 
bni/remeveKrF'lt‘hrp=,ysin^i 161 14nfri7i:c31o4U6'roc;i6abtJr(j06&rnc-meiyn=piyi 1 560d;'.rt=PART&tv=HTMl. 
) 

U.S. Department of the Treasury', Office of Foreign Assets Controf “Clarifying Guidance; Humanitarian 
Assistance and Related Exports to tire Iranian People.” February' 6, 2013. f littps://w\\'\v.treasu]V'.uov/Tesoi.irce- 
cculcr/sanclious.Trogra]nsT?ocunicntvImiii c-\o iran.pdf ) 

U.S. Department of the Treasury'. Office of Foreign Assets Controt, “General License T,” March 24, 2016. 
r htrps:/At'v'w.treasui\' uov.Tesoiu'ce-ceiiter,rsancliQiis'.TrouraiTiS;'Poc»ment.s/iran uli.pdfl 
U.S. Dcparliiicnl of lire Treasury, “OFAC FAQs: Iran Sanctions,” Iranian General License D-1, updalcd February 
7, 2014. fhttos://wn'rv,treasun'.gov/resorirce-cenlei>'fafls/'Sanctions-''Pa n e-s/f3a iran.a sp x^gldl 1 
U.S. Department of tire Treasury', “Frequently Asked Questions Relating to the Extension of Temporaty' Sanctioirs 
Relief through June 30. 2015, to Tniplement the Joint Plan of Action between the P5 + 1 and the Tsiainic Republic of 
Irair,” Noveirrber 25, 2014. fhtt ps://w'wv\'.treasnrr'.gQv/resom'ce- 
ccntcr/sanciions/Frocrains/Docrmrenl&'iDoa c.xt fan 1 1252014.1x10 
Barbara Slat'in. “Central Bank governor: Iran expects access to US financial system," .Al-Monitor. April 15, 20 16. 
t littp://\vw'W'.al-nroriitoi.coiwprrlse/oi~iuirrais/20]6/04/irdn-exnects-lirniled-access-irs-firiancial-SYSteirLhtnrl t 
Adam Kredo, "Obama Admin Wiltilrolding Details of 'Potentially lllegaf Deal lo Buy Iranian Nuke Materials,” 
Washington Free Beacon. April 27. 2016, l hlip:,yFrccbcacon.coin/national"-SC C uritr'.’obama- ad inin-w' it h]rolding-dca l" 
irdiMincIcai'/ l 
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financial ins/i/ulions”'*^ (emphasis added), but it is not clear if the transactions are permitted if 
they do not transit a U S. bank. European banks, however, have received substantial fines from 
the U S. government as well as from New York regulators.'** This is giving those with a global 
presence and with substantial U.S. operations pause until they are certain that they will not be on 
the wrong side of a future enforcement action. 

First, the United States could allow Iran to use what are known as offshore “large-value payment 
systems.”'*’ Currently, offshore clearing houses and individual banks themselves have dollars 
within their holdings. Alternatively, the United States may permit dollar clearance through the 
Asian Clearing Union (which Iran had been using in 2009 to evade sanctions^**) or allow banks to 
conduct what are known as “book transfers.”’* 

If the U.S. government wants to allow dollarized transactions. Treasury could issue a general 
license permitting - or a statement of guidance allowing - U.S. banks to provide dollars for an 
offshore clearing facility overseen by a foreign government or foreign bank.’’ When transmitting 
payments between Iranian companies and European companies, for example, the foreign 
financial institution would use this offshore clearing facility to convert the transaction into 
dollars. Treasury would issue similar licenses or guidance vis-a-vis the Asian Clearing Union or 
book transfers. 

Congress should reject all of these attempts to give Iran direct or indirect access to the U.S. 
dollar. Iran did not explicitly negotiate this concession as part of the JCPOA and should not now 
be given a unilateral concession of this magnitude - particularly given its continued record of 
illicit behavior. 

Arguments ami Counterarguments 

Ahead of any action by Treasury to allow dollarized transactions, it is important for Congress to 
understand the counterpoints to arguments that the administration is likely to put forward.” 


” U.S. Department of the Trcasuiy, "Frequently Asked Questions Relating to the Lifting of Certain U.S. Sanctions 
Under the Joint Compteliensive Plan of Action (JCPOA) on Implementation Day,” issued January 16. 2016, updated 
torch24. 2016, ( littps:.''/wmv.rreasnTV.gov/rcsoiirce-ceuter'siniclio)is/Proi!rjins/Dociimems.''icpa3 faqs.pdf l 

David Enrich, Noeinie Bisserbe, and Madeleine Nissen. "Polenlial BNP Penally Worries European Banks,” The 
Wall Street JoumaL June 24. 2014. (hltDyAYVvrv.tvsi.com'articiesrnotential-bnD-pen a lw-worries- eurODean-banlts- 
14036.181901 

For an in-dcplh look al large-value payment systems, see Morten L. Becli, Clirislinc Preisig, and Kiimno 
Soramaki. “Global Trends in Large-Value Payments,” Federal Reserve Hank of New York Kconomic Policy Review, 
September 2008. i htlDs://wuvv.net\Y'Orkfed.ore/medi3llbraiv/medla/iesemcti/epr/08vi4ii2/0809prei.pdfl 
” Avi Joriscli, “How Iran Skirls Sanclions,” The Wall StreelJournal, November 4, 2009. 
(httD: /,%w\Y.w-5i. c om/art ic les/SBI000l424l.>5274S70.32980045744573229606338.30 ) 

” Katherine Bauer. “Potential U.S. Ciarificationof Financial Sanctions Regulations,” The Washington Institute for 
Near Fast Policy, April 5. 20 16. (h iTo:/ywYYYv.\Yashingtoninstintte.orotnolicY'-anaivs is/vietY/i> oTential-u.s.- 
daritication-of-financkd-smtctioirs-ieaulations l 

Eric B. Lorber. "Treasury' Prepares lo Take Dollarized Transactions willi Iran Offshore," Foundation for Defense 
of Democracies. March 3 1. 2016. < htTorFwwvY.defenddenioc iacv.org/media-hit/eric-b -iorber-tteasurv'-Drepares-to- 
take-dolhmzed-transactions-Yvith-iran-offshoTeyT 

The following counierargumenls are outlined in Mark Dubowitz and Jonallian Sclianzer, “Dollarizing the 
Avatollah.” Tire Wall Street. Journal, March 27, 2016. thttD:.//wY\vv.\Y'si.c on v’aiticles.'’dollarizing-thc-aYa toliahs- 
1459115248) 
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Beller Intelligence: The White House may argue that allowing dollar transactions could yield 
better intelligence. In 2008, when Treasury banned U-tum transactions, it determined that the 
risks simply outweighed the intelligence benefits. Four years later. Treasury pushed to ban 
several Iranian banks, including the central bank, from the SWIFT financial messaging system. 
The threat to the integrity of the global financial system from Iranian banks, it again determined, 
was too grave, despite the intelligence that could be gathered. 

Assets vnlnerahle to future sanctions: The administration might claim that Treasury could 
capture dollar-denominated assets when Iran violates the nuclear agreement or uses the 
greenback to finance terrorism or ballistic missiles. This wouldn’t be realistic. Iran loiows the 
U S. can freeze transactions that are even temporarily converted to dollars, making it unlikely 
that the regime would hold registered dollar accounts in sufficient quantities in banks where U.S. 
authorities have reach. If anything, Iran is likely to keep its dollar holdings in offshore accounts 
or in pallets of cash. Indeed, after the Supreme Court issued its decision affirming the ability of 
victims of Iranian terrorism to seize certain assets of the Central Bank of Iran, Iranian officials 
stated that allowing assets to remain in dollar accounts was “poor planning’’ and “clear 
negligence.’’^’' Having learned this lesson, if the regime contemplates a nuclear violation or gets 
wind of new sanctions, it is likely to quickly dump whatever traceable dollar assets it holds. 

Iranian economic recovery: The administration may also argue that providing dollarized 
transactions is necessary in order to ensure that Iran’s economy grows, and Tehran sees the 
economic benefits of the deal. And yet, this also contradicts the evidence: Tehran has already 
received substantial sanctions relief, a major “stimulus package.” 

In 2012 and 2013, Iran’s economy was crashing. It had been hit with an asymmetric shock from 
sanctions, including those targeting its central bank, oil exports, and access to the SWIFT 
financial messaging system. The economy shrank by six percent in the 2012-13 fiscal year, and 
bottomed out the following year, dropping another two percent."^ Accessible foreign exchange 
reserves were estimated to be down to only $20 billion.^'' 

This changed during the nuclear negotiations. During the 18-month period starting in late 2013, 
interim sanctions relief^^ and the lack of new shocks enabled Tran to move from a severe 


Arash Karami, “Who's to blame for US seizure of $2 billion in Iranian assets?” Al-Moiiitor. April 28, 2016. 
('http:.//www,iil-i!iomtor.coiiL/piilse/onuiii^ls/'’20i(>/04/i}hiii'u^nciad-HS-supreme-comt-iraii-tenor-2-billion,lit.nil ) 

Mark Dubowilz. Annie Fixlcr. and Rachel Zicinba, "Iran’s Economic Resilience Against Snapback Sanctions Will 
Grow CK-er Time,” Foundation for Defense of Democracies and Rouhini Global F,conomics, June 2015, 
tiittp:/7\v\vw dcfenddeiuoeracy.Qrg/k‘onteig/uploa(h»y'piiblicatioiLS/*Iran_ecQiK)inv_resilienceMu:iiiist siiapback_sancti 
0 ns. p df) 

Mark Dubowitz and Racliel Ziemba, "Wlien Will Iran Run Out of Money?” Foundation far Defense of 
Democracies and Rouhini Global Economics. October 2, 2013. 

(httD://wwwdefenddemocracv-org/content/unloads.^documeiits/[ran Rcpon Final 2.pdf) 

^ U.S. Department of the Treasuiy'. "Frequently Asked Questions Renting to the Extension of Tempo rarx- Sanctions 
Relief llirough June 30, 2015, to Implement the Joint Plan of Action between the P5 + 1 and the Islamic Republic of 
Tran.” November 25. 2014. (hTtps://ww^vY■tl•casj^^^^gov/rcsourcc- 
center/saiictiQiis/Progrmi'is./Docuiiients/iDoa ext tau 1 i252014.p(if) 
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recession to a modest recovery/’* During that time, the Islamic Republic received $11.9 billion 
through the release of restricted assets, while sanctions on major sectors of its economy were 
suspended. This facilitated strong imports that supported domestic investment, especially from 
China. The Obama administration also de-escalated the sanctions pressure by blocking new 
congressional legislation.'^'^ Jointly, these forces rescued the Iranian economy and its leaders, 
including the Revolutionary Guard, from an imminent and severe balance of payments crisis. In 
the 2014-15 fiscal year, the Iranian economy rebounded and grew at a rate of 3 to 4 percent. 

Now, under the JCPOA, Iran has received access to an additional $100 billion in previously 
frozen foreign assets, significantly boosting its accessible foreign exchange reserves, and 
pemiitting it to pay off outstanding debts.^^ Sanctions were also lifted on Iran’s crude oil exports 
and upstream energy investment and on key sectors of the economy, and hundreds of Iranian 
banks, companies, individuals, and government entities were removed from sanctions lists. The 
additional access of Iranian institutions to global financial payments systems has reduced 
transaction costs and the need for intermediaries. 

In the current fiscal year - with declining oil prices and a tight monetary policy to rein in 
inflation - Tran’s economy grew only slightly, and may have even experienced a modest 
contraction.^^ But in the coming fiscal year, its economy is projected to grow at a rate of 3 to 6 
percent, according to estimates from the International Monetary Fund, World Bank, and private 
analysts. Assuming that Iran continues to make modest economic reforms to attract investment, 


Mark Dubowitz and Rachel Zieinba, "Early Signs of an Iranian Economic Recoveiy/’ Foundation for Defense of 
Democracies, Januarv’ 9, 2016. ( http://w\^~w.defendde!nocracv.org/raediu-Idt-earlv-5igiis-of-an-inmian-econorfu.c- 
recovery/') : Jennifer Hsich Rachel Zicitiba. and Mark Diibowiu. "Iran’s Economy: Out of llic Red, Slowly 
Growing,” Foundation for Defense of Democracies and Rouhini Global F.conomics, October 2014. 
fhttp://www.defeiiddemocrjcY.QTg/content/uploiids/^piiblications.T^oubiuiFDDReport_Octl4.pdf ): Jennifer Hsieh, 
Rachel Zieinba, and Mark Dubowitz, "Iran’s Economy Will Slow but Continue to Grow Under Cheaper Oil and 
Current Sanctions,” Foundation for Defense of Democracies and Rouhini Global Economics, Fcbniaiy 2015. 
fhttp://www.defenddemocn:ic\.ora/content/UDloads^'pubiicatious/RoubimFDDReport FEB 15 pdf) 

Mark Landlcr, “Senate Bill to Impose New SaiKtions on Iran Spurs Veto Threat From White House.” The Nc'A' 
York Times. December 19. 2013. ('httn://wvvw.«\'{tmcs co»r'2013/i2/20/wofld/iniddlceabt/sem!te-bill-to-impose- 
iiew-sanctions-ondnui-spurs-veto-threat-fiom-wiute-tioiise.iitmr.^ r=t) 

' Tiucmational Moiiciaiy Fund. “Tran Faces Multiple Cliallcngcs as Growth Prospccis Brighten,” IMF Survey, 
Jaiiuaiy- 20. 2016. tltftp:.'/wYvw.imrorg/exiernaI4)»bs/ft/&uA’ev/so/20i6/tiewQ12Q16a.htm) 

Brian Miiiplw/ "Iran claims $100 bilhon now freed in major step as sanctions rollback.” The Washington Post. 
Februan- 1, 2016. ( lUlps://ww-\v.wasliingtoi3]:)ost.C'om/world''iiaii-ciaims-L00-billion"now-.rfecd-iiMn:iior-slcp~as- 
sarictions-roll-back/20 16/02/01 /edfc2.3c.3-c8c5- 1 le5-a7b2-5a2fK24bO?.c9 stoiv.lnml ): Mark Dubowitz. Annie 
Fixler. and Racliel Ziemba, "Iran’s Mysterious Shrinking Resewes: Estimating the Value of Tehran’s Foreign 
Assets.” Foundalion for Defense of Democracies and Roubini Global Economics, September 20 15. 
(http:/Avww.detenddeniocracv-org/coment.mp[oads^pubiications/FDDRoubini Report Trans mysterious shrinkin g 
resewes-pdf ) 

Saeed Ghasseminejad, “Rouhani's abysmal economic record and the West’s dilemma,” Business Insider. March 
30. 2016. < 'littp://\vww.biismessimLder.con!/rouli:)i.nis-abvsinal-economic-record-aiid-tlie-wests-dilemn'ia-20i6-3y 
liilcmalional Monetary Fund, "Iran Faces Multiple Cliallcngcs as Growth Prospects Briglilca” lMESur\-ey, Jaiuiaiy 
20, 2016. ( http:,-’7www.i!Tif,org/externai/pubs/ft/simx'y./sQ/2016./new1)12016n.htm) 

International Monetary' Fund, “IMF Coimtiy Report No. 15/349: Islamic Republic of Imii” December 2015. 
(l]tlp://vv\vw.imf.ora/e-'vier.iia].h?iibs/.fi/scr/2015/cTl5349.rKif) : World Bank, "Global Economic Prospects: Spillovers 
amid Weak Growlh,” January' 2016. (')ittp://www-wor1dbank.org/conlcnfdam,'Worldbank/GEP/GEP2016a/G!obai- 
Econoiiuc-Prospects-Janiiarv-2Q16-Spilloveix-aiiiid-weak-gn>wthDdf ): Additional data available upon request. 
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the country’s economic growth is projected to stabilize around 4 to 4.5 percent annually over the 
next five years.'’"' 

Going beyond the spirit of the deal: The administration might also argue that the West needs to 
provide economic incentives for Tehran to comply with the nuclear deal. Given its post-deal 
record of missile activities, hostage taking, terrorism, regional aggression, and illegal arms deals, 
as well as a financial sector that remains rotten to the core, Tehran is hardly in a position to 
complain that the “spirit” of the deal now requires more American generosity. President Obama 
explicitly acknowledged that Iran is not keeping to the spirit of the agreement,'’” and yet 
administration officials have stated that it is America’s responsibility to go beyond its 
commitments under the agreement to ensure that Iran “get[s] the benefits that they are supposed 
to get,” according to Secretary Kerry.'’*’ During last summer’s debate, administration officials 
claimed that denying Iran access to the dollar and the U.S. financial system would provide 
Washington with leverage after the deal was done. Providing a unilateral concession now would 
have far-reaching consequences. Not only would it throw away U.S. leverage, but it would also 
undermine the West’s ability to address Iran’s other nefarious activities. 

If the United States provides dollarized access now, and six months from now, Tran conducts 
more ballistic missile tests or executes more dissidents or provides more weapons to the Assad 
regime in Syria, Washington won’t be able to revoke Iran’s access to dollarized transactions. Tran 
will argue, convincingly, that the U.S. provided this sanctions relief under the JCPOA, so it can’t 
re-impose this sanction for non-nuclear reasons later."’ Iran will threaten to walk away from the 
deal and deploy its own “nuclear snapback,” where it will threaten to walk away from the deal 
and reconstitute its nuclear program. 

As 1 have warned in prior testimonies, Iran will use this threat to deter the use of both nuclear 
and non-nuclear sanctions by dividing the United States and Europe. Once European companies 
are sufficiently invested in Iran’s lucrative markets, any Iranian violations of the deal are likely 
to provoke disagreements between Washington and its European allies. Indeed, why would the 
Europeans agree to new sanctions when they have big money on the line? Their arguments 
against new nuclear sanctions will include questions about the credibility of evidence, the 
seriousness of the nuclear infractions, the appropriate level of response, and likely Iranian 
retaliation. 

The same dynamics apply to the imposition of non-nuclear sanctions, such as terrorism or human 
rights sanctions. On July 20, 2015, Iran informed the UN Security Council, stating that it may 
“reconsider its commitments” under the agreement if “new sanctions” are imposed “irrespective 


International Monetary' Fund. “IMF Country Report No. 15/149: Islamic Republic of Iran." December 2015. 
r iittp://wtvw.mif.ont/'extenial,'’pubs/ft/scr/20I5/cri5349.DdfI 

’’’ Julian Hattem. “Obama: Iran not following ’spirit’ of deal,” The Hill April 1, 2016. 

t ilt tp:,r’/tlteMI.conFpolicv /national -securitv.t274954-obnma-imii-has-foHG\ved-]et te r-but-not-spint-Qf-iiuIt:e-dealJ 
Jolm Kerry , "Remarks After Mccling Iranian Foreign Minister Zarif,” United Nations, April 19, 2U16. 
(Ii ttp:/ / w’tvw'.state.gov /sec retatv /re niarks'’20l6/’04.’25597?.html 

’’ Example derived from analysis of my colleague at FDD’s Center on Sanctions and Illicit Finance, Eric Lorber. 
Erie B, Lorber, "FPl Conference Call on Implications of Granting Iran Access to U.S. Financial Market,” Foreign 
Policy Initiative, April 7. 2016. ( httD:/,/w'w'tv .fo rcianDoiicvi. ore/co ntcnt.4ranscr iir t-foi-confc re ncc -call-iiuDlicati ons- 
uuuitina-iran-access-us-fiiianciaTmm'ket l 
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of whether such new sanctions are introduced on nuclear related or other grounds.”'’* Would 
Europe agree to Washington’s plan to withdraw U.S. dollar access if, for example, the Central 
Bank of Iran was found - once again - to be financing terrorism? This is doubtful given that 
Tehran would threaten to return to its nuclear activities including large-scale uranium 
enrichment, putting not just European investments but the entire nuclear deal in jeopardy. 

Instead of granting such a significant unilateral concession of Iranian access to dollarized 
transactions, the United States should require a reciprocal step by Tehran. Iran must start to 
address all of its non-nuclear malign activities - indeed, the very concerns that administration 
officials promised that they were going to address using the remaining non-nuclear sanctions. It 
would be a mistake to provide unilateral concessions and diminish America’s leverage at the 
very time that Washington ought to be cracking down on Iran’s missile activity, terrorism, and 
human rights abuses. 

U.S. policy to date can be summed up this way: We did not want bad Iranian banks touching our 
financial sector, and we did not want our dollar directly or indirectly touching the rial, even 
through dollarized transactions. But the next president’s ability to target Iran’s malign activities 
with non-nuclear sanctions will be much more difficult if billions of dollarized transactions are 
green-lighted. The next administration won’t easily be able to reverse this once it is in motion, 
made even more difficult by inevitable European and Asian pushback. 

If the Obama administration grants Iran access to the world’s most important currency, U.S. 
sanctions will be severely undermined without any reciprocity. Tehran will receive yet another 
significant and unilateral concession. And Washington will have lost critical leverage to target 
Iran’s terror finance, missile activities, destabilizing regional aggression, systemic human rights 
abuses, and the financial and military backing of the Assad regime. 

BUILDING INTERN ATIONAL LEGITIMACY WITHOUT CHANGING BEHAVIOR 


The Joint Comprehensive Plan of Action has turned Iran from a nuclear pariah to nuclear partner 
without requiring Tran to come clean on its decades-long track record of nuclear mendacity. The 
December 2015 International Atomic Energy Agency decision to “close” the file on outstanding 
concerns about the possible military dimensions of Tran’s program*’’ means that, without ever 
admitting to weaponization activities, Iran has convinced the international community to wipe its 
slate clean. 

These schemes continue. With reports that Iran exceeded limits on its heavy water production™ 
and worked out a deal to sell 32 tons to the United States,” Iran has created a clever plan: 


Column Lynch, “trail to United Nations; New Sanctions Could Kill Nuclear Deal." Foreign Policy. July 28. 2015. 
r littps://foreiniipoltcY.com/2015..''0?.i28/iotm-kenv-obaiTia-adnumstration-ten'orisiii-lmman-nuhts-imii-tQ-imitcd - 
iiaiioiiy-ncvv-sauciions-could-kiil-niidcar-dealA 

Laurence Norman. “TALA Board Agrees to Close File on tran’s Past Nuclear Activities," The Wall Street Jounmt. 
December 15. 2015. tl ittp:.//wi.vW'.vvsi.com.i:ifticies/iaea-board-at!rees-to-close-irim-past-niiciear-activities-file- 

14,50195869 ) 

” “Tran briefly overstepped a limit set by nuclear deal. IAEA saj%’' Ttewrerv, Fcbruaiy^ 26. 2016. 
r !iltDs://w'WYV.valioo coiii/ne\vs/irau-overstepDed-himt-set-nuciear-deal-iaea-reDoit-1 7 10Q83 9 8.1iTinl?ref"us ) 
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Produce too much heavy water so as to break the nuclear agreement, then get the United States to 
pay Tehran to get rid of it so that it can continue to produce an essential element for a plutonium- 
bomb making capability. This is of particular concern as the key restrictions on Iran’s nuclear 
program, including on both its uranium and plutonium paths to a bomb, begin to sunset during an 
eight- to fifteen-year period. 

We are also witnessing Iran’s attempts to play the same game with the international financial and 
business community. The government has mounted a full-court press to persuade the global 
financial community to overlook its long rap sheet of financial crimes^^ and to persuade the 
United States to green-light Iran’s access to U.S. dollar transactions,^^ an action which would go 
beyond the sanctions relief promised by the nuclear agreement.^"^ 

Iranian Central Bank Governor Valiollah Seif has publicly criticized the U.S. for “not honor[ing 
its] obligations” and explicitly called for the U.S. to change its laws to allow Iran to access the 
U.S. financial system. Deliberately sidestepping Iran’s record of illicit financial activities, he 
and Foreign Minister Javad Zarif regularly dismiss concerns about Iran’s support for terrorism 
and provocative ballistic missile launches."^ The Supreme Leader has accused the United States 
of scaring business away from Iran and creating “Tranophobia.”^^ 

Tehran’s record of illicit financial activities and the central role of the Central Bank of Tran (CBT) 
in these efforts require scrutiny. Between 2006 and 201 1, as the U.S. sanctioned Iranian banks, 
the CBl facilitated transactions for designated banks involved in proliferation and terror 
financing and, according to Treasury, helped them evade sanctions.^*^ As a result, Treasury took 
the necessary step in November 2011 of designating Iran and its entire financial sector - 
including its central bank - a “jurisdiction of primary money laundering concem.”^^ The 


Jay Solomon, “U.S. to Buy Material Used in Iran Nuclear Program." The WaU Street JoiirnaL April 22. 2016. 
(litlp:/’/v \\v%.\\si.coni/arucltf$/u-$*lo-bii\-iuatenal-used-iiMran>mtclear»pro)>rani-1461?19381) 

“U.S. Department of the Treasury, Press Release. “Fact SIkcI: New SaiKtions on Iran.” November 21, 201 1. 
flittps:/Anvw treasury. L'ov/press-ccriter/press-releases/Paecs/tgl367.aspx) 
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following year. Congress statutorily designated the CBI for its support of nuclear and missile 
proliferation, terrorism, and money laundering, and banned all transactions with it beyond 
limited crude oil sales and humanitarian trade.*” 

The CBI continues to deny its role as Iran’s central bank for terror finance. The bank had 
appealed to the U.S. Supreme Court to overturn the seizure of nearly $2 billion of its assets to 
settle outstanding j udgments won by victims of Iranian-backed terrorism.*' When the Supreme 
Court issued its ruling last month affirming the lower court’s decision to award the funds to these 
victims,*^ Iran denounced it as a theft of Iranian property.** Tehran still owes other terrorism 
victims another $53 billion in outstanding judgments.** 

Economic forecasts note that Iran’s ability to take advantage of sanctions relief depends not 
primarily on additional American concessions but on Iran’s own economic policies. Specifically, 
Iran needs to implement policies to attract foreign investment and to address systemic illicit 
finance risks. The IMF explained in a December 2015 report: 

Bolstering the AML/CFT framework would facilitate the re-integration of the domestic 
financial system into the global economy, lower transaction costs, and reduce the size of 
the informal sector. It will also help better detection of illegal proceeds, including those 
related to tax evasion and corruption. Staff urged the authorities to adopt a 
comprehensive CFT law that properly criminalizes terrorist financing (TF) and contains 
mechanisms for the implementation of United Nations Security Council Resolutions 
related to terrorism and TF.** 

The future success of Iran’s economy depends on foreign investment and on Tehran’s ability to 
alleviate the concerns of international banks and companies that Iran is committed to ending its 
support for terrorism, missile development, and destabilizing regional activities, and to reducing 
the economic power of the Islamic Revolutionary Guard Corps and the supreme leader’s 
business empire. All of these issues increase the risks of investing in the Islamic Republic, 
regardless of what deal sweeteners the White Flouse provides. 

But Iranian leaders are attempting to persuade the global financial community to overlook these 
risks, to treat Tran as a member of the international community in good standing. The global anti- 
money laundering and anti-terror finance standards body the Financial Action Task Force 


National Defense AuUiorizalion Act For Fiscal Year 2012, Pub. L. 112-81, U.S. C. § 1245. 
thtTDs:/.kww.ti ‘e asuiY go-'yreso n rce-cetiter/saiKtions/Prourains/Docijments.' i xIna mtblarv.ixlf) 

Lawrence Hurley, "Iran central banlt takes Beirut bombing case to U.S. Supreme Court," Reuters, Janttaiy' 13, 
2016, t hiip:/;\vww.rcuicrs.conkariicic/us-usa-couit-iran-idUSK,CN0UROfr20I60n.3 i 

Bank Markazi aka Central Bank of Iran v. Peterson et ai. Decision, No, 14-770, (Supreme Court of the United 
States, April 20, 2016), ( httD:/7wYvw ,stipremecourt,uov/QDiriioiis/l5pdi>'14-770 9o6b.pdf i 

^ Rick Gladstone, ""Tran Accuses U.S. of Theft in $2 Billion Cxnitt Ruling for Terror Victims." The New York Times, 
April 21, 2016, ( !tttp://www,nvtimes.com/20i6/Q4/22;"wx)rld/middIeea.st/iran-accuses-us-of-tlieft-in-2-billion-corirt- 
rulina-for-tciTor-tictinis.hUur? rT ) 

Orde Kittrie, ‘‘After Supreme Court Decision, Tran Still Owes $53 Billion in Unpaid U.S. Court Judgments to 
American Victims of Iranian Terrorism,” Foundation for Defense of Democracies , May 2016, 
('Uip:.yuww.defenddemocracv.or£/'coiitentrut)lo3ds''docuirtenis/K.ittrie .After SCOTUS .Iran Ovvss.pdf) 
Tntcrnational Monetary' Fund. “IMF Country Report No. 15/349: Islamic Rcpirblic of Tran." December 2015. 
( littrrr.i/'w'tvw.irnf ora,:extenjai/Dubs/ft/scr,'''20i5/cTl5.349.rHifT 

Foundation for Defense of Democracies www.defenddemocracy.org 

16 



48 


Mark Dubowitz 


May 12, 2016 


(FATF) regularly warns members that they should “apply effective counter-measures to protect 
their financial sectors” from illicit finance risks emanating from Iran.**’ As recently as February 
2016, FATF warned that Iran’s “failure to address the risk of terrorist financing” poses a “serious 
threat ... to the integrity of the international financial system.”*’ So now, Iran has begun to 
engage with FATF in order to get itself ofif the blacklist.** Tehran also expressed its intention to 
join the FATF-style regional body the Eurasian Group,*'’ which is dominated by Russia. 

In order to get off of FATF’s blacklist, Iran will need to make substantial changes to its anti- 
money laundering regulation and fulfill a FATF action plan, but Iran will also attempt to use this 
process as part of its narrative and efforts to normalize its place in the international community. 
Iran needs to change its notorious illicit financial activities, but step-by-step, Iran will try to 
legitimize itself in the global financial and business community without fundamentally changing 
its financial practices. Just as it went from nuclear pariah to nuclear partner under the JCPOA 
without admitting to its nuclear weaponization work, Tehran will use this same strategy of 
coupling a denial of wrongdoing with demands for more and more concessions. 

Congress can play an important role working with Treasury to counteract this narrative and 
maintain the market’s understanding of the risks by exposing Tran’s ongoing deceptive conduct 
and illicit activities in ways that illuminate for markets the risks involved in doing business with 
Tran. Commercial actors are currently hesitating because Iran’s behavior is not conducive to 
effective risk management.^ As Jarrett Blanc, assistant coordinator of the State Department’s 
nuclear deal implementation team, noted in remarks before business leaders in Zurich, “Business 
decisions, not surprisingly, in fact take into account concerns well beyond sanctions.”^' Congress 
can keep the pressure on by exposing Iran’s illicit networks and deceptive conduct that heightens 
the private sector’s risk management concerns. 

Iran will also likely follow the same strategy of denial and deception in the human rights arena. 
As the United Nations renewed Dr. Shaheed’s mandate to investigate human rights abuses,*’’ 
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Iranian Foreign Ministry Spokesman Hossein Jaberi Ansari called his reporting “biased,"’ 
“discriminatory,” and “subjective and unbalanced.”^'^ Instead, Ansari contended, human rights 
can only improve through cooperation and dialogue - in other words, Iran is looking to negotiate 
away the international community’s concerns about its widespread human rights abuses without 
changing its fundamental behavior. 

Corruption and Sanctions Relief 

Earlier this spring, Iran held a parliamentary '‘'‘selection''’ 1 use this term rather than “election” 
because the Guardian Council, which vets candidates for Iran’s deeply flawed and undemocratic 
elections, disqualified 99 percent of all reformist candidates.'^"* Simultaneously, Iran held 
“elections” for the Assembly of Experts, which picks the successor to the Supreme Leader. The 
Council again disqualified 80 percent of the candidates.^^ The vast majority of those disqualified 
in both cases were self-described moderates and reformers, although all were committed to the 
unquestioned rule of the theocrats. Real reformists - those who want to make political and social 
change - are excluded from the political system. Many did not even try to register, and the most 
prominent remain under house arrest, in jail, or in exile.^*’ 

After the disqualifications, the self-styled moderate camp was forced to add notorious hard-liners 
to its ticket to have a full slate. Hard-liners do not become moderates simply by being included 
on an election slate, and yet, the narrative persisted that Iranian moderates somehow won the 
election. Supreme Leader Ali Khamenei explicitly rejected the very idea of moderate vs, hard- 
liner: politicians can be pragmatic as long as they remain faithful to the revolution.^^ As former 
Under Secretary of State and U S. negotiator in the Iran talks Wendy Sherman noted, “There are 
hardliners in Iran, and then there are hard-hardliners in Iran. Rouhani is not a moderate, he is a 
hard-liner.”^'^'^ 
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We are now witnessing a consolidation of the regime’s power as it reaps the spoils of the nuclear 
agreement without changing its malign behavior. Even as Iran has temporarily suspended some 
of its nuclear activities, the regime continues to engage in ballistic missile activities in violation 
of UN Security Council Resolution 223 1 and in weapons proliferation, support for terrorism, and 
regional aggression in violation of U.S. and European laws. 

Some argued that sanctions relief as a result of the deal would benefit Iranian society, but early 
reporting revealed that “the only deals being struck have been with state-backed 
conglomerates.’’"'' As explained in greater depth in the next section, the IRGC is a dominant 
force in the Iranian economy, and Iran’s “most powerful economic actor,” according to the U.S. 
Treasury.'"’ Rather than benefiting independent Iranian businesses and the average Iranian, 
sanctions relief is strengthening the control of the Supreme Leader, IRGC, and the state in key 
sectors of Iran’s economy. 

This should be expected in a country that is a hub of corruption and kleptocracy. Iran’s Supreme 
Leader himself controls a “shadowy network of off-the-books front companies,” according to the 
U.S. Treasury Department,'"" which is valued at over $95 billion according to Reuters.'^* 
Transparency International ranks Iran 130 out of 168 counties on its corruption perception index, 
and the Basel Institute on Governance ranked Iran as the worst country in the world with regard 
to risks from money laundering and terrorism financing in its annual Anti-Money Laundering 
Index report.'"" 

Corruption and kleptocracy are not just financial transparency issues but are also human rights 
issues. Corruption is the reason many authoritarian leaders seize and cling to power. It is the glue 
that holds their regimes together, giving dictators spoils to distribute. As U.S. Assistant Secretary 
of the Treasury Daniel Glaser noted, corruption “stifles economic development, impairs 
democratic institutions, erodes public trust, and impairs international cooperation ... [and] 
creates space for criminals to fiourish.”'"" In Iran, these criminals are not only traditional thugs, 
but state-sponsored human rights violators. 

Principles and Conduct-based Sanctions 
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Recently, Secretary Lew gave a speech in which he warned, “Since the goal of sanctions is to 
pressure bad actors to change their policy, we must be prepared to provide relief from sanctions 
when we succeed. If we fail to follow through, we undermine our own credibility and damage 
our ability to use sanctions to drive policy change.”"'’ 

This is an important principle; but while Iran has agreed to a nuclear deal, it has not addressed 
the full range of illicit activities that prompted U.S. and international sanctions. The United 
States has spent the last decade building a powerful sanctions architecture to address not only 
Iran’s nuclear program but also its ballistic missile development, vast support for terrorist 
groups, backing of other rogue states like Bashar al-Assad’s Syria, human rights abuses, and the 
financial crimes that sustain these illicit activities. More broadly, a primary goal of the sanctions 
on Iran, as explained by senior Treasury Department officials over the past decade, was to 
“protect the integrity of the U.S. and international financial systems” from Iranian illicit financial 
activities.'™ As FATF’s February 2016 statement makes clear, Iran’s illicit finance continues; 
therefore efforts to isolate this activity from the international financial system must also 
continue. 

De-coupling the lifting of sanctions from a change in the behavior that prompted sanctions in the 
first place risks undermining the very arguments that make sanctions an effective tool of national 
security policy. Sanctions work not when the U.S. merely imposes them on Iranian companies, 
but when foreign businesses stop doing business with these Iranian entities because they believe 
that Treasury is using objective measures to determine which entities pose illicit finance risks. 
When companies see Treasury’s actions as political rather than merit-based maneuvers, that’s 
when sanctions as a credible instrument of coercive statecraft will be damaged beyond repair. 

Instead of bending to Iranian demands, Washington and its partners should be pushing Tehran to 
end its many illicit activities. The world needs to hold Iran accountable. Legitimacy cannot be 
granted without a dramatic change in the Islamic Republic’s respect for international norms, 
financial transparency, and the freedoms and human rights of its people. Congress can lead the 
charge, as it has done in the past, by increasing pressure on the regime to change its behavior. 

THE IRGC’S DOMINANT POSITION IN IRAN’S ECONOMY’ 


One of the major flaws of the JCPOA is its enrichment of the most dangerous elements of the 
Iranian regime. Rather than benefitting independent Iranian businesses, the sanctions relief likely 
will strengthen the control of the Supreme Leader, Iran’s Islamic Revolutionary Guard Corps 
(IRGC), and state of key sectors of Iran’s economy. These elements stand to be the greatest 
beneficiaries of the economic relief granted under the JCPOA. They will benefit both from their 
dominance of key strategic areas of the Iranian economy and from an overall improvement in 
Iran’s macroeconomic environment. 
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The IRGC was founded to defend and export the 1979 revolution, and it implements this mission 
by engaging in nuclear proliferation, ballistic missile development, destabilizing Iran’s 
neighbors, and crushing domestic opposition to the regime/^^ Iran is the foremost state sponsor 
of terrorism, and the IRGC is the principal instrument through which Tehran trains, finances, 
arms, equips, and spreads terror across the Middle East and beyond. According to the U.S. 
government: 

The IRGC also serves as the domestic ‘enforcer’ for the Iranian regime, continues to play 
an important proliferation role by orchestrating the import and export of prohibited items 
to and from Iran, is involved in support of terrorism throughout the region, and is 
responsible for serious human rights abuses against peaceful Iranian protestors and other 
opposition participants."^ 

The United States has targeted the IRGC with a range of sanctions tools. In testimony before 
Congress, Director of National Intelligence James Clapper stated: ‘Tran — the foremost state 
sponsor of terrorism — continues to exert its influence in regional crises in the Middle East 
through the Islamic Revolutionary Guard Corps — Qods Force (IRGC-QF), its terrorist partner 
Lebanese Hizballah, and proxy groups. ... Tran also supported Huthi rebels in Yemen by 
attempting to ship lethal aid to the Huthis.” The IRGC was designated first in 2007 for 
involvement in Tran’s proliferation activities,"^ in 2011 for “severe human rights abuses in 
Iran,”"^ and in 2012 for activities like monitoring dissidents and censorship. The United 
States also targeted the IRGC’s elite, external relations arm, the Quds Force, for its role in 
international terrorism and supporting a range of terrorist groups,"^ and for the Assad regime’s 
brutality in Syria. In its designation of the Quds Force in 2007, Treasury noted that it provided 
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“weapons, training, funding, and guidance” to militias in Iraq that targeted American servicemen 
and women.' 

The IRGC sits at the table at the center of the power structures in Iran. It plays a significant role 
in the formulation of the Islamic Republic’s foreign policy, including through its role on the 
Supreme National Security Council, Iran’s highest national security decision-making body."^ 

The IRGC has also become a dominant force in the Iranian economy, and Iran’s “most powerful 
economic actor,” according to the U.S. Treasury.^^^ The IRGC has “displace[d] ... the legitimate 
Iranian private sector,” created a preferential system “in favor of a select group of insiders,” and 
“e.Kpanded its reach into critical sectors of Iran’s economic infrastructure,” according to the U.S. 
government. Although exact figures are difficult to estimate because of the opaque nature of 
the IRGC’s influence and the size of off-book enterprises, e.xperts calculate that the IRGC 
controls around 20-30 percent of the Iranian economy,'"' including the strategic sectors of the 
economy that international companies will find most lucrative such as oil, natural gas, 
petrochemicals, automotive, transportation, mining, construction, engineering, finance, and 
telecommunications, among others.'"" 

These estimates do not include Iran’s black market economy, from which the IRGC draws 
another significant source of income. My FDD colleague Saeed Ghasseminejad, who studies the 
Iranian economy, notes that the underground economy is estimated to be valued at 6-36 percent 
of Iran’s GDP. He concludes: “Assuming a conservative 15 [percent], the underground economy 
is worth an additional $60 billion each year. ... The IRGC is in the best position to have the 


U.S. Dcparlincnl of Ihc Trcasuiy, Press Release, “Facl Sheet: Designation of Iranian Entities and Individuals for 
Proliferation Activities and Support for Terrorism," October 25. 2007. (httpi Av v. vv. treasury’. gov/presr.-center/orersS- 
releases/Pages/lip644.aspx') 

Kenneth Katzinan, “Iran; U.S. Concerns and Policy Responses.” Congressional Research Sen-ice, October 1, 
2014, page 2. thrtD://fDc.statc.gov/documcnts/Qrgani7atio»V2 ( 7472.pdn 

^^^U.S. Department of the Treasiuy. Press Release. ■Treasury' Subiitils Report to Congress on NIOC and NITC,” 
September 24, 2012. ('htTD://w\vw,trcasi»v.gov/prcss-ccntcr.'Drcss-rcicascs.’PagC5/tgl7'!8.asn\- ) 

U.S. Department of State. Office of the Spokespersoa Media Note, "Joint Statement on Iran Sanctions,” June 23. 
2011. f hrtp:/Av\\'\v.state.g(3v/r/pa/prs/p&/'2011/(.)6/1068}4.iirin V. U.S. Department of Smte, Media Note. ‘Treasury’ 
Targets Iran's Tslaniic Revolutionary Guard Corps.” Fcbniarv' 10, 2010. 

('httD://www.staie.gO'v/r/pa/pi:^/ps.’'2010''02/i 36595. htiu) : U.S. Department of the Treasuiv'. Press Release. “Fact 
Sheet; Treasury’ Sanctions Miijor Iranian Commercuil Entities.” June 23. 2011. f littp://w'yvw.treasnry’.ao57press- 
ccntcr/’prcss-fc!cascs/Pas.cs.'lgI2 1 7,asp-\) 

Greg Bruno, Jayshree Bajoria, and Jonathan Masters, “Tran’s Revolutionary’ Guard," Council on Foreign 
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Saced Gliassciniiicjad. “Who Really Controls Iran’s Economy?” The National Imeresi, May 20, 2015. 
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Brian Nichiponilc. Alireza Nader. Lydia Hansell. Rasool Nafisi, and S. R. Bohandy. “The Rise of the Pasdaran: 
Assessing the Domestic Roles of Tran's Islamic Revolutionary Guards Corps.” The RAND Corporation, 2009. 
('ht,t}')://www.rand.org/eontenFdam/r;md/pubs/mouog>''apliS/'200S/RAND _MG821.pdf ): Mark Gregory, “Expanding 
Business Empire of Iran's Revolutionary Guards,” BBC (UK), July 26, 2010. (liUp:/Avvv\v.bbc.eom/nc\vsAvorld- 
middie-east- 10743580) 

' Einanuele Ottolenglii. “The Iran Nuclear Deal and its Intact on Iran’s Islamic Revolutionary’ Guards Corps. 
Appeiidi-X 1 and 11,” Testimony before the House Foreign Affairs Middle East and North A frica Subcommittee, 
September 17. 2015, ('hnp://docs.hoiisc-gO5Afn(xtingi/FA/FA13./2Q1509!7/[03958.TJHRCi-l M-FAil-Wstatc- 
Orto1eTi?»biE-20 1509 1 7-SDOO l.]?dn 


Foundation for Defense of Democracies 


22 


www.defenddemocracy.org 



54 


Mark Dubowitz 


May 12, 2016 


lion’s share of the benefits” from the underground economy.'^’ 

Justifying sanctions against the IRGC’s business interests. Treasury noted, “hnposing financial 
sanctions on commercial enterprises of the IRGC has a direct impact on revenues that could be 
used by the IRGC to facilitate illicit conduct.”'*'* The IRGC is heavily involved in Iran’s 
“financial and commercial sectors and [has] extensive economic interests in the defense 
production, construction, and oil industries, controlling billions of dollars in corporate business,” 
explained Treasury.'*' The IRGC’s control over strategic sectors of the Iranian economy means 
that any foreign firms interested in doing business with Iran will have to do business with the 
Guards. Many of these are the very sectors that received sanctions relief under the nuclear deal. 
The IRGC is thus directly benefiting from the lifting of sanctions. 

Moreover, as Treasury explained, the Guards’ economic empire “ultimately benefits the IRGC 
and its dangerous activities.”'^*’ Thus the lifting of sanctions on the relevant sectors of Iran’s 
economy with large IRGC presence will have a direct impact, increasing its revenues and 
resources that can be used to fund its illicit conduct. 

For an extensive analysis of the role of the IRGC in strategic sectors of the Iranian economy and 
how it will benefit from sanctions relief under the JCPOA, I recommend the testimony of my 
colleague Emanuele Ottolenghi before the House Foreign Affairs Middle East and North Africa 
Subcommittee.'^^ In the coming weeks, FDD will also be publishing a comprehensive study 
building on this testimony and providing innovative policy ideas for Congress on ways to use 
economic pressure against the Revolutionary Guards. My colleagues and 1 look forward to 
sharing this report with you. 

EXPLOITING ECONOMIC SECTORS TO DEVELOP BALLISTIC MISSILES 


Iran’s ballistic missile program is inherently linked to its nuclear ambitions. Iran has the “largest 
inventory of ballistic missiles in the Middle East” and would use ballistic missiles to as delivery 
vehicles for nuclear weapons should it decide to build a bomb, according to U.S. intelligence 
estimates.'^* Furthermore, experts note that a ballistic missile programs is expensive and makes 


' Saeed Gliasseminejad, “Iran's militaiy' budget is going to get a huge boost from the nuclear deal.” Business 
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little sense without a parallel nuclear weapons program/"^ Historically, no country has ever 
developed a domestic medium- or long-range ballistic missile program without aspirations for 
nuclear weapons. 

As part of the JCPOA, the P5+1 accepted an apparent weakening of the UIM restrictions, and 
even these remaining restrictions will be lifted in eight years. Since the announcement of the 
JCPOA, Iran has tested ballistic missiles capable of carrying nuclear warheads in violation of 
UN Security Council resolutions at least three times.’^^ Earlier this week, Iranian press reported a 
fourth ballistic missile test.^^^ And yet the entities involved in the missile test will be removed 
from sanctions lists in eight years, Instead, the administration has issued sanctions against 
procurement networks that Tehran can easily reconstitute,^^'^ as the regime has done time and 
again. These designations have minimal, if any, economic impact on Iran and on the strategic 
calculus of Iran’s leaders. 

Thus far, U.S. and international restrictions have not deterred Iranian ballistic missile 
development. In February, Director of National Intelligence James Clapper testified before 
Congress that since June 2010, and over a period when the United States and Europe 
dramatically escalated sanctions against Tran, Tehran conducted 140 missile launches. Tn 
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December 2015, Ambassador Stephen Mull, the State Department’s coordinator for the 
implementation of the JCPOA, testified before the Senate Foreign Relations Committee, “Iran is 
going to develop [its missile] program regardless of the consequences.”*^’ 

There may be a better way, however, to impose strategic costs on Tehran for its continued 
defiance than what has been attempted to date. Ballistic missile programs are capital- and 
technology-intensive endeavors that require expertise from sectors ranging from construction to 
robotics and computer science. My colleague Saeed Ghasseminejad has studied the connections 
between Iran’s ballistic missile program and key sectors of the Iranian economy, including 
metallurgy and mining; chemicals, petrochemicals, and energy; construction; automotive; and 
electronic, telecommunication, and computer science sectors.'** 

The IRGC and Iran’s Ministry of Defense and Anned Forces Logistics (MODAFL) are 
responsible for Iran’s missile program, explains Ghasseminejad. They utilize a “broad range of 
commercial entities and front companies to procure sensitive-technology or to provide goods for 
military purposes. ... A wide array of entities and sectors are thus likely involved in Iran’s 
ballistic missile program.”"'' These industries can be targeted with sector-based economic 
sanctions in the same way sectors of the Iranian economy were previously sanctioned for their 
connections to Iran’s nuclear program. 

I recommend Ghasseminejad’s research memo on ties between Tehran’s ballistic missiles 
program and the Iranian economy to the Committee.''*'’ 

THE DETERIORATING HUMAN RIGHTS SITUATION IN IR.-VN AND SYRIA 


The Islamic Republic continues to commit serious human rights abuses, including limiting 
freedom of expression and the press; engaging in arbitrary detention and torture; and 
discriminating against women, ethnic, and religious minorities, and other vulnerable 
populations.'^' The regime reigns over its citizens using repression and violence to rule through 
fear. 
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In the walce of the nuclear deal, the human rights situation in Iran has deteriorated even 
further.'''^ The regime is suppressing internal dissent, and the IRGC has arrested hundreds of 
activists, journalists, and regular citizens in what human rights experts call the “largest 
crackdown since the violent state suppression” in 2009.'“'’ As United Nations Special Rapporteur 
on the situation of human rights in the Islamic Republic of Iran Dr. Ahmed Shaheed reports, 
despite a “noticeable change in the tone and tenor of the government’s approach to human 
rights,” there has been no “meaningful change on the ground.”'"*"' 

Juvenile ExecvHons: Last year, Iran executed a record number of prisoners, at least 966 
individuals (including 16 juveniles), the majority of whom were convicted of drug-related 
crimes.'"'’ Amnesty hitemational published an exhaustive study on juvenile executions in Iran, 
noting that the country is “one of the world’s last executioners of juvenile offenders.” The report 
“debunks recent attempts by Iran’s authorities to whitewash their continuing violations of 
children’s rights.”'^*’ Amnesty International observed that Iran’s legal codes allow girls as young 
as nine and boys as young as 15 to be sentenced to death after “unfair trials, including those 
based on forced confessions extracted through torture and other ill-treatment.” 

As of January 2016, 161 juvenile offenders were sitting on death row.'"'^ Two were executed in 
October 2015. Their stories need to be told. Samad Zahabi was secretly hanged without notifying 
his family or his lawyer of the impeding execution. At the age of 17, he was sentenced to death 
for murder, an act which he claimed was unintentional and in self-defense, and he was never 
informed of his right to judicial review.'"** Fatemeh Salbehi was hanged for the murder of her 
husband, whom she was forced to marry at the age of 16. Her trial was flawed to say the least: 
there was no judicial consideration of the domestic abuse Salbehi suffered,*""* and she confessed 
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under duress. UN Special Rapporteur on extrajudicial, summary or arbitrary executions 
Christof Heyns put it best: “These are unlawful killings committed by the State, the equivalent of 
murders performed by individuals. These are profound tragedies.”^'’ 

Rights of Children . The brutal death of a six-year-old Afghan refugee in Iran last month shed a 
light on the violence and daily discrimination that refugee communities experience.'^" Migrant 
and refugee children, children of religious and ethnic minorities, and children of the LGBT 
community are vulnerable to abuses, including violence and state-sanctioned discrimination.'^^ 
Girls are particularly vulnerable to sexual abuse because the legal age of marriage for girls is 
only 13, and girls as young as nine can be married with permission of the court and their 
fathers. Earlier this year, the United Nations condemned Iran for an increasing number of 
forced marriages, which place young girls at risk of “sexual violence, including marital rape.” 
The UN Committee on the Rights of the Child said that Iran’s legal provisions “authorize, 
condone or lead to child sexual abuse.”’^^ 

Religions Freedom: For nearly two decades, the U.S. State Department has designated Iran as a 
“country of particular concern” under the International Religious Freedom Act (IRFA).'^^" Earlier 
this week, the United States Commission on International Religious Freedom published its 
annual report, finding that religious freedom conditions in Iran “continued to deteriorate” over 
the past year.'^^ This independent, bipartisan government commission notes that the number of 
individuals imprisoned for their religious beliefs has increased, and the government “continues to 
engage in systematic, ongoing, and egregious violations of religious freedom, including 
prolonged detention, torture, and executions based primarily or entirely upon the religion of the 
accused.” The report also finds that the Islamic Republic uses “religious laws to silence 
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reformers, including human rights defenders and journalists, for exercising their internationally- 
protected rights to freedom of expression and religion or belief”'^* 

Freedom of the Press'. May 3 was World Press Freedom Day. Iran “celebrated” a week early by 
sentencing four journalists working for reformist newspapers to a combined 27 years in prison. 
Afarin Chitsaz, Eshan Manzandarani, Davood Asadi, and Eshan Safarzaiee were arrested by the 
IRGC in November on trumped-up charges of acting against the national security of the state.*''’ 
According to Dr. Shaheed, at least 47 journalists and social media activists were in prison as of 
January, and nearly 300 internet cafes were closed in 2015.'®'’ For the past six years, Iran has 
ranked in the top three of the world’s worst jailers of journalists and in the top ten most censored 
nations, according to the Committee to Protect Journalists (CPJ).'®' Iran engages in censorship 
and “uses mass and arbitrary detention as a means of silencing dissent.” In short, the CPJ 
observes, “the situation for the press has not improved under Rouhani.”'®* 

Expectations were misplaced that President Rouhani would improve the human rights situation. 
When he was elected, he was hailed as a man of the system who nevertheless wanted to make 
fundamental changes that would gradually bring greater freedom to Iranian society and politics. 
This assessment ignores the evidence. In 1999, he supported crushing student protests and called 
for the execution of those agitating for greater freedom.'®’ Last year, my colleagues at the 
Foundation for Defense of Democracies conducted an in-depth study of his writings, speeches, 
and autobiography. Their research revealed that his “politics aren’t reformisf’; his priority is to 
“ensure the regime’s continuing dominion.” Fie is “a founding father of Iran’s theocracy and its 
nuclear-weapons program” and has “arduously and vengefully worked to see the revolution 
succeed.”*®® Or, as former Under Secretary of State and U S. negotiator in the Iran talks Wendy 
Sherman explained, “There are hardliners in Iran, and then there are hard-hardliners in Iran. 
Rouhani is not a moderate, he is a hard-liner.”*®' 
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Iranian crimes against humanity in Syria 

Iran’s support for Syrian President Bashar al-Assad reached new levels in the last year, including 
the provision of IRGC ground forces, weaponry, intelligence, telecommunications, and financial 
support."’'’ Through this support, Iran has allowed Assad to remain in power, bombing civilians 
with impunity, reportedly causing more than 470,000 deaths,"’^ and creating millions of refugees 
who have fled to Europe and neighboring Middle Eastern states. 

A recently published report by Naame Shaam, a group of Syrian and Lebanese activists and 
citizen-journalists whose reporting focuses on the role of the Iranian regime in Syria, finds that 
Tehran initially entered the fray to prevent its ally, the Assad regime, from collapsing but has 
effectively become an occupying force in the regime-held areas of Syria. The Syrian regime 
itself is “little more than a puppet” of the Iranian regime and the IRGC.' * 

Moreover, Shiar Youssef, the author of the report, noted that there is “sufficient evidence to try 
the Iranian regime’s military and political leadership for complicity” in war crimes and crimes 
against humanity. “The only thing missing is the political will in the White House and in the 
European Union to do so,” he added."’’ 

The report analyzes Iran’s role creating and organizing the pro-Assad shahhiha force, and quotes 
Assad’s cousin Rami Makhouf explaining that the paramilitary force was established “to do the 
'dirty work’ of the regime to counter the anti-regime protests.”'™ As early as May 2012, U.S. 
officials noted that the shabbiha forces “clearly reflect the tactics and the techniques that the 
Iranians use for their own suppression of civil rights.”'^' When the U.S. sanctioned the militia in 
December 2012, Treasury noted that the IRGC has “provided training, advice, and weapons and 
equipment as well as “funding worth millions of dollars” to these forces.'™ 


’ '’’’ Max Peck. “Doubling Down on Damascus: Iran's Military^ Surge to Save the Assad Regime.” Foundation for 
Defense of Democracies. Jamiarv' 1 1, 2016, 
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The shahhiha are responsible for “finding, torturing or killing” anti-regime activities, and 
“[tjhere have been numerous reports about shahhiha force members looting houses and setting 
them on fire; about them destroying entire villages and raping, torturing and slitting the throats of 
inhabitants suspected of opposing the regime,” Naame Shaam finds. Vividly, Naame Shaam 
provides disturbing details of the alleged war crimes committed by shahhiha members, noting 
that these forces are known for, and may even be encouraged to, loot and rape. The report quotes 
a captured shahhiha member admitting to raping a woman and stating, “My commander raped 
many times. It was normal.”'™ 

The report notes that “thanks to Sepah Pasdaran [another name for the IRGC] and Hezbollah 
Lebanon,” these shahhiha forces have become the combatants on the ground while the Syrian 
army plays a “logistical and directive role.”'™ Iran is responsible for the actions of the shahhiha 
forces because it has helped set up, train, and arm “one of the most notorious militia forces that 
has been responsible for war crimes and crimes against humanity committed in Syria,” Naame 
Shaam concludes. Additionally, top IRGC commanders in Syria as well as IRGC Quds Force 
commander Qassem Solemani and Supreme Leader AM Khamenei “should also be implicated in 
the[se] crimes ... because evidence suggests it was with their full knowledge and complicity, if 
not their direct orders, that these crimes were committed,” argues Naame Shaam. 

The lifting of sanctions that were part of the nuclear deal with Iran provides the regime more 
financial resources to pursue these malign activities and to support the Assad regime's brutality 
in Syria. 

RECOMMENDATIONS 


Addressing the Iranian threat requires a coherent strategy deploying all tools of American 
statecraft, including deploying covert, military, economic, and cyber resources. As requested by 
this Committee, 1 focused my recommendations on sanctions, but I urge that these measures not 
be considered in isolation. Sanctions are most effective when combined with other tools of 
coercive statecraft. 

The JCPOA permits sanctions on Tehran for non-nuclear activities such as missile tests, 
terrorism and human rights abuses. Since the JCPOA was reached last year, Tran’s regime shows 
no sign of moderating its behavior in these areas or addressing the full range of illicit activities 
that prompted U.S. sanctions. Iran is likely to protest these non-nuclear sanctions and may even 
threaten to walk away from the nuclear agreement. Congress should not let these threats dissuade 
it from taking action. If Tran does walk away from the deal. Washington can rightfully argue that 
Iran is to blame for the dissolution of the deal. The United States then will be better positioned to 
take other coercive steps with more international support. 


’ ’’ Sliiar Youssef, “Iran in Syria; From an Ally of the Regime to Occupying Force.” Naame Shaame, 2'^ Edition 
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Congress can take the lead in enhancing non-nuclear sanctions, increasing the enforcement of 
remaining sanctions, and defending the threat that Iran’s illicit financial activities pose to the 
integrity of the US. financial system and U.S. dollar. 

1. Protect the integrity of the U.S. dollar from Iranian illicit finance. 

After Treasury revoked the U-tum general license and designated Iran as a jurisdiction of 
primary money laundering concern. Congress included in Section 1245(c) of the National 
Defense Authorization Act of 2012 a prohibition stipulating, “The President shall, pursuant to 
the International Emergency Economic Powers Act (50 U.S.C. 1701 et seq.), block and prohibit 
all transactions in all property and interests in property of an Iranian financial institution if such 
property and interests in property are in the United States, come within the United States, or are 
or come within the possession or control of a United States person.”'^*" Section 1245(b) also 
codified the jurisdiction of primary money laundering finding. 

Congress can emphasize that Section 1245(c) codifies the U-tum by stating that it is prohibited 
for any U.S. financial institution to process any transactions for Iranian entities, even when such 
“transfer was by order of a non-Iranian foreign bank from its own account in a domestic bank to 
an account held by a domestic bank for a non-Iranian foreign bank.”'’^ To prevent the use of 
offshore clearing. Congress can also state that it is prohibited for a U.S. financial institution to 
provide dollars for clearing facilities if any party to the transaction anywhere in the financial 
chain is an Iranian entity. Congress should also authorize mandatory sanctions on any offshore 
large value payment system that provides dol I ar-cl earing services in any transactions involving 
an Iranian party. The termination of these prohibitions should be linked to a certification from 
the president that Iran is no longer involved in supporting terrorism and illicit missile 
development as well as addressing its outstanding obligations to compensate victims of Iranian 
terrori sm . 

Finally, Congress should require the Treasury Department to report on all financial institutions 
involved in giving Iran direct or indirect access to the U.S. dollar with details on institutions, 
transactions, counterparties, and mechanisms. This reporting requirement will be useful in 
identifying entities for further government or non-governmental action. The Government 
Accountability Office (GAO) or a similar governmental or quasi-government body should verify 
this list and add any additional persons or entities not identified by Treasury. 

2. Strengthen sanctions against the IRGC by targeting its support for terrorism and 

expanding non-proliferation sanctions and designations. 

To date, the administration has refused to impose terrorism sanctions against the Revolutionary 
Guards by either designating them under Executive Order 13224 or by declaring the entity to be 
a Foreign Terrorist Organization. If the administration refuses to designate the IRGC for 
terrorism. Congress should impose the same penalties provided under the FTO designation or 


“ National Defense Authorization Act for Fiscal Year 2012, Pub. L. 112-81. U.S.C. § 1245, page 351. 
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^ ’ U.S. Department of the T reasuiyr Offiee of Foreign Assets Control, “Iranian Transaetions Regulations.” Feckral 
Register, November 10. 2008. t ht tDs://www.eix>.gov/fdst^s,'Dkg, 441-2008-1 l-lO/ndf, 418-26642.1x115 
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Executive Order 13224. These sanctions will reinforce existing secondary sanctions against 
companies engaged in business with IRGC companies. This legislation would provide another 
warning to foreign companies contemplating illicit business in Iran. 

In the missile arena, numerous companies owned or controlled by the IRGC and MODAFL and 
high-ranking Iranian officials involved in the program have not been sanctioned. Congress 
should require the administration to provide a list of all of the individuals and entities involved in 
Tehran’s ballistic missile development. The Government Accountability Office (GAO) or a 
similar governmental or quasi-government body should verify this list and add any additional 
persons or entities not identified by Treasury. Congress should require Treasury to add all of 
those identified on this list to the Specially Designated Nationals list under its counter- 
proliferation authorities. These should also include any entities owned or controlled by 
designated entities. 

3. Require a) updated reporting on IRGC penetration in sectors of the Iranian 
economy and b) reporting on the sectors involved in Iran’s ballistic missile 
development. 

The Iran Freedom and Counter-Proliferation Act of 2012 requires the president to provide a 
report to Congress every 180 days on “which sectors of the economy of Iran are controlled 
directly or indirectly by Iran’s Revolutionary Guard Corps."'™ Congress can update this 
reporting requirement so that the president must provide not only an assessment of which sectors 
are controlled by the IRGC but also a determination of the nature and extent of the IRGC’s 
penetration into key sectors of Iran’s economy. This report should include an analysis of the 
contribution of the most significant sectors to Iran’s GDP, a list of the largest companies in that 
sector and their links to the Revolutionary Guards (whether or not they meet the ownership or 
IRGC Watch List thresholds). The report should also provide a qualitative and quantitative 
assessment of the IRGC’s involvement in each sector. Congress should create sector-based 
sanctions targeting any sector of the Iranian economy with a significant IRGC presence. 

Congress also should require a similar report on which sectors of Iran’s economy are 
contributing directly or indirectly to the development of the country’s ballistic missile program. 
The report should also to list all foreign investors in the sectors and all foreign persons engaging 
in business with these sectors. FDD’s research has revealed that metallurgy and mining; 
chemicals, petrochemicals, and energy; construction; automotive; and electronic, 
telecommunication, and computer science sectors are involved in Iran’s ballistic missile 
program.'” These sectors are an appropriate starting point for a government study. Congress can 
then authorize sanctions on sectors identified in the study. These sanctions could build on the 
precedent that Congress and Treasury have set of targeting sectors connected to Iran’s nuclear 
program. 


^ National Defense Authorization Act for Fiscal Year 2013. Pub. L. 1 12-239, 126 Stat. 1632, codified as amended 
at 112U,S,C, § 1245, t littDs://twiv.t.ieasnnM!ov/nesQurce-center/saiictionsiProCTauis/DQCuiiients/plll2 239.odf l 
^ ''' Saeed Gliasseininejad, "Iran’s Ballistic Missile Program and Ecouoinic Sanctions,’’ Fuundalion for Defense of 
Democracies. March 17, 20 16. 
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4. Require the administration to report on Iran’s deceptive conduct and illicit 

activities as well as the role of the IRGC and other rogue actors in Iran’s networks. 

As Iran engages with FATF and undergoes evaluations by this global standards body, Tehran 
will use this process to further the narrative that it is a responsible global actor. Congress should 
counter the Iranian narrative and explain to markets the ongoing compliance and business risks 
involved in transactions with Iran. Congress should expose Iran’s ongoing deceptive conduct and 
illicit activities to build on the already-existing market concerns of doing business with Iran. 
Congress should underscore that responsible actors should keep Iran at arm’s length unless, and 
until, Iran’s behavior becomes conducive to effective risk management. Specifically, Congress 
should require the administration to provide detailed reporting on Iran’s deceptive conduct and 
illicit activities. In addition to the reports mentioned in the previous recommendation, these 
reports should focus on exposing Iran’s shadow networks and the role of the IRGC and other 
designated Iranian actors in “legitimate” businesses. 

5. Require the U.S. Treasury to create an IRGC Watch List. 

Congress should consider a legislative requirement that Treasury create an “IRGC Watch Lisf’ 
of entities that do not meet the threshold for designation but have demonstrable connections to 
the IRGC. The list could be maintained by Treasury or another government agency such as the 
GAO that can evaluate public and classified information on companies that may be used as 
fronts for the IRGC. As the IRGC continues to evolve and its influence and control in the Iranian 
economy becomes increasingly sophisticated, enforcement must also evolve. The criteria for 
inclusion on the IRGC Watch List should be flexible to account for the IRGC’s evolving use of 
deceptive business practices. 

The exposure of the links between Iranian companies and the Revolutionary Guards can still 
discourage business ties and protect the unwitting complicity of foreign companies in the 
IRGC’s illicit behavior. Exposing the links between the IRGC and seemingly legitimate Iranian 
enterprises can go a long way to reducing the IRGC’s ability to fund its illegal activities. This 
Watch List would also be a critical resource for risk compliance officers who want to limit their 
company’s exposure to bad actors. In their open source research, my colleagues Emanuele 
Ottolenghi and Saeed Ghasseminejad have identified about 230 companies over which the IRGC 
exercises significant influence either through equity shares or positions on the board of 
directors. ' **' 

6. Require the U.S. Treasury to designate companies with IRGC or MODAFL 

beneficial ownership. 

The majority equity stake threshold for designation as owned or controlled by a designated entity 
should be re-examined. Currently, Treasury uses the 50-percent threshold to determine IRGC 


Data available upon request: Emanuele Ottolenghi, “Tlie Tran Nuclear Deal and its Impact on Tran’s Tsiamic 
Revolutionaiy" Guards Corps, Appendix T andTL” Testimony before the House Foreign Affairs Middle East and 
North Africa Subcommitlee, September T7, 2015. 
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ownership (or ownership by any other designated entity); however a 25-pereent threshold would 
better reflect global standards and Treasury’s own recommendations.'*' Just last week. Treasury 
announced the final rule on customer due diligence and proposed beneficial ownership 
legislation. The rule requires financial institutions in the United States to “identify and verify the 
identity of any individual who owns 25 percent or more of a legal entity, and an individual who 
controls the legal entity.”'** Congress should require the Treasury Department to lower the 
threshold for designation to the 25-percent beneficial ownership threshold rather than maj ority 
ownership and include “board of directors’ criteria.” The latter criteria takes into account not 
only equity shares but also seats on the board of directors or an ability “to otherwise control the 
actions, policies, or personnel decisions” used to determine ownership.'** Under new criteria, 
many additional IRGC- and MODAFL- controlled entities would likely be eligible for sanctions. 
Lowering the threshold would likely also generate greater public scrutiny and enhanced due 
diligence procedures by the private sector. 

7. Require reporting to the Securities and Exchange Commission regarding any 

transactions with IRGC Watch List companies or joint ventures with IRGC entities. 

The Iran Threat Reduction and Syria Human Rights Act of 2012 requires companies publicly 
traded in the U.S. to file reports with the Securities and Exchange Commission (SEC) that 
include any transactions or dealings with sanctioned entities or the government of Tran unless the 
company received specific authorization from the U.S. government. '*“* To address the IRGC’s 
role in Iran’s economy. Congress can amend this report to require companies to include: 1) any 
business in sectors with significant IRGC penetration; 2) any joint ventures with public or private 
Iranian companies (as even so-called private companies are often heavily influenced or 
controlled by the IRGC), 3) any transactions with companies on the IRGC Watch List; and 4) 
any transactions with the sectors connected to Iran’s ballistic missile program. 

Congress should mandate that any company that does not provide timely and accurate reports - 
and does not amend previous reports when new information comes to light about potential 
IRGC -linked partners - would be penalized. 


Financial Action Task Force, “International Standards on Combating Money Laundering and tlie Financing of 
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For example, see Legal Information Institute. “U.S. Code § 8725 - Liability' of Parent Companies for Violations 
of Sanctions by Foreign Subsidiaries,” Cornell University Law School, accessed October 29, 2015. 
ilitips:/Avvvtv,law.cornell.edu/i.iscode/te\t/22/8725i 

Iran Threat Reduction and Syria Human Rights Act of 2012, 112U.S.C. § 219. 
r littDs:/ywvvtv.t!eastir v' .nov/resQtirce-ccntcr/'saiictioiiSfT)ocumeitts/hr 1905 ul 112 158.ndf l 

Foundation for Defense of Democracies wvvw.defenddemocracy.org 

34 



66 


Mark Dubowitz 


May 12, 2016 


8. Require Treasury to explaiu the qualitative aud quantitative effects of individual 
designations against Iranian entities. 

In the wake of Iran’s October and November 2015 ballistic missile tests in violation of UN 
Security Council resolutions,**^ the U.S. Treasury designated 11 individuals and companies 
involved in a proliferation network.'*® In March, Treasury designated another two entities related 
to Iran’s ballistic missile program.'*’ These designations have a minimal tangible impact on 
Iran’s ballistic missile development as Iran will likely simply reconstitute procurement networks 
using new front companies and middlemen and establish new subsidiaries. To understand the 
effects of individual designations. Congress should require the Treasury Department to provide a 
qualitative and quantitative explanation of the projected effects. This assessment would include 
an economic analysis as well as a policy assessment about whether or not the designation is 
likely to change Iran’s calculations about specific actions. 

9. Expand human rights sanctions by imposing sanctions on Iranian state organs 
responsible for institutionalized human rights abuses and by linking sanctions 
concessions to improvements in human rights conditions. 

With a few exceptions, U.S. sanctions against Iranian human rights abusers have primarily 
targeted individuals. Congress should expand these sanctions and impose human rights sanctions 
on state organs responsible for institutionalized human rights abuses, as well as any and all 
individuals who work for these state organs. Washington should target the people, companies, 
and sources of revenue that facilitate and embolden Iran’s vast system of domestic repression 
and single out the institutions, such as prisons or military bases, at which abuses like torture and 
arbitrary detention occur and the Iranians responsible for those abuses. Many of these 
institutions, including the notorious Evin prison’s Ward 2A for political prisoners,*** are 
controlled by the Revolutionary Guards. 

Congress should also consider the creation of a new authority to designate an entity or 
potentially an entire country as a “jurisdiction of human rights concern.” Using the model of 
Section 31 1 of the USA PATRIOT Act, the finding would carry regulatory implications in the 
United States but would also likely have an effect on risk calculations by foreign companies, 
even if they are not directly affected by the finding. The goal of this policy would be to 


Sam Willdns, 'Tmn tests new precision-guided bjiUistic missile.” ReHiers. October 11, 2tll.S. 
(lUU?:/Avwvv.ieulcts.com'’ariicle.''20]5.T0,Tl/us-iran-imiit.rrv-missiicS“idUSKCN0S50.SL20Lsl011 1: “U.S.: Iran 
missile test "clear violation" ofU.N, sanctions,” CBS. October 16, 2015. fhtTiv//wnrvv.cbsnew s.c om/itews/ir3 n- 
b;jllistic-niissile-test-tin-s;nictions-ns-ambassador-sainantlta-iK)wer/ i: Bradley Klapper. ”US official says Iran tested 
ballistic missile last montli, at least 2nd lime siiKC mike deal.’’ Asxocialecl Fres-f, December 8, 201,5. 
(litti)2/w wtv. usnews.com/news.0ro l itics/articies/’2015/12/0S/ns-official-iran-teste d-bali isiic-missile-lasT-niont hl ; 
Louis Charboimeau, “Iran’s October missile test violated U.N. ban; expert panel.” Reuters. December 16, 2015. 
thttpi.i/wwtv. renters. CO tn/article/us-iran-missiles-un-excinsive-idUSKBKOlT 1 Tb201 5 12161 

U.S. Department of the Treasury, Press Release, "Treasury' Sanctions Those Involved in Ballistic Missile 
Procurement for Iran,” January' 17, 2016. t !ittps://w\vw.trcasurv.nov./Drcss-cenlcr/Drcss-rcleascs/ P aaes/il0322.asp.v ) 
U.S. Department of the Treasury', Press Release, “Tieasury' Sanctions Supporters of Iran's Ballistic Missile 
Program and Terrorism-Designated Mahan Air,” March 24, 2016. thtips:,ywvrvv.treasinv.L'ov/'press-cenler/ptes s- 
releasesr‘Pae.es/il0.l95.asp.\l 

“A Tour of Ward 2 A of Evin Prison.” Iran Human Rights Doemnentatinn Center, accessed Fcbmary' 17. 2016. 
t littp:.6'www-iranl]rdc.ora.tendisIi/ncws/Teatures/1000000578-a-tour-of-ward-2a-of-evin-Drison-litnill 
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encourage the private sector, including foreign companies, to sever ties with those institutions 
that perpetrate human rights abuses. It could also prompt the private sector to end trade relations 
with other entities in Iran that have been publicly accused of committing abuses but have not yet 
been sanctioned. 

The United States should also build on its global leadership regarding Iranian human rights 
issues by establishing the importance of linking any further nuclear-related concessions to Iran 
with an improvement in Tehran’s atrocious human rights record. During the Cold War, Western 
negotiators linked certain arms control agreements with the Soviet Union to demands for 
Moscow’s adherence to human rights under the civil rights portion of the 1 975 Helsinki Accords. 
The JCPOA did not require Tehran to make any improvements in its human rights record. This is 
a mistake: It will be much easier to monitor Iran’s nuclear program in a relatively freer and more 
transparent Iran. 

10. Target corruption and kleptocracy for reasons related to terrorism and human 

rights issues. 

The Revolutionary Guards and the ruling elite (including the Supreme Leader) have enriched 
themselves at the expense of the Iranian people. But Washington should be a leader on anti- 
corruption issues and work with its international partners to fight global corruption. The United 
States can lead efforts to develop new policy tools, including financial sanctions tools, to combat 
corruption in Iran as well as in other authoritarian governments. Congress can help develop a 
mechanism to facilitate the sharing of intelligence between international partners on illicit or 
suspicious financial activities to protect the integrity of the global financial system and prevent 
corrupt officials from using the world’s banking systems. 

Congress should consider legislation targeting corruption in all state sponsors of terrorism. The 
link between the funds generated from corruption and the sponsorship of terrorism by these 
regimes is well documented The pending Global Magnitsky Human Rights Accountability Act 
is one mechanism which could be used to target corruption in Iran. That legislation authorizes 
sanctions not only against human rights violators but also against government officials and their 
associates responsible for or complicit in significant corruption.'*^ 

Focusing on corruption can be an effective way to promote human rights because it undercuts 
arguments that dictators often use to try to isolate and persecute human rights activists. 
Authoritarian leaders paint civil society groups as foreign agents, pass laws to regulate these 
groups, and cast themselves as defenders of traditional values against a decadent and deviant 
West. Dictators can muster excuses for shooting demonstrators, arresting political enemies, or 
censoring the Internet, but they have a more difficult time using ideological, cultural, or 
nationalist argument to justify thievery. Most ordinary people believe that international action 
against “crooks and thieves” in their countries is legitimate. Targeting corrupt individuals and 
institutions will not only impose economic costs, but it will also demonstrate to the Iranian 
people that the United States and the international community oppose the enrichment of 
oligarchs at the expense of ordinary people. 


Global Magnitskv' Human Rights Accountability Act, S.284, 1 14‘*’ Congress (20 1 5). 
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Conclusion 

Congress is well positioned to assist the current and future administration in targeting the tide of 
Iranian aggression in the region and its repression at home. Over the next decade, Iran can 
faithfully comply with the JCPOA and yet emerge as a threshold nuclear power with an 
industrial-size, advanced centrifuge-powered enrichment program, an ICBM program, access to 
advanced heavy weaponry, and a more powerful economy increasingly immunized against 
Western sanctions. To prepare for that day, the United States needs a comprehensive strategy to 
sharpen its tools of economic coercion as one element of a comprehensive strategy. I hope that 
these recommendations will assist in strengthening those tools. 

Thank you for the opportunity to testify today. 1 look forward to your questions. 
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Chairman ROYCE. Thank you, Mr. Dubowitz. 

Now, Ms. Rosenberg. 

STATEMENT OF MS. ELIZABETH ROSENBERG, SENIOR FELLOW 

AND DIRECTOR, ENERGY, ECONOMICS AND SECURITY PRO- 
GRAM, CENTER FOR A NEW AMERICAN SECURITY 

Ms. Rosenberg. Thank you. Chairman Royce, Ranking Member 
Engel, and distinguished members of the committee. I appreciate 
the opportunity to testify before you today on the risks of economic 
engagement with Iran. 

The Iran sanctions regime was and remains the most comprehen- 
sive program of U.S. and international sanctions commensurate 
with the grave security concerns regarding Iran’s nuclear prolifera- 
tion activities, its regional destabilization, ballistic missile pro- 
grams, support for terrorism, and abuse of human rights. 

Many U.S. and international sanctions on Iran were waived on 
implementation day, the milestone of the nuclear deal recognizing 
Iran’s completion of its major initial nuclear commitments. How- 
ever, the United States maintains sanctions authorities relevant to 
Iran as part of the deal as well as a wide array of sanctions on Iran 
outside the scope of the deal, as mentioned by my co-panelists and 
yourself as well. The existing architecture of Iran sanctions re- 
mains very powerful and affords an enormous amount of leverage 
to pursue Iranian security provocations and destabilization. 

Following implementation day, there are various reasons why 
Iran will expand its links to the international financial system only 
very slowly. The cumbersome unraveling of nuclear sanctions re- 
strictions at banks and companies around the world in order to en- 
gage in now permitted business with Iran is only one factor. Re- 
maining sanctions of Iran for its terrorist and ballistic missile ac- 
tivities are a deterrent to those who would contemplate business 
with Iran, along with prudential concerns related to a history of 
corruption, a lack of transparency and maneuverability for foreign 
firms in Iran’s financial system. 

Beyond remaining sanctions and Iran’s self-imposed financial 
troubles, its escalating regional provocations and continued aggres- 
sion through proxies make the specter of future confrontation with 
its neighbors or the United States a real possibility. Iran has the 
largest and most lethal ballistic missile arsenal in the Middle East 
and has stepped up its missile tests in recent months, again as has 
been mentioned. It has also expanded its material support to the 
Houthis in Yemen and continues to support other proxies that de- 
stabilize the region, including President Assad and Hezbollah. 

For reasons of political and security risk, the existing sanctions, 
and the serious financial challenges associated with attempting 
business in Iran, many global banks have made it clear that they 
do not plan on doing business with Iran. The banks and companies 
that will attempt it are generally moving slowly with contracts and 
deals, and they are biding their time to discover what market pit- 
falls or potential future sanctions may mean for their business. 
And furthermore, many of the banks that are doing so are regional 
banks with relatively smaller capacity to handle trade and struc- 
tured finance, and retail services. 
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U.S. policymakers and European counterparts and others should 
publicly identify Iran’s self-imposed financial problems. Doing so 
will make it clear to Iran and the global community that Iran bears 
significant responsibility for improving its own economic conditions 
and that the removal of sanctions under the nuclear deal cannot 
independently deliver a windfall to Iran. 

The strongest and most credible strategy to highlight Iran’s need 
to improve its financial transparency and accountability is for tech- 
nical experts to point out the problems in the anti-money laun- 
dering, counterterrorist financing, counter-corruption, and pruden- 
tial financial stability domains that Iran must address. Addition- 
ally, such experts should be encouraged and allowed, by license if 
they are U.S. persons, to offer technical guidance to Iranian finan- 
cial institutions to conduct this work. This will support U.S. policy 
interests in achieving greater transparency in the Iranian financial 
industry, and it will clearly demonstrate that the United States is 
not the roadblock to Iran’s economic reform. It could also help to 
reinvigorate private business in Iran to better challenge the insid- 
ious control of the IRGC over significant parts of the Iranian econ- 
omy. 

In pursuing Iran sanctions now and in the future, U.S. policy- 
makers must prioritize the important work of isolating Iranian en- 
tities engaged in dangerous and illicit behavior through aggressive 
implementation of existing sanctions authorities, and they must 
balance this with educational outreach to highlight Iran’s self-im- 
posed financial problems and implementation of strategies to facili- 
tate and encourage remediation of these problems by U.S. or for- 
eign experts. 

Thank you for the opportunity to testify, and I look forward to 
answering any questions you may have. 

[The prepared statement of Ms. Rosenberg follows:] 
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(Chairman Roycc, Ranking Member Engck and distinguished members of the (Committee, thank you 
for the opportunit}’ to testifr today on the risks of economic engagement with Tran. 

Stuictions on Iran created tlie pressure necessary to compel Iran to agree to a detil with the 
intcniational community last yc-ar. In exchange for economic relief, the Inmian govcnimcnf agreed 
to curb its nuclear weapons capability-. The effectiveness of Tran sanctions can be traced directly to 
the diligence and creativity of policymakers in Congress and in this administrahoii, as well as the 
previous one. Specifically, tlie leadership of L'.S. lawmakers and executive branch implementation 
and enforcement oftickls helped to craft a coherent international message regarding Iran’s 
threatening proliferation behavior, a multilateral coalition to isolate Tran diplomatically and 
financially, and the collective financial leverage so critical to delivering the Iran nuclear deal, 'i'his 
deal was a major step forward in proliferation security in die Middle hast luid 1 applaud tlie work of 
this Committee for your important role in facilitating effective nuclear diplomacy. 

The Iran sanctions regime, was, and remains, the most comprehensive program of U.S. and 
international sanctions, commensurate with the grave secunty concerns regarding Iran’s nuclear 
proliferation activities, as well as its ongoing regional destabilization, ballistic missile program, 
support for terrorism, and abuse of human rights. Many U.S. and international sanctions on Tran 
were waived on Implementation Day, the milestone of the nuclear deal recognizing Iran’s 
completion of its major initial commitments tD ship out nearly all of its enriched unuiium, 
disassemble thousands of centrifuges, and submit to a much more comprehensive inspcchoiis 
regime. However, the United States m-aintains sanctions authorities relevant to Tran as part of the 
deal, as well as a wide array of sanctions on Iran outside the scope of the deal, including those that 
bar U.S. companies and citizens from doing business with Iran. The existing architecture of Iran 
sanctions remains very powerful and affords an enormous amount of leverage to L'.S. polic^anakcrs 
to pursue Iranian security provocations and destabilization. 

Unwinding Nuclear Sanctions Under the Iran Dea! 

On Implementation Day the ranoval of many KU sanctions and the exercise of U.S. sancrions 
waivers and issuance of licenses permitted Tran to expand its oil sales and access $l(J0 billion in 
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frozen assets/ Additionally, the United States, the hlU, and the UN together removed hundreds of 
designated Tranian entities from sanctions lists, including Iranian banks that tlien gained access to 
European financial institutions. Inmivin institutions have been able to expand their inteniational ties 
since Taniiar}*, though this expansion is far from the tidal wave of new economic activity that many 
hoped for or feared. Iran has established new oil trading contracts in Europe^' and expanded oil 
deliveries to Asia.'^ Several Iranian banks are reestablishing branch licenses and correspondent 
relationships in Europe and are renewing their ties with Asian counteq^iarts.’ Additionally, Iran’s 
charm offensive to market new deals for trade and investment, including in areas such as 
automobiles and airplanes, have met some success internationally." 

There are v<irious revisons why Iran will expand its linLs to the international financial system slowly, 
however. The cumbersome unraveling of nuclear sanctions restrictions at banks and companies 
around the world in order to engage in now-permitted business with Iran is only one factor. 
Remaining sanctions on Tran tor its terrorist and laallistic missile activities are a deterrent to those 
who would contemplate business with Iran, along with prudential concerns related to a history of 
corruption, and a lack of transparency and maneuverability for foreign firms in Tran’s financial 
system. Beneficial ownership infonnation for Iranian legal entities is notoriously unavailable and 
confusing, and there is a lack of confidence in Tranian due process mechanisms for foreign entities 
conducting business there. Iranian Ixinks also lag behind many cmcr^ng market peers in compliance 
with global tax, financial reporting, capital requirements, and anti-money laundering standards, a fact 
tacitly acbiowlcdgcd by Iranian financial overseers.*^ The Financial Action Task Force has pointed 
out risks associated with Tran’s economy in grave terms,' Transparency International ranks Tran 130 
out of 168 on their corruption index, ^ the World Bank’s Ease of Doing Business Ranking puts Iran 
at number 1 18 out of 189,'* and the International Monetary’- Fund has recently called attention to 


^ "Wrillen TesLimony of Adam J. S/.ubin, Aclinu Under Sccrelaiy ofTrea-suiy fur Terrorism and Financial 
Intelligence United States Senate Committee on Banking, Housing, and Urban Affairs," U.S. Department of the 
Treasmy, press release, August 5, 2015, htt p s:/.hv t\w.ti-ca s urv '.|6iov/ prcss-ccnte r/ pR- iss-roIc asc s/P a.ses /i l0 144. a:>ux . 

■ *Tlaly 's Ren/i Signs PoLenlially Huge Business Deals in li-an,” Reuters, April 12, 2016, 
hrtp://wwvv,reutei‘s;,com/artiele/us-iran-italy-idL)SKCN0X9ll2. 

^ Chen Aizhu, “Exelusivo: Iran Renews Oil Conlniets with China, Taps New Buyers,” Reuters, Deeemher 3, 2015, 
lia:p://ww\v,rcutei‘s,com/arcicle/us-chiiia-iran-oil-idUSKBN0TM0CN20151203. 

' Mailin Arnold, “British Regulators Help Iranian Banks Ctime in Fixim the Cold,” Financial Times, .lanuary' 3 1 , 
2016, http://w\vw.fl,coin/intl/cms/s/0/.54144ec2-c692-lle5-b3bl-7b2481276e45.hmil#axzz45oJdlkOv. 

^ Mehmosh Klialaj and Michael Slolhard, ‘Tcugcol Agrees Deal to Revive Iran Partnership,” Financial Times, 
February 7, 2016, hLlp://vvw'\v.fL.com/inll/cms/s/0/71blacd8-cdbb-l le5-8.3ld-09r7778e7377.hlml#ax/y45o.TdTkOv, 
'’Barbara Slavin, “Central Bank governor: Iran expects access to US financial system,” Al-Monitor, April 15, 2016, 
h up ://w w'vv.al-m on ilor ,eo m/ptilse/ori gmals/2 0 16/04/iran-c.xpeels-liroile u-acc css ~as-rmaneial-svslom.hlin.l; Patrick 
Clawson. "Iran bocks Itself Out of the International Financial System While Blaming Washington.” The 
Washington Institute, Folicywatch 2600, April 5, 2016, http://\w,w.\va£JunQton in slin'-tc.ofs/boi .icv- 
aiicilv s is.-'v'iew/irar.-ioeks-ilscii'-out-o f-lhe-intcm atioi^l - ri iumeial-syslein -ivhile-blami ng-\\ '. 

' "FATF Public Statement - lOFebmary 2016,” FATF, TTigh-risk and non-cooperative jurisdictions, Febmaw 19, 
2016, http://\vw\v.fatf-gafi.org/publications/high-riskandnon-coopcrativcjurisdictions/documcnts/public-starcmcnt- 
fcbniaiy -20 1 6. html. 

^‘‘Comiplion by country / lemloiv': Iran," Transparency Inlemalional, accessed April 14, 2016, 
https://wwnv.lransparencv. 0 rg/countiT/#IRN. 

^ ‘‘Base of doing business index,” World Bank, Accessed April 14, 2016, 
hUp://dala.\vorldbank.org/indicalor/IC.BUS.EASE.XQ. 
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Iran’s troubled banking systemd'’ I'hcsc various factors represent tremendous impediments to 
foreign investment in Tran and the creation ot new commerce for the Tranian regime and people. 

Beyond Tran’s self-imposed financial troubles, its escalating regional provocations and continued 
aggression througli proxies make the specter of future confrontation with its neiglibors or tlie 
United States a real possibility. Tran has the largest, most lethal ballistic missile arsenal in the Middle 
East and has stepped up missile tests in recent months/^ It has also expanded its material support to 
the Tdouthis in Yemen and continues to support other proxies that destabiliTie the region, including 
Hezbollah. Iran’s aggressive rhetoric and flagrant disregard for the United Nations’ restrictions on 
ballistic missile activity is a red flag to potential partners, who are already wary of the reckless 
behavior of Iran’s revolutionary leaders. 

For reasons of political and security risk, existing sanctions, and die serious financial challenges 
associ-ated with attenapting business with Tran, many global banks have made it clear that they do not 
plan on doing business with Iran. The banks and companies that will attempt it are generally moving 
slowly with actual contracts and deals, biding time to discover what market pitfalls or potential 
future sanctions may mean for their business. Furthermore, many of these banks arc smaller, 
regional banks with a refatively smaller capacity to handle trade and staicmred finance, and retail 
services. They may also be more concentrated in Asia, with more limited exposure to the U.S. 
financial system than their European counterparts. 

Overseeing the Nuclear Deal and Addressing Non-nuclear Concerns vi/ith Iran 

The core technical work of overseeing the Iranian deal falls to nuclear experts involved in 
compliance and verification activities. The International Atomic Energy’- Agency (I AEA), the lead 
institution on this effort, has so far given Iran fair marks for upholding its nuclear commitments 
under the deal. In February, it issued its first monitoring report following Implementation Day, 
raising no concerns about Iran’s activities.^‘‘ 

For sanctions officials, overseeing the nuclear deal involves two primary lines of effort. The first is 
education and outreach to the global comtminity to clarity what new business activities are permitted 
under the nuclear deal and what remain off limits pursuant to existing sanctions, ’ibis educational 
initi-ative is, by necessity, ongoing, given tlie dynamic nature of sanctions and evasion techniques that 
designated ciifirics may pursue. The U.S. government has sent delegations around the world in this 
effort, but much more must be done to address confusion within the global private sector about 
what business is now allowed wi-di Iran and the appropriate controls that must be in place to prevent 
sanctions violations in the future. 


‘Islamic Republic of Iran - 2015 Article IV Consultation - Press Release; Staff Repon; and Statement by tlic 
Execulive Dircclor for ihc Islamic Republic of ban,” Inlcmalional Monetary’ Fund, IMF Country Report No. 15/349, 
December 2015, httph/wvvw.imf org/extemal/pubs/ft/scr/2015/cr15349.pdf. 

' ' Kainbiz Foroohar, “U.S. Frowns on New Iran Sanctions by Congress After Missile Fest," Bloomberg, April 13, 
2016, http://www.bloombcrg.com/ncvvs/articlcs/2016-04-13/u-s-ai‘gucs-against-more-iranian-saiictions-after- 
missilc-lcsls. 

‘Verification and Monitoring in the Islamic Republic of Tran in light of United Nations Security Council 
Resolution 2231 (2015)’\ lAFA, Fcbniarv’ 26, 2016, littps://w’W'W’.iaca.org/sitc.s/dcfault/filcs/gov-2016-8- 
dereslncled.pdf. 
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llic second priman* eftort for sanctions officials overseeing the nuclear deal is ensuring fliar 
sanctions authorities are primed for use, so that the United States and international allies are able to 
re -impose sanctions in part or in whole if Iran violates its nuclear commitments. Keeping authorities 
up to date means the reauthori;^ation of the Tran Sanctions Act before it expires at the end of the 
year. Additionally, it means reading potential additional contingency measures, including new 
approaches to sanctions enforcement or possible new sanctions authorities, if Tran fails to uphold its 
commitments under the nuclear deal. 

Using sanctions to address non-nuclear concerns ■with Iran is distinct from oversight of the nuclear 
deal. Unique authorities exist for sanctioning Tran’s support for terrorism and use of ballistic 
missiles, as well as its human rights -abuses. The Trc-asur\' Department has announced scores ot 
designations under these authorities over the years, including -a number of designations during 
negotiations on the nuclear deal. In recent montlis tlic Obama administration announced sanctions 
on Tran for its ballistic missile procurement activities and tests, including new sanctions on 
Implementation D-ay.^’’ It also -announced designations highlighting Iran’.s support for terronsm, 
including through designations of entities and individuals that support Mahan Air, in March, and 
Hezbollah, in January and April.*'* Ihis is important work and 1 urge the administration to expand its 
sanctions implementation -and enforcement in these areas. This is particularly important with reg-ard 
to the work of exposing -and targeting the insidious and dangerous activities of the IRCTC' within and 
beyond the borders of Tran, including exposing the financial activitt' and holdings of the TRGC, its 
agents and instrumentalities, and Iran’s regional terrorist proxies, whenever feasible, 'i'hc U.S. 
government should, at a minimum, design-ate the TRGC under its terrorism -authorities. 

Beyond designating more targets, sanctions offici^Us in the administration should pursue non-nuclear 
concerns with Iran by urging foreign counterparts to match U.S. sanctions measures related to Iran’s 
support for terrorism and use of ballistic missiles, as well as its human rights abuses. This includes 
outrc-ach to Europc-an officivils in the position to enhance EU sanctions lists to include more IRCR! 
targets and entities involved in Tran’s ballistic missile program and support for terrorism. As a 
specific example, outreach to the Europeans should include cncourj^ing EU authorities to use 
sanctions restrictions to deny access to Fxiropean aiq.iorts for Mahan Air, given its involvement with 
Irani-an support for terrorism. Exp-anding trail s-atlaritic unity on s-anctions targeting Iran’s continued 
security provocations and destabilizing regional role will send an important message to Tran: the 
intcmafional community, led by the United States and Europe, broadly condemns Iran’s threatening 
behavior and is exp-anding its campaign to expose, interdict and counter it through security and 
diplomatic means. 


'■* “'Ircasmy Sanctions Those Involved in Ballistic Missile Procurement for Iran,” U.S. Department of the Ireasmy, 
press release, January 17, 2016, hUps://ww-w. treasury. govA>rcss-cenlcr/press-rcloascs/Pages/il0322.asp>,. 

' ' ‘Treasuiv Sanctions Supponers of Iran's Ballistic Missile Program and Terronsm -Designated Mahan Air,” U.S. 
Deparnnent of the Trcasuiy, press release, March 24, 2016; “ Treasmy Sanctions Key Hizballah Money Laundering 
Network. U.S. Department of the Treasury, pressrelease, January 28, 2016, h ttps : /Avww.trcasu iy\ g r»v.'prc s s- 
<. } j ‘ -v. iv, » iscs /Pa vcs/]1033 1 .aspx: Publication of the Hizballah Tnlcraalional Fmancmg Prevention Act of 20 1 5 

Rc' ited Santtion^ Regulations; Counter Terrorism Designations Updates; Syria Designations Updates,'' U.S. 

LUpii mu 1 1 1 tiw Trcasuiy, A|3iii 15, 2016, https:.6yw.w.trcasur\MioV''t-cso urcc -ccn.ter.''sanctioDs/Oi' AC - 
br < L r i.k.e:j/20i604i5.aspx. 
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^^longsidc this additional sanctions implementation and eoordination activity, U.S. policymakers and 
their F.uropean counterparts should also specifically and publicly identify Tran’s self-imposed 
financial problems. Doing so will make clear to Iran and the global communitv that Iran bears 
significant responsibility for improving its economic conditions, and that the removal of sanctions 
under the nuclear deal cannot independently deliver awindfall to Iran. Ihc strongest and most 
credible strategy to highliglit Tran’s need to improve its financial transparency and accountability is 
for technical experts inside the U.S. government, as well as outside at institutions such as the 
International Monetaty fund, the Financial Action Task Force, Transparency International and 
elsewhere, to point out the technical problems in the anti-money laundering, counter-terrorist 
financing, and counter-corruption domains that Tran must address. Additionally, such experts should 
be encouraged and allowed, bv license if they arc U.S. persons, to offer technical guidance to Iranian 
financial institutions to conduct this work. This will support U.S. policy interests in achieving greater 
transparency in the Iranian financial industry, and it will clearly demonstrate that the United States is 
not the roadblock to economic reform. It could help to reinvigorate private business in Tran to 
better challenge the insidious control of the IRCjCI over significvmt parts of the Iranian economy. 
Also, it could allow Tran to reap the economic benefits of the nuclear deal thereby strengthening this 
important proliferation scairity accomplishment. 

A Strategy for Pov^/erfui, Sustainable Sanctions on Iran 

In pursuing Iran sanctions now and m the future, U.S. policymakers must prioritize both the 
important work of isolating Iranian entities engaged in dangerous and illicit behavior, as well as a 
methodological approach to sanctions as a policy tool that supports sanctions’ continued cogency 
and sustainability. Given that Iran sanctions authorities are already extraordinarily extensive and 
powerful, this means focusing on aggressively using existing authorities and avoiding the creation of 
nevt" authorities that inight sow confusion or undermine existing ones. 

There are three particular hazards that U.S. sanctions policy officials must avoid. First, policymakers 
must refrain from the re-imposition of sanctions waived under the nuclear deal. Parties to the Iran 
deal agreed to refrain from re-imposing sanctions waived under the accord.^^ Re-imposing these 
sanctions would be seen at best as undennining confidence and adheretice to the deal and at worst 
as contravention and grounds for throwing out the deal, a significant set back to proliferation 
security. Second, policymakers must avoid creating new standards, terminology, or timelines that do 
not line up with existing statutes and create significant confusion for those working to implement 
and abide by sanctions. The establishment of mismatched standards or terminology may be 
accidental, but can be difficult to correct and unintentionally hamaful to the private sector or policy 
interests. 

The third hazard that sanctions policymakers must avoid is one of strategic and wide-ranging 
national security significance. Polic 7 makers must be careful not to put in place new sanctions that so 
significantly alter international financial flows and banking activities that they undcnTiinc the 
attractiveness or primacy of tlie U.S. financial system and die dollar as a rcscn^c currency. If 
powerful new sanctions cause companies and banks to leave U.S. jurisdiction out of a desire to avoid 
confusing, enimbersome, expensive, lUid threatening sanctions restrictions, then U.S. security and 
intelligence leaders will have less insight into illicit financial flow^ and will face a less transparent 
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inrcmafional financial s^^rcm. Additionally, the reach and leverage of U.S. sanctions will shrink and 
this critical security tool will be dulled. Treasury Secretarv' I^w has warned against the overuse of 
sanctions multiple times in recent weeLs, urging his colleagues and successors in the sanctions arena 
not to use them lightly as “they can strain diplomatic relationships, introduce instabiliti' into the 
global economy, and impose real costs on companies here and abroad. And of course they carry a 
risk (;)f retaliation.”'^' Policymakers could diminish the power of the U.S. financial system with 
zealous overuse of the tool. 

Current policy proposals to create new sanctions restrictions on Iran’s use of the dollar in all 
financial transactions may be an instance of flirtation with the hazards outlined above. It is not the 
most effective way to draw attention to Iran’s significant illicit -activities of concern, -and it -adds little 
additional bite to U.S. sanctions on Tran while lending strength to the argument that the United 
States seeks to undermine the nuclear deal by making it difficult for Iran to reap the economic 
benefit of its bargain, rurthermore, it m-ay undermine the strength of the U.S. financial system over 
the longer tenn. As b-ackground, in 2008 U.S. policymakers h-arred so-callcd U-Tum trans-acfions for 
Iranian entities — the transfer of hinds by a foreign bank through a U.S. financial institution to a 
second foreign bank for the benefit of an Iranian bank. Since that dine, Iran has been able to use the 
U.S. dolkar if a trans-action does not touch a U.S. bank or citizen. In practice this means tlvat Tranian 
b-anks or comp-anics cannot deal in dollars for -any transaction of significant size or for any 
significant number of transactions, -as any transaction (or series of transactions) of scale must be 
cleared through a LkS. financial instirution andwould therefore violate the U-Tum rule. In simplest 
terms, Tran is virtu-ally b-arred from use of tine U.S. financial system because of the U-Turn 
prohibition. In response to recent rumors tliat the administration might be considering loosening 
this prohibition, President Obama made clear that U.S. has no plans to do so.' 

The U-Turn rule is highly consequential for global financial institutions. Attempts to circumvent it 
have proven expensive and caused tremendous reputational damage, -as shown by some of the big 
bank sanctions violations axsts of the last decade.''^ The a^ressive enforcement posture of U.S. 
financial officials in these cases has contributed to a tendency among foreign banks to aggrcssivcly 
-avoid U.S. sanctions violations by refusing business with Tran, even when permissible under 
sanctions rules and when it could involve very small dollar amounts that may not need to be cleared 
through a U.S. financial institution. Banks’ so called de-risking behavior, which has accelerated, not 
abated, even as nuclear tensions with Iran have receded somewhat, underscores the inaccessibility to 
Tran of the U.S. financi-al system. 

In this context, anxiety about Tranian use of the U.S. dollar may Tie overstated in many instances and 
discussion of new dollar-relatcd sanctions can distract from the grave and urgent need to foais more 


' ^ ‘“Remarks of Secretary Lew on the livolutioii of Sanctions and Lessons for tlie T'unu-c at the Carnegie endowment 
for Inlemaliomil Peace,” DeparlmenI of the Treasury', press release, March 30, 2016, 
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’■ 'Tress Conlerenee by President Obama, 4/1/2016,” The While House, pressrelease, Apnl 1, 2016, 
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dirccrly on Iran's ^crrorism and regional destabilization activities, b'urfhcrmorc, such new sanctions 
would not serve U.S. nuclear security interests if they are construed -as seekirig to disable Tran’s 
ability to use the inteniational financivil system and collapse the nuclear deal. Also, if new sanctions 
remove or restrict waiver authority for the President, it will make the sanctions less flexible, and less 
of a true bargaining chip for the administration to use -^tith Iran to coerce policy change from 
Tehran. Tinally, introducing -a chilling new restriction on dollar activity in the financial system may 
cause some global b'anks to shrink their footprint in U.S. jurisdiction to avoid exposure to 
threatening penalties. Over the long term this may have negative implications for U.S. financial 
system strength and the reach of sanctions. 

The Key Leadership Role for Congress on Iran Policy 

Congress has a number of critical roles to play on Iran policy. A primar\^ one is providing current 
and future oversight of the deal, ensuring that the TARA is adequately funded to sustain its nuclear 
inspection and verification activities in Iran. Congress should fully support tlae office of tlie 
Coordinator for Tran Xiiclear Implementation. Additiomilly, lawmakers should provide sanctions 
investigators, implcmcntcrs, and enforcement officials at the T'rca.sun^ and State Departments and in 
the intelligence community sufficient resources to carry out their activities related to the Tran deal as 
well as Iranian activities beyond the scope of the deal, in addition to these resource issues, Congress 
should continue to play an important role in helping to conceive of and prepare for additional 
sanctions measures related to Iran if it breaches the nuclear deal. This includes eventual 
reauthorization of the Tran Sanctions -Act. 

Aside from sanctions measures. Congress has several other important responsilailities in tlie 
succcssh.ll execution of an effective. Iran policyc 'ibrough appropriations and authorizations 
processes it must ensure that the United States has adequate ballistic missile defense capabilities in 
the Middle East. It should also provide an oversight role to ensure that the United States makes 
available these capa.l:)ilities to partners in the region and engages with tliem in robust partner capacity 
building and cooperation in counterrerrorism acrivihes and interdiction efforts to expose and halt 
Tran’s material support to TTezbollah, the Assad regime, and the TTouthis in Yemen. Congress should 
also expand its support to Israel, a key ally in the Middle East, in intelligence-sharing iuid military aid 
arenas. 


Conclusion 

Iran ScUactions are a powerfiil tool in the U.S. secoirit}- arsenal and have delivered successful nuclear 
diplomacy and a historic deal. Even while many sanctions have recently been rolled back as part of 
this deal, the regime is still extensive and strong. PolicjTnakers should continue to forcefully 
implement sanctions on Iran to address its destabilizing regioiuil role ^md support for terrorism. But 
they must avoid undermining tlie availability of sanctions by diminishing the strength and reach of 
the U.S. financial system. As a tool of first resort, sanctions arc an essential part of the U.S. security 
infrastructure, and policjanakers must prioritize a sustainable approach to ensure tlie cogency and 
effectiveness of sanctions as a central part of U.S. policy toward Iran in the future. 
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Chairman ROYCE. Thank you, Ms. Rosenberg. Thank you. 

Mr. Zarate, the body that most everybody looks to when consid- 
ering these issues is the Financial Action Task Force 
headquartered in Brussels. This is the body that is charged with 
countering money laundering worldwide. And they have been quite 
emphatic in their warnings on Iran, calling it a high risk jurisdic- 
tion. 

As a matter of fact, 2 months ago, 2 months ago, the organization 
said it was exceptionally concerned about Iran’s failure to address 
the risk of terrorist financing and the serious threat that this poses 
to the integrity of the international financial system. But yester- 
day, a senior Treasury official appeared to suggest Iran might re- 
ceive an improved rating from FATF, saying Iran should get credit 
for trying to come off that list. 

Is this a case of the U.S. working the refs? Are we beating up 
on the referee here? How would Iran get off of the FATF blacklist 
and do they deserve it? 

Mr. Zarate. It is a great question, Mr. Chairman. The FATF 
sometimes feels like a bit of a mysterious body to those who 
haven’t seen it work from the inside. But as you said, it is the 
standard setting body. It is the assessment body that looks at 
whether or not jurisdictions are abiding by international anti- 
money laundering and counterterrorist financing systems. That is 
a technical body. And in being a technical body they look at the 
formulaic responses and activities of governments, whether or not 
they have passed anti-terrorist financing laws, whether or not they 
have suspicious activity reporting requirements for their financial 
institutions, whether or not they have regulatory bodies that are 
inspecting compliance systems, et cetera. So there is a very tech- 
nical dimension to this. 

Iran has been recalcitrant across the board. They have not en- 
gaged the FATF, they obviously don’t have these kinds of laws and 
practices, and they clearly are a state sponsor of terror. So this is 
precisely why FATF for a number of years has held them to be a 
jurisdiction of high risk and has called on jurisdictions around the 
world to inform their financial institutions that Iran is highly sus- 
pect. 

What Iran has figured out though, Mr. Chairman, is that this is 
a body that can be engaged with and is open to being engaged 
with, and we should, I think, be open to that as well. But the chal- 
lenge here is what reforms are we asking of Iran? Are they simply 
paper reforms that are not meaningful and don’t address the real 
risks behind what Iran is doing? 

And I think this is going to be a challenge for FATF, because 
FATF, I think, wants to engage, and the U.S. Treasury wants to 
engage this process, but we certainly don’t want to give Iran a free 
pass. And I don’t think my former colleagues at the U.S. Treasury 
are going to whitewash this because they believe fundamentally in 
issues of financial integrity and protecting the international finan- 
cial system. The real question here is will Iran game the system, 
and we should not allow that to happen. 

Chairman RoYCE. But Mr. Zarate, Secretary Kerry is in London 
this morning. He and his British counterpart are meeting with the 
European bankers. There is a piece in the Financial Times about 



79 


how the bankers are pushing back, British major institutions say- 
ing we don’t want to invest there in Iran. They spoke of bridging 
a gap between the political intention of the agreement and how the 
banks are reacting. And Secretary Kerry noted that as long as 
banks do their normal due diligence and know who they are deal- 
ing with then there won’t be issues. 

But isn’t the point of the international warnings on Iran and the 
Treasury’s designation of the entire country as a jurisdiction of 
“primary money laundering concern,” isn’t that sending the mes- 
sage that due diligence can’t even be done in this environment be- 
cause of the corruption inside of the country and the system? The 
IRGC is nationalized. Most of the major businesses are in the 
hands of the Iranian Revolutionary Guard Corps. 

Mr. Zarate. Mr. Chairman, you have it exactly right. And this 
is the fundamental tension in the JCPOA, which is an agreement 
in which we promised the reintegration of Iran into the global fi- 
nancial and commercial system without demanding the change in 
the underlying conduct that has been the basis of their financial 
isolation. And I think what is happening now is the delta between 
that strategy of financial isolation for all of the things that Iran 
does, from terrorist support to ballistic missiles to the nuclear pro- 
gram, the nuclear issues are now off the table but those other 
issues were not on the table. 

And so the challenge here is we have a system and a set of sanc- 
tions and a set of international requirements, by the way U.S. re- 
quirements, that have become global norms. The global norms are 
U.S. standards that demand a change in conduct and a change in 
behavior and at a minimum require Iran to demonstrate that it is 
a legitimate actor in the system. That we can know what it is doing 
with its financial system, that we know the source of funds, that 
we understand the actors in the system. 

In fact, the Treasury just this past week in the wake of the Pan- 
ama Papers has put out new regulations about customer due dili- 
gence which heightens the standards around beneficial ownership 
and what we should know about with whom we are transacting 
and what we are transacting in. That goes doubly and triply for 
Iran. 

And so I haven’t seen the full remarks of the Secretary, but I 
would say that it is a bit dangerous to suggest that all you have 
to do is engage in normal due diligence when talking about Iran, 
its behavior, and its history of using its financial and economic sys- 
tem for all of the nefarious conduct that they have been sanctioned 
for. 

Chairman ROYCE. Well, let me go to Mr. Dubowitz for a short an- 
swer here too, because I mentioned in my opening statement that 
we have had some success for now in pusMng back on the adminis- 
tration’s plans to allow Iran access to the U.S. dollar. But what is 
Iran’s goal in getting access to the dollar? Is it the ease of doing 
business or is Iran seeking to get the stamp of approval in inter- 
national financial markets without making the changes to its bank- 
ing practices or underlying behavior which is transferring money 
directly into its missile program, the terrorism it funds, and so 
forth? 
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Mr. Dubowitz. Well, Chairman Royce, it is both. I mean, Iran 
wants access to the U.S. dollar because the U.S. dollar is the global 
currency. It is responsible for something like 87 percent of global 
trade, 60 percent of foreign exchange reserves, and 40 percent of 
international financial transactions. On the other hand, Iran was 
actually getting paid for its oil under sanctions using euros and 
yens. So it is possible for Iran to actually transact internationally 
without access to the U.S. dollar, but the real reason they want ac- 
cess is exactly that. It is a stamp of approval. It is part of the 
legitimization strategy. It is to do what they did on the nuclear 
side. We are not going to come clean on our weaponization, but we 
are going to become a nuclear partner and a respectable inter- 
national nuclear power. We are going to do the same thing on the 
financial side with the dollar. 

Chairman Royce. Thank you, Mr. Dubowitz. 

Mr. Engel. 

Mr. Engel. Thank you, Mr. Chairman. Last year, when the 
agreement with Iran was announced, we were told that because we 
were removing sanctions on Iran for its nuclear program it still did 
not preclude us from having sanctions on Iran for the other things 
they do — support of terrorism, ballistic missiles, whatever. 

The President wrote to our colleague Congressman Nather last 
summer during the consideration of the nuclear deal with Iran, and 
the letter said and I quote, “Critically I made sure that the United 
States reserve the right to maintain and enforce existing sanctions 
and even to deploy new sanctions to address those continuing con- 
cerns which we fully intend to do when circumstances warrant.” 

I would like your opinion about what additional authority does 
the administration need now to crack down on Iran’s terrible be- 
havior? Would new non-nuclear sanctions violate the terms of the 
nuclear deal? Does the President have the authority now, enough 
authority now to go after Iran for terrorism or for ballistic missiles, 
or would Congress need to pass a law to give the President the au- 
thority? 

Mr. Dubowitz. 

Mr. Dubowitz. So Ranking Member Engel, I mean, the President 
has always had the authority under lEEPA to use executive orders 
to do whatever he wants with respect to Iran. But I think as Con- 
gress realized over the past at least decade those authorities were 
insufficient without Congress playing an important role in passing 
statutes that actually sent a clear message to the international 
business community that if you did business with Iran and you did 
business with designated entities that there would be secondary 
sanctions that would have a very powerful impact on your ability 
to then transact globally and particularly with the United States. 

And I think it is critical to understand that Congress needs to 
play that role going forward with respect to non-nuclear sanctions. 
And one example would be on the ballistic missile side that you 
mentioned. I mean, it is absolutely clear there are seven, eight sec- 
tors of Iran’s economy that are providing key technology and parts 
and components to Iran’s missile program. 

Now does the President have the authority to designate those 
sectors of the economy? He does under existing EOs, but I think 
Congress can play a very important role in holding the administra- 
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tion’s feet to the fire on identifying what sectors are playing a key 
role in Iran’s hallistic missile program, and then imposing sec- 
ondary sanctions on any foreign entities that are doing business 
with those sectors. 

Mr. Engel. Thank you. Mr. Zarate, do you agree? 

Mr. Zarate. Absolutely. What is interesting. Congressman, is 
that not only is there the patchwork of Iran’s sanctions related leg- 
islation and sanctions that Ms. Rosenberg talked about, but there 
is also a whole suite of executive orders based on lEEPA that go 
to the underlying conduct that we are worried about with respect 
to Iran. I will just give you a quick list. 

Terrorism, Executive Order 13224; drug trafficking, multiple ex- 
ecutive orders; proliferation finance signed by President Bush in 
2005; the cyber executive order signed by President Obama, April 
1 of last year; the transnational organized crime executive order; 
human rights related elements of lEEPA provisions; the Syria 
sanctions in executive order; the Yemen executive order. 

So you go down the line in terms of all of the conduct that we 
are worried about with respect to Iran, not only does the adminis- 
tration have the existing authority based on Iran legislation and 
Iran sanctions but you also have the ability to affect the underlying 
conduct based on the way we have applied sanctions aggressively 
over the last 15 years. It also underscores why the question of Ira- 
nian conduct is so important, because we have built the sanctions 
program that has been so effective on Iran and other targets of 
these measures around the underlying conduct that they are en- 
gaged in. And if they are not changing their behavior they remain 
subject to those sanctions as well as the international program. 

So my answer to you is we have existing authorities. The admin- 
istration has plenty of authority with which to work. And to Mark’s 
point, I think Congress’ role, I think, is to help clarify the lines of 
where that authority is and, frankly, where the threats still lie 
from Iran. 

Mr. Engel. Thank you. Ms. Rosenberg, you warn against limita- 
tions, and I quote you, that could “undermine the attractiveness or 
primacy of the U.S. financial system and the dollar as a reserve 
currency.” 

So let me ask you, what are the risks to the U.S. financial sys- 
tem if oil trade were to be done in, say, euros instead of dollars? 
With the amount of dollars in circulation compared to euros or 
other currencies it is even possible to shift to other currencies? And 
finally, what would be the impact of restrictions on the use of the 
dollar on the two U.S. clearance systems, which are Fedwire and 
CHIPS, and U.S. surveillance of financial flows? 

Ms. Rosenberg. Thank you for the question. It is hard to con- 
template the trade of oil not in dollars. It is a massive market, it 
is highly liquid, and it is overwhelmingly done in the dollar. And 
even though conversation about de-dollarizing oil transactions has 
been ongoing for quite a long time, it is difficult to think how that 
would occur. If, however, there was a substantial amount of oil 
trade that did occur not in the U.S. dollar it would of course reduce 
the amount of flow through U.S. clearing mechanisms, financial in- 
stitutions of course, which reduces the amount of activity and rev- 
enue they can collect there. 
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And also, in addition to physical trade in oil, there is also a tre- 
mendous market in what is called paper trade or financial trade, 
sometimes called speculative trade, in oil that occurs around the 
physical trading. It occurs mostly in the United States because oil 
is denominated in dollars, and that business represents a huge 
amount of commerce that would not be in the United States if a 
majority or a significant amount of trade moved to a different cur- 
rency and was therefore cleared in a different jurisdiction. 

And that is something that as a key global commodity, as a 
major global commodity market, should be of interest and concern 
for people who watch markets, market activity, and the opportunity 
for raising business in the United States. 

Mr. Engel. Thank you. 

Ms. Rosenberg. Essentially, the same is true when you are 
thinking about foreign exchange transactions or other dollar clear- 
ing for those U.S. platforms that clear that in the United States. 

Mr. Engel. Thank you very much. 

Chairman RoYCE. We go to Ileana Ros-Lehtinen of Florida. 

Ms. Ros-Lehtinen. Thank you so much. Chairman Royce, and 
thank you for your continued efforts to highlight the dangers of the 
Iranian nuclear deal and the many ways in which the administra- 
tion has and continues to deceive Congress and the American peo- 
ple when it comes to implementing this agreement. It seems every 
week there is a new revelation that was previously undisclosed or 
some new concessions that the administration is offering to the re- 
gime that were not part of the agreement. 

Every time Iran threatens to walk away from the deal over per- 
ceived slights, the administration caves to Iranian demands. And 
the regime knows that it can continue to use this tactic and get 
what it wants because President Obama is intent on maintaining 
this weak and dangerous deal even if it means allowing the Ira- 
nians to undermine the intent and the letter of the JCPOA. 

Now we are hearing the administration backtracking on claims 
that it would not allow Iran access to the U.S. financial system and 
is actively working to ensure that Iran does indeed get its sanc- 
tions relief and that was not part of the deal. So how would the 
administration go about giving Iran access, either direct or indirect 
access to the U.S. dollar and our financial system, and what would 
that access mean for Iran’s coffers? 

And turning to the IRGC, we know that the IRGC controls a 
large portion of the Iranian economy, owning the country’s largest 
construction company, its main telecommunications company, and 
controlling as much as 25 percent of the Tehran Stock Exchange. 
It controls and owns banks. The officials sit on and control the 
boards of private companies and it is the primary player in Iran’s 
infrastructure and increasingly its energy sector. 

We know that the IRGC is largely responsible for the develop- 
ment of Iran’s ballistic missile program as well as overseeing the 
Quds Force, the asymmetric war and terror operators who are re- 
sponsible for the deaths of hundreds of American servicemen and 
women and countless other individuals worldwide. 

What sort of impact would Iran getting access to our dollar and 
financial system have on the IRGC and the Quds Force? Why has 
the administration not designated the IRGC as a foreign terrorist 
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organization? And more importantly, what do you suggest, what 
steps could we take to limit the IRGC’s financial growth, and what 
impact would Iran getting access to the U.S. dollar have on its bal- 
listic missile program, its support for Hezbollah, et cetera? 

Lots of questions, you can answer any one of them. Thank you, 
ladies and gentlemen. 

Mr. Dubowitz. So Congressman Ros-Lehtinen, thank you for 
those questions. First of all, the way the administration would give 
access to the U.S. dollar, it is important to understand that the ad- 
ministration is committed not to give Iran access to the U.S. finan- 
cial system, and that Treasury officials have been very clear that 
that means u-turn transactions to the U.S. financial system. 

My concern is that they are going to give dollarized transactions. 
They are going to give access to the U.S. dollar offshore. And why 
this is important is because getting access to the U.S. dollar means 
that it facilitates international financial transactions. So most im- 
portantly, it actually again, as Chairman Royce said, it is a stamp 
of approval on Iran. It is part of their legitimization strategy. They 
can say, if the United States of America is green-lighting the 
greenback, then FATF shouldn’t have us on the blacklist. Sorry to 
throw out so many colors. 

But that is their strategy, their financial legitimization strategy. 
And this really benefits the IRGC which ultimately is not going to 
work directly through designated IRGC entities. It is going to work 
through cutouts and front companies, and those cutouts and front 
companies are going to be controlled by the IRGC either through 
share ownership or boards of directors, and they are going to be 
able to use the tJ.S. dollar. 

Ms. Ros-Lehtinen. I will give just 1 minute to anyone else who 
would like to 

Ms. Rosenberg. Can I respond? As a point of clarification it is 
not practically possible to do a lot of dollar activity in large trans- 
actions, or a large number of transactions, outside of the U.S. fi- 
nancial system without using a U.S. financial institution. That is 
because at some point those dollars need to be cleared through a 
U.S. financial system. It is impossible not to. Possibly you could ag- 
gregate them over a period of time, but even as an omnibus clear- 
ing activity that would occur. 

Ms. Ros-Lehtinen. Thank you. Mr. Zarate, you have got 30 sec- 
onds. Thank you, ma’am. 

Mr. Zarate. I think one of the dangers. Congresswoman, is that 
you incentivize systems to actually be created. So even if there 
aren’t existing sort of volumes in systems, you actually incentivize 
actors to create offshore dollar clearing systems to facilitate IRGC 
activity, and frankly then allow them to hide some of their activity 
even further. 

One really important point here, too, is if we allow this conces- 
sion in the context of the spirit of the deal, we will be conceding 
that access to the dollar is actually a part of the nuclear sanctions 
related relief. 

Ms. Ros-Lehtinen. Thank you. 

Mr. Zarate. That then doesn’t allow us to use non-access to the 
dollar as a tool for all the other activity that is important. 

Ms. Ros-Lehtinen. Good point. Thank you, Mr. Chairman. 



84 


Chairman RoYCE. Congressman Brad Sherman from Los Ange- 
les. 

Mr. Sherman. We have to straighten out the difference between 
being pro-Iran deal, and there are many reasonable people who 
have taken that position, and pro-Iran. And those of us who criti- 
cize the Iran deal, can it not create a political circumstance where 
the defenders of the deal feel they need to not only defend the deal, 
which can be done with some credibility, but to defend Iran? 

And what we should be talking about is to demand full compli- 
ance with the deal and ourselves not over-comply and give to the 
Iranians more than they bargained for. There are, of course, those 
in the United States who would take military action against Iran, 
and those who are repelled by the idea of military action in general 
and specifically in the Middle East. That does not mean that let- 
ting Iran do what it wants ought to be the position of liberals and 
others whose instinctive belief is peace. Iran is taking its thugs to 
Syria and killing people by the hundreds every week, and those 
who believe in peace have to realize that they have no allies in 
Tehran. 

Energy prices, the current global decline has led to a significant 
pullback in investments in energy worldwide. For global energy 
companies what are the factors guiding their decisions on investing 
in Iran? Can Iran offer itself as an attractive place to invest at a 
time when you cannot be assured of getting more than $30 for a 
barrel of oil? Ms. Rosenberg. 

Ms. Rosenberg. Can I respond? 

Mr. Sherman. Yes. 

Ms. Rosenberg. Yes, thank you. Iran is an interesting case for 
large international companies, and particularly for independent 
companies, not nationally owned companies. They need to replace 
their reserves. They are looking for big, good opportunities to seek 
the opportunity to produce. Iran is one such place if you look at it 
from the perspective of its geology, the lack of technical difficulty 
in being able to produce the oil. 

Mr. Sherman. What is the lifting cost of Iranian oil? 

Ms. Rosenberg. In the single digits. In the single digits, so by 
comparison to much U.S. production which is not economically 
liftable today under an oil price in the mid-40s and higher. 

Mr. Sherman. Got you. 

Ms. Rosenberg. So this is in the world amongst the lowest glob- 
al prices for lifting. Nevertheless, the difficulty, by comparison to 
the ease in the geology and the lifting costs, is the difficulty in 
making contracts with the Iranian Government. The IPC, their 
contract, hasn’t been finalized yet. They can’t agree on it. That is 
an immediate problem. Additionally, making payments, sourcing 
equipment, there are incredible 

Mr. Sherman. Is there anything we can do to make it even hard- 
er other than fuel efficient automobiles and low oil usage? 

Ms. Rosenberg. It is harder even then — ^yes, it is harder even 
then what I mentioned too. 

Mr. Sherman. Rather than describe how hard it is, do you have 
any suggestions for making it even harder? 

Ms. Rosenberg. For them to produce? There is 

Mr. Sherman. And to get oil companies to invest. 
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Ms. Rosenberg. There is nothing that the U.S. Government 
could do more powerful than the collapse in oil prices which have 
shut global oil companies out of sanctioning any kind of major en- 
ergy project anywhere in the world. 

Mr. Sherman. Does anybody have any suggestions as to, obvi- 
ously we can’t match the decline in oil prices, but any suggestions 
as to how we can make it tougher? Mr. Dubowitz. 

Mr. Dubowitz. Well, one of the things that I think would be in- 
teresting, actually, is to look at the Saudis and other Gulf countries 
and let them use their enormous economic leverage to put inter- 
national companies to a choice between doing business in Iran’s en- 
ergy sector or doing business in their energy sector. I mean that 
would be market based economic and financial warfare that would 
have nothing to do with sanctions. It would have to do with eco- 
nomic leverage being used by the Saudis 

Mr. Sherman. I want to go on to aircraft. Obviously IranAir is 
in a position to buy American aircraft. That was a bad part of the 
JCPOA. But Mahan Air is still designated as a terrorist organiza- 
tion. I hope colleagues here, well, you will be receiving a letter from 
me soon about urging the EU to designate Mahan Air under its ter- 
rorism sanctions, and of course to urge the Ukraine, which is seek- 
ing so much American support, to not allow Mahan Air to land in 
Kiev. With that I will yield back. 

Chairman ROYCE. Thank you. Thank you, Mr. Sherman. We go 
now to Mr. Joe Wilson. 

Mr. Wilson. Thank you, Mr. Chairman, and thank you for hav- 
ing witnesses here on such an important issue. And it is somewhat 
startling, I think the American people need to know the threats 
that are still coming out of Iran and the threats to American fami- 
lies, and somehow an agreement that really just, I think, promotes 
it obviously with the funding. And Mr. Dubowitz in particular I 
want to thank you for your service as executive director of the 
Foundation for Defense of Democracies. You make a difference pro- 
moting freedom worldwide. 

And Mr. Dubowitz, with the talk surrounding the administra- 
tion’s decision to purchase heavy water from the Iranian Atomic 
Energy Organization, I want to note that the last facility to 
produce heavy water domestically was at the Savannah River site 
in Aiken, South Carolina. Nearly all of the commercial nuclear re- 
actors in the United States use light water, and the purchase of 32 
tons of heavy water from Iran represents nearly half of the United 
States’ total imports of this material which usually comes from our 
great allies, Canada and India. 

I appreciate Chairman Ed Royce, who has questioned this pur- 
chase, inquiring what guarantees there are that the money 
wouldn’t be used to promote and fund terrorism. Mr. Dubowitz, are 
there any guarantees at all? 

Mr. Dubowitz. None at all. There are none at all. And the other 
thing that is remarkable is that we are actually paying the Ira- 
nians to perfect their ability to produce heavy water so that when 
all the restrictions on heavy water production reprocessing and the 
plutonium pathway to nuclear weapon go away over time the Ira- 
nians will actually have all of that time funded by us in order to 
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perfect the essential element of a plutonium bomb, so I don’t know 
why we are facilitating that and paying for that. 

Mr. Wilson. And thank you for being so clear. And the American 
people need to know this, and to me the whole thing is bizarre, and 
how in the world we got to this place. And then Mr. Zarate, your 
testimony too has been so insightful and clear. Thank you. Some- 
times diplomats come across a Mt obfuscating. 

There are a number of senior Iranian officials that are complicit 
in human rights abuses, brutal treatment of the Iranian people. 
The administration has not sanctioned individuals such as Iran’s 
interior minister or the head of judiciary. Has there been any 
change in Iran since the deal was agreed to? 

Mr. Zarate. None. None that is visible. None that has been dem- 
onstrated. There has been a lot of hope in the parliamentary elec- 
tions, but that I think is a bit of a false hope. And we have seen 
none of those detained including the leaders of the Green Move- 
ment, those individuals remain detained. And I think we have bent 
over backwards both through the negotiating process and even now 
to not appear to be instigating or aggravating the Iranians, and I 
think that has muted our voice whether at the start of the Green 
Movement or even now. 

Mr. Dubowitz. Congressman, if I could just add to that. 

Mr. Wilson. Yes. 

Mr. Dubowitz. 2015 was a record year for executions in Iran. 
The human rights situation has gotten worse not better. That is 
not me saying that, that is Ahmed Shaheed, the U.N. Special 
Rapporteur on Human Rights. And yet the administration as I 
said, since Rouhani came to power in 2013, they have only sanc- 
tioned one individual and two entities for human rights abuses. 

What is the rationale for not imposing human rights abuses on 
the instruments of repression and the individuals who are engaged 
in these human rights abuses? If the administration is serious 
about non-nuclear sanctions and serious about protecting the 
American people, why has it been so remiss in using its existing 
authorities on human rights abuses? 

Mr. Wilson. And I thank both of you for referencing the Green 
Movement. The people of Iran deserve better, and so thank you for 
promoting that. And Mr. Dubowitz, and back right on point what 
you said, instead of the administration trying to encourage compa- 
nies to do business with Iran, shouldn’t the focus be on cracking 
down on corruption which is robbing the Iranian people? And what 
is Iran’s current involvement with terrorist groups? 

Mr. Dubowitz. Well, again Iran is the leading state sponsor of 
terrorism. They support Hezbollah. They support Hamas. They 
support designated Iraqi Shiite militias, and they are obviously in- 
volved in the slaughter in Syria. And I think your point on corrup- 
tion is exactly right. I mean, corruption is a human rights crime 
as well. Dictators use the fruits of corruption in order to both keep 
power and as instruments of repression. 

And I think that is something that actually has been widely ac- 
knowledged by the U.S. Government and by Assistant Secretary 
Danny Glaser in a number of speeches, and that corruption needs 
to be addressed through existing authorities. And if existing au- 
thorities are insufficient and clarification is needed. Congress needs 
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to make it clear that corruption is not only a money laundering 
concern but it is a human rights concern, and actually crack down 
on those individuals involved in corruption. 

Mr. Wilson. And again, as we conclude, thank you, all three of 
you, for raising these issues that are so important to American 
families. 

Chairman RoYCE. Mr. David Cicilline from Rhode Island. 

Mr. Cicilline. Thank you, Mr. Chairman. Thank you to our wit- 
nesses. The argument was advanced during our consideration of 
the JCPOA that successful implementation of the agreement with 
rigorous enforcement to ensure full compliance of the deal would 
put us in a stronger position to push back on Iran, and now a non- 
nuclear Iran and the other areas. And there were even predictions 
from many we heard from that there would be likely an increase 
in their nefarious and thuggish behavior as a response to the more 
extreme parts of the regime after the deal was struck as a way to 
sort of reassure them that they were still in control. And I think 
based on the testimony today and my own reading that is what we 
are seeing, an additional destabilizing activity. 

And so my first question, really, is do we read anything out of 
the election and the runoff election results in April? Some have 
suggested that there is some evidence that the reformers have 
made some progress and that that bodes well for the future. Can 
anyone comment on whether we should read anything into the elec- 
tion results? 

Mr. Dubowitz. Well, I think, first of all, it wasn’t an election. It 
was a selection. Over 90 percent of reformers were disqualified 
from running. The lists that were actually assembled for the par- 
liamentary elections were lists where hardliners were included as 
moderates. So it was a great marketing job, but it didn’t fundamen- 
tally change the power structure within Iran. 

And I think if we have learned anything from the revelations on 
Ben Rhodes, the U.S. Government and the U.S. intelligence com- 
munity doesn’t believe that the Iranian regime is moderate in any 
way and doesn’t believe that Rouhani is a moderate, and so that 
this whole moderate theme has maybe been a fiction of our imagi- 
nations rather than an accurate description of the interfactional 
power balance within the Iranian Government. 

Mr. Cicilline. So are there 

Ms. Rosenberg. If I could add to that. 

Mr. Cicilline. Sure. 

Ms. Rosenberg. It is true that these most recent elections are 
notable for trying to test the wind, if you will, in Iran and what 
is happening with the popular sentiment. Nevertheless, the upcom- 
ing Presidential election for Rouhani may be a better sign post to 
us. So we don’t have that data yet, we won’t for quite awhile until 
his election, he stands again for election. But that may be a better 
sign for us about the popular sentiment and the control of the Su- 
preme Leader over that Revolutionary economy. 

Mr. Cicilline. Thank you. And I would ask each of the panelists, 
are there any risks that you see to passing new sanctions even if 
they are outside the JCPOA? Does the administration need addi- 
tional authority or is it just not using the authority it currently 
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has? And maybe you answer that first and then I have a follow- 
up question. Yes. 

Ms. Rosenberg. Right. So the administration does not need ad- 
ditional authorities. Mr. Zarate went through a number of authori- 
ties that the administration does have from support to Syria, 
Yemen, transnational organized crime, cyber, proliferation, ter- 
rorism. That covers a huge scope, and furthermore, there is the op- 
portunity for iterations of those through various prongs within 
them for derivative designations. 

The danger that comes from additional sanctions is if there is an 
opportunity to set up statutes or language, definitions that don’t 
match creating confusion for the private sector. As was mentioned 
previously, I have warned about the concerns of diminishing the 
attractiveness of the U.S. dollar. That great power we do have that 
was spoken of by Mr. Dubowitz as well. 

And to the extent that we support and care about the prolifera- 
tion security gains that have been accomplished in the nuclear 
deal, if imposing additional sanctions that reimpose sanctions that 
were lifted occurs and it undermines the deal, that could be a tre- 
mendous setback for proliferation security concerns. 

Mr. CiCiLLlNE. Mr. Dubowitz? 

Mr. Dubowitz. Yes, if I could just make a quick comment. And 
we heard this debate for 10 years. Congress heard this debate from 
the administration, that they had all the existing authorities that 
they needed, but you still passed CISADA and ITRSHRA and IFCA 
and NDAA. So I think that this argument has been a longstanding 
argument. 

I think what Congress has realized is that A, you can impose sec- 
ondary sanctions, which are a very powerful way to complement 
the executive orders; and B, through reporting language and clari- 
fication language you can begin to hold the administration account- 
able for its commitments to impose non-nuclear sanctions, which 
again are not a contravention of the JCPOA, but as Secretary 
Kerry said they are very much consistent with using all national 
security tools against Iran’s destabilizing behavior. 

So again. Congress has played a critical role in the Iran debate 
and I think Congress can continue to do so through new statutes. 

Mr. CiciLLiNE. Yes, sir. 

Mr. Zarate. Congressman, I think Congress acts and the admin- 
istration acts with great authority when the sanctions are based in 
fact, based on real activity of concern, and certainly are in further- 
ance of not just U.S. law but international norms. If the sanctions 
appear to be arbitrary and capricious and simply reimposing prior 
sanctions or capriciously targeting individuals because we don’t 
like them, that is problematic. I think when there is actual sub- 
stantive concern about the real risks and those have been identi- 
fied by both Congress and the administration that is incredibly 
powerful and frankly can’t be disputed. 

And one final point here, you know, Iran has emerged out from 
under many of these sanctions into a new world of heightened ex- 
pectation for global financial transparency. They are starting at a 
very low bar. We should do everything possible to force them to the 
standards that now exist in 2016, because those are very real 
standards and they are very real risks if they don’t meet them. 
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Mr. CiCiLLlNE. Thank you very much. Thank you, Mr. Chairman, 
I yield back. 

Chairman ROYCE. Thank you. We go now to Jeff Duncan of 
South Carolina. 

Mr. Duncan. Thank you, Mr. Chairman. Thanks for this hear- 
ing. You know, how can anyone in America trust anything that the 
administration says at this point? They misled the American people 
about the Affordable Care Act. They misled the American people 
about the attacks in Benghazi and the motivation behind those at- 
tacks. They misled the American people about the IRS’ targeting 
of conservative groups. And now we see they have misled the 
American people over the Iran deal as evidenced by Ben Rhodes’ 
comments and the New York Times article this week, confirmed in 
the Washington Post article where the administration pushed a 
certain narrative. Misled not only the American people, misled the 
media who in turn misled the American people. And even White 
House spokesman Josh Earnest couldn’t find the words to deny the 
administration misled you, America. 

Mr. Chairman, I would like to recall, reiterate my call for the 
State Department to provide to this committee and the Committee 
on Homeland Security, a white paper referenced in their memo as 
they implemented the Visa Waiver Program Improvement and Ter- 
rorist Travel Prevention Act, which they are using to circumvent 
the will of Congress and the letter of the law to allow foreigners 
that have traveled to Iran and other areas of the world that host 
terrorists to have access to the Visa Waiver Program. 

There was a white paper referenced in their justification. We 
asked Secretary Kerry in this committee. We have sent letters to 
the Department of State. We have asked the Department of State 
officials and Homeland Security Committee for a copy of that white 
paper that they used to circumvent Congress and to circumvent the 
law. So I reiterate my call for that. 

Mr. Zarate, how much money would Iran have access to with this 
Iranian deal, unfrozen assets? Let’s just talk about unfrozen assets 
for just a second. 

Mr. Zarate. Yes, Congressman, the estimates have been any- 
where between $70 billion to $150 billion. And obviously we have 
heard 

Mr. Duncan. That is a lot of money. 

Mr. Zarate. A lot of money. And I have estimated and I have 
said this before in testimony that there are likely assets that are 
unaccounted for. Those are known assets 

Mr. Duncan. Known assets, right. 

Mr. Zarate [continuing]. And largely central bank reserves 

Mr. Duncan. And a standing Iranian economy with sanctions 
being lifted, their ability to sell their oil in open market not the 
black market, would enhance that number somewhat. 

Mr. Zarate. Absolutely. And that does not include the growth of 
their economy and the 

Mr. Duncan. Exactly. So let me read Ayatollah Khomeini’s 
words after this deal was struck. “Whether the deal is approved or 
disapproved, we will never stop supporting our friends in the re- 
gion and the people of Palestine, Yemen, Syria, Iraq, Bahrain, and 
Lebanon.” Basically, Hezbollah, Hamas. 
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Iran is the largest state sponsor of terrorism financially and with 
material support. And with his own words they are going to con- 
tinue to support those terrorists, his own words. With a $150 bil- 
lion and an expanding economy that is a heck of a lot of money to 
support terrorism. Should the free world be concerned? 

Mr. Zarate. Absolutely. And it is precisely why we shouldn’t be 
giving Iran any special exemptions or special access to the dollar, 
be it onshore or offshore. I mean, we should expect and we know 
not only from what the Iranians have said but also what the terror- 
ists have said, you know, Hassan Nasrallah himself said that we 
expect continued and expanded support from the Iranians. 

And so we know that it is going to happen, we know that there 
is an increased risk, a very real risk of flows of millions if not bil- 
lions of dollars to Iranian proxies. We have seen with the interdic- 
tion of shipments to Yemen by international naval forces, including 
U.S. forces that they are trying to send arms into Yemen to the 
Houthi rebels acting as their proxies. So we know this is 

Mr. Duncan. They are active in Iraq. They are active in 

Mr. Zarate. Yes. It is not just what they say, we see it on the 
ground. We understand it. We hear what their allies say. And so 
it is a real risk. 

Mr. Duncan. Yes. Let me reclaim my time. I chair the Western 
Hemisphere Subcommittee, and we have had hearings and we have 
been very vocal about the presence of Hezbollah in the Western 
Hemisphere. General Kelly, former commander of SOUTHCOM, 
has testified about his concern of Iran’s activity in the Western 
Hemisphere. 

Hezbollah is a proxy of Iran. Iran is active here, cultural centers 
and areas in Latin America that don’t have really strong Islamic 
ties or Muslim populations. We know that the Tri-Border region be- 
tween Paraguay, Argentina, and Brazil is very active in Hezbollah. 

If Hezbollah is in the Western Hemisphere and Iran has $150 
billion to support their friends, Hezbollah and Hamas and the oth- 
ers that the Ayatollah himself mentioned, would reason not speak 
to the fact that they may support Hezbollah in the Western Hemi- 
sphere, and their own activity, Iran’s activity, in the Western 
Hemisphere that could target American interests or the interests 
of our friends and allies closer to home? Not in the Middle East but 
here in Latin America and the Western Hemisphere. Is that fair 
to assume? 

Mr. Zarate. That is absolutely fair, and it is not just in the Tri- 
Border Area. It is in places like Venezuela where there have been 
traditional and commercial ties between the Iranian Government 
and the Venezuelan Government. 

Mr. Duncan. And like I say. Air Tehran, Air Terror, whatever 
the flights. 

Mr. Zarate. Exactly. Not to mention the expanse of Hezbollah 
network which the U.S. Treasury and the DEA have been exposing 
as a global criminal enterprise in Latin America, in West Africa, 
which is part of this infrastructure that Iran can tap into and cer- 
tainly support with financing. 

One other point I will just say, a friend and colleague of mine 
Alberto Nisman, the Argentine prosecutor, I believe was murdered 
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in part because he was investigating not just the attacks from Ira- 
nian sponsored terrorism in 

Mr. Duncan. In ’92 and ’94. Go ahead. 

Mr. Zarate. But also looking at where Iran had presence in 
South America and in Latin America. 

Mr. Duncan. And just for the committee’s awareness, the gen- 
tleman, the Iranian that was implicated in those attacks was sup- 
posed to come to Colombia and may still lead a delegation to Co- 
lombia, should be arrested by INTERPOL. That is how close to 
home this is. With that I yield back. 

Mr. Dubowitz. And that is Mohsen Rabbani for those folks at 
INTERPOL who are paying attention. 

Chairman RoYCE. Yes. We will make this discussion available to 
INTERPOL and talk to the government in Colombia. 

Let’s go to Mr. Gerry Connolly of Virginia. 

Mr. Connolly. Thank you, Mr. Chairman. I think this is our 
30th hearing on Iran. And I don’t know that this committee has 
cloaked itself in glory on the subject. We beat dead horses. And we 
have been proved wrong, I think. I am going to ask Ms. Rosenberg. 

Ms. Rosenberg, the JCPOA, the agreement that was completely 
decried and opposed by my friends on the other side of the aisle 
and some members of my own party — let me see. One of the re- 
quirements was that all uranium enrichment levels had to be re- 
duced to 3.67 percent. Has that happened? 

Ms. Rosenberg. The IAEA has certified that by the beginning of 
this year, in January, Iran had met all of its major basic and nu- 
clear commitments which is the basis for 

Mr. Connolly. I know, tell me one by one. So 3.67 percent, yes 
or no. 

Ms. Rosenberg. Yes, I believe so. 

Mr. Connolly. Did they in fact remove the core of the Iraq 
heavy water research reactor and fill it with concrete? 

Ms. Rosenberg. Cement, yes. 

Mr. Connolly. Did they reduce their stockpile of previously en- 
riched uranium by 95 percent? 

Ms. Rosenberg. Yes. 

Mr. Connolly. Did they ship it out of the country? 

Ms. Rosenberg. Yes, removed. 

Mr. Connolly. Did they subject their centrifuge production and 
uranium mines and mills to surveillance by outside international 
nuclear inspectors? 

Ms. Rosenberg. Yes, and their reports have been made public. 

Mr. Connolly. And did they reduce the number of centrifuges 
as required by the agreement? 

Ms. Rosenberg. Yes. 

Mr. Connolly. Hm. Anything they cheated on that we know of? 

Ms. Rosenberg. Not that we know of. 

Mr. Connolly. Not that we know of, really. Now, I don’t know. 
I am not a nuclear expert, but if they met all of those metrics and 
we are supposed to believe that this was a smokescreen to allow 
Iran to become a, to give it a “patient pathway to the bomb,” it 
looks to me like that is not a patient pathway to a bomb. That ac- 
tually reverses the development of a bomb. Would that be a fair 
statement from your point of view? 
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Ms. Rosenberg. Yes. If I may add to that 

Mr. Connolly. Of course. 

Ms. Rosenberg [continuing]. Additionally. I don’t think, how- 
ever, given the grave concerns that the international community 
has had about Iran’s demonstrated proliferation activities, that 
achieving those milestones we have just gone through, should give 
anyone any comfort that this is a the end of the road. 

Mr. Connolly. Of course. 

Ms. Rosenberg. Which is one reason, of course, why this nuclear 
agreement goes on much longer than just implementation day, and 
why many people correctly believe that this should be a strength- 
ening of the international nonproliferation regime. Not just for 
Iran, but for any other state of proliferation concern. 

Mr. Connolly. Right. But we know it is a fallacy in reason to 
argue because it isn’t absolute forever perfect we therefore should 
not do it. Sometimes we take incremental progress, real incre- 
mental progress that takes the immediate and short term existen- 
tial threat and reduces it or reverses it significantly, that is better 
than the alternative, is it not? 

Ms. Rosenberg. I think many people feel seriously reassured, 
very sincerely reassured, that Iran is further today from 

Mr. Connolly. Right. 

Ms. Rosenberg [continuing]. A nuclear bomb and nuclear war- 
heads on its ballistic missiles arsenal than it was only a number 
of months ago. 

Mr. Connolly. And I think they should be, because objectively 
they are. 

Ms. Rosenberg. I agree. 

Mr. Connolly. And that doesn’t mean, however, the threat is re- 
moved. It doesn’t mean that we are not going to face all kinds of 
other problems in the relationship. And it doesn’t mean that 15 or 
20 years hence they might want to reevaluate and reverse the com- 
mitments they made in this agreement — god forbid — and that is 
what we have got. But we have bought some time, and we didn’t 
just buy time and freeze it in place. We reversed it. 

And according to your testimony, and you are not the first to tes- 
tify here, to the best of our knowledge they have met every metric. 
It is really interesting to me that we want to talk about everything 
but compliance, having of course predicted that they wouldn’t com- 
ply- 

Ms. Rosenberg. I think it is appropriate to talk about, and I as- 
sume you would agree, to talk about these other issues of concern 
related to Iran. 

Mr. Connolly. Absolutely. 

Ms. Rosenberg. But nevertheless, very important to distinguish 
between nuclear, oversight of this nuclear deal and these other con- 
cerns, something that 

Mr. Connolly. Listen, I am old enough to have lived through 
the Cold War. We had nuclear agreements with our bitter enemy 
that had promised to wipe us from the face of the earth, the Soviet 
Union. That didn’t stop us from negotiating under multiple admin- 
istrations with Moscow, starting with John Kennedy after the 
Cuban Missile Crisis of all things. The first Nuclear Test Ban Trea- 
ty he negotiated with Khrushchev. Now we are capable of looking 
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at multiple compartments and manipulating them to our advan- 
tage where we can, and this is a good example. I yield back. 

Chairman RoYCE. We go now to Mr. Randy Weber of Texas. 

Mr. Weber. I would follow up that by saying that the Russians 
weren’t strapping dynamite vests on kids and killing people in 
other countries, but that is just me. 

Mr. Dubowitz, I think in your exchange with Congressman Dun- 
can you didn’t get to finish your last idea. Would you like to take 
time to do that now? 

Mr. Dubowitz. Yes, thank you. Congressman, a couple things. 
One is I would just make it clear that with respect to the Revolu- 
tionary Guards and Hezbollah, the fact that Boeing and Airbus are 
now signing, or trying to sign, multibillion dollar deals with 
IranAir, I would say that is incumbent upon those companies, and 
I would argue impossible for those companies, to ensure that the 
technologies that they are providing to IranAir are not going to end 
up in the hands of IRGC Air, which is Mahan Air. And I think that 
those agreements are incredibly difficult to enforce and that the 
due diligence will be exceptionally difficult to actually undertake. 

I would also actually take some exception to the exchange. Iran 
is in flagrant violation of U.N. Security Council Resolution 2231, 
which is the implementation resolution for the JCPOA which re- 
placed all of the previous six U.N. Security Council resolutions, be- 
cause it is engaged in multiple missile tests for long-range ballistic 
missiles capable of carrying a nuclear warhead — capable of car- 
rying a nuclear warhead. 

A nuclear weapon is not just enrichment, a nuclear weapon is 
also a warhead and it is also the delivery vehicle which is the mis- 
sile. So Congressman Connolly, Iran is in flagrant violation of U.N. 
Security Council Resolution 2231 and that should give us some se- 
rious pause. 

Mr. Weber. Well, and thank you for saying that. Let me point 
out that my good friend from California earlier said that liberals, 
it was their, I believe their instinctive inclination to peace, and I 
just want to ask, did he say instinctive or was it extinctive? 

We need to be careful, because you are dealing with a regime 
that would take every opportunity to be in flagrant violation, to use 
your words, not only on all of the sending of, as I point out, ter- 
rorism to other countries, kids, dynamite strapped on, blowing up 
people, their commitment to destroying Israel, the United States 
ultimately. I think we should take them seriously. 

So I appreciate, for one, you all being here and pointing out that 
we need — and I had this conversation with John Kerry. We should 
have made them prove that they wanted to be a good world com- 
munity neighbors, if that is the right word, by doing all of these 
things in a period of time. You know, they have been bad actors 
since 1979 when they took the hostages in Tehran. That is 30, back 
then, last year it was 36 years ago. Half of that time would be 18 
years. A fourth of that time would be 9 years. An eighth of that 
time would be 4V2 years. A sixteenth of that time would be 2 years 
basically. 

Couldn’t we just make them comply for 2 years to prove that 
they were serious, to prove that they were willing to be good com- 
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munity neighbors? I mean, the whole JCPOA was absolutely a 
travesty in my opinion. That is my opinion. 

But anyway I wanted to ask you all for your opinions while you 
are here. Three things, I want to know three things to apply pres- 
sure on Iran. How do we apply pressure, in your opinion, Mr. 
Dubowitz? Just give us three short things that we could make 
them comply as closely as possible. What would you do specifically? 
Well, give me one or two things. 

Mr. Dubowitz. I would require the administration to report to 
Congress on the sectors of Iran’s economy that are providing key 
technology and personnel. 

Mr. Weber. That is not going to happen. I don’t trust this ad- 
ministration to report to us. I am sorry, I just don’t. What can we 
do as a Congress 

Mr. Dubowitz. So you could GAO to do the same report, and 
GAO would then look at other organizations that have done similar 
reports. We have done a report on Iran’s missile sector looking at 
the sectors of the economy. Congress could then pass legislation or 
affect the legislation. 

Mr. Weber. What can we do — it is Mark, right, first name is 
Mark? 

Mr. Dubowitz. Mark, yes. 

Mr. Weber. What can we do, Mark, to cut off funding, in the 
House of Representatives if we would have guts, so that when they 
want to use access to the United States financial institutions, we 
as the United States Congress, I know it would have to be in the 
House of Representatives, what could we do to shut down their ac- 
cess to the U.S. financial institutions? 

Mr. Dubowitz. So again I think — and Juan and Liz have talked 
about this. I mean, the best thing you can do is appeal to the mar- 
ket. The best thing that you can do is create this risk overhang 
that already is there and you can amplify it. Require companies 
and financial institutions to report to the SEC if they are doing 
business with IRGC entities. Not just designated IRGC entities, 
but entities that are on an IRGC watch list that GAO or CRS or 
independent organizations could provide. 

By creating a market risk what you are going to do is you are 
going to do what Juan talked about, which is you are going to focus 
on the conduct, the illicit conduct that Iran is engaged in and you 
can shine a spotlight on that. That does more to change market 
calculations by 

Mr. Weber. I am out of time, but let me follow up by this, and 
I am not going to be able to get to the other two. How do we bring 
our friends on board with that whether it is Britain, whoever it is, 
how do we bring our allies on board with that? 

Mr. Dubowitz. Well, our allies need access to the U.S. market. 
Many of our allies have financial institutions with corresponding 
banking relationships in the United States. Many of our allies have 
companies that are trading on U.S. exchanges. So I would go 
around the governments and I would appeal to the companies. 

British banks today don’t want to go back into Iran despite the 
fact the British Government is trying to strong-arm them back into 
Iran, because they care about U.S. market access, they care about 
their reputations and they don’t want to be doing business with the 
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Revolutionary Guards and entities and a state that is engaged in 
such illicit and dangerous conduct. 

Mr. Weber. Okay. Thank you, Mr. Chairman, and I yield back. 

Chairman ROYCE. Thank you. Now we go to Mr. Ted Deutch of 
Florida. 

Mr. Deutch. Thank you, Mr. Chairman, and again I would like 
to thank you and Ranking Member Engel for your enduring com- 
mitment to ensure that this committee continues to provide over- 
sight on the nuclear deal and remains engaged and vigilant on all 
of Iran’s troubling activities. 

For much of the week Secretary Kerry has been quoted in the 
press as proclaiming that Iran is open for business, and that as a 
U.S. official is quoted as saying, it is in fact not U.S. sanctions but 
Iran’s bad banking practices along with its ballistic missile 
launches, support for terrorism, and human rights abuses includ- 
ing, I might add, a long history of arresting foreign businessmen 
that make it an unfriendly business climate. 

And I would agree that every single company that is considering 
doing business in Iran should be deeply concerned by and should 
consider all of these factors before making any deal. The Wash- 
ington Post, yesterday, reported that fear of running afoul of con- 
tinued U.S. sanctions for all of these other bad behaviors is pre- 
venting banks and businesses from dealing with Iran. 

I hope that in his travels Secretary Kerry is making clear to our 
allies that not only will those sanctions remain in place and be en- 
forced with vigor, but they too should be enforcing these sanctions 
as they are not covered under the JCPOA. Let’s be clear here. If 
Iran wants business, it is up to the regime to change its behavior. 

Now the Washington Post also reported that detention of foreign 
citizens is another reason businesses are and should be wary of re- 
entering Iran. And I would urge these companies to give deep con- 
sideration to the fact that the longest held American hostage in 
history disappeared in Iran. Robert Levinson went missing in Iran 
on March 9, 2007 and he is still not home. And more importantly, 
Iran is still not providing information as to his whereabouts. 

And I hope that Secretary Kerry has raised the issue of Bob 
Levinson in every one of his meetings with foreign banks and for- 
eign businesses. And I hope that every single oil company, airplane 
manufacturer, construction company that meets with Iranian offi- 
cials raises Bob Levinson’s case. And I hope that every one of these 
businesses as they contemplate their challenges to doing business 
in Iran contemplate the fact that Bob Levinson has been missing 
for 9 years and makes this an issue in those discussions. 

And they should be demanding that if Iran wants foreign invest- 
ment to return, then it should begin to prove itself a responsible 
actor by fulfilling its oft-stated pledge of cooperating and providing 
information on Bob’s whereabouts and then helping to return him 
to his family. And I might add, I hope that in the reports in the 
press that our great media, who are following these issues so close- 
ly, whether or not businesses want to re-engage in Iran, will also 
raise in their discussions the fact that Bob Levinson is the longest 
held American hostage and that Iran has not provided the nec- 
essary information to help bring him home. 
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Mr. Dubowitz, I understand that it may be unusual business 
practice for a company to engage with a government in areas that 
are commonly left to diplomats. But why should all of these compa- 
nies looking to reenter Iran, why should they care about Iran’s 
human rights abuses? Why should they care about Iran’s support 
for terrorism? And why, to follow on my opening statement, why 
should they be concerned about an American who has been miss- 
ing, went missing in Iran more than 9 years ago? 

Mr. Dubowitz. Congressman Deutch, I think for two funda- 
mental reasons. Reason number one is that the next hostage that 
could be taken is them. The CEO or the director of business devel- 
opment for the Middle East for a major oil company or a major fi- 
nancial institution could be the next hostage, because Iran takes 
hostages as part of its standard operating procedure. 

And the second reason is because these international companies 
have reputations and those reputations are worth billions of dol- 
lars, and to have a reputation of doing business with a hostage-tak- 
ing, genocide-threatening, nuclear-building, missile-testing. Holo- 
caust-denying regime is just bad, fundamentally, for business. 

Mr. Deutch. Mr. Chairman, I would, before I yield back I would 
just say again, the members of this committee are probably tired 
of hearing me talk at every single committee hearing, every meet- 
ing we have on Iran about my constituent who needs to be re- 
turned to his family. 

But it is just inconceivable to me that all of the stories we have 
been reading this week have focused on whether or not Iran should 
be open for business, on whether or not other countries should 
worry about sanctions and going back in to do business deals in 
Iran without mentioning Bob Levinson’s name. I don’t understand 
it. There is an American who has been missing for more than 9 
years. Everybody, everybody should care about Bob Levinson. And 
I yield back. 

Mr. Weber [presiding]. Eor the record. Congressman, we do not 
get tired of hearing about that. Thank you. And the chair now rec- 
ognizes Scott Perry. 

Mr. Perry. Thank you, Mr. Chairman. Mr. Dubowitz, Mr. 
Zarate, can you tell me in your opinion, I know this might be a lit- 
tle off-target for the hearing, but is Iran’s ballistic missile capa- 
bility currently prepared to deliver whatever payload that it might 
desire to put on it, whether nuclear or otherwise, beyond, I don’t 
know, several hundred miles? Do they currently have that capa- 
bility on a consistent basis? 

Mr. Dubowitz. Well, they certainly have the capability to in 
terms of range. 

Mr. Perry. Right. 

Mr. Dubowitz. The question is do they have the capability to 
affix a nuclear warhead to those missiles. 

Mr. Perry. With a triggering device. That is in question, right? 

Mr. Dubowitz. Right, that is in question. 

Mr. Perry. So that is the continued testing that we see of the 
ballistic missiles. That is what they are working on. 

Mr. Dubowitz. Right. And the danger on the warhead side is, 
again Congressman Connolly seems to think that the Iranians are 
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in such full compliance, but on warhead issues we don’t know be- 
cause warhead design is done in a room basically this size. 

Mr. Perry. Right. 

Mr. Dubowitz. And we don’t even know if we are going to have 
access to military sites where that warhead design is likely to take 
place. 

Mr. Perry. I am going to get to another question, but I just want 
to make the point, while Mr. Connolly feels that they are in compli- 
ance, and of course you have already elucidated to the fact that 
they are not in compliance, they are in flagrant violation of Resolu- 
tion 2231, I would remind him that we will have the same con- 
versation in 10 to 15 years when Iran has consolidated its gains 
in Yemen, Libya, Iraq, if I didn’t say Yemen already, Syria, et 
cetera, and will have also perfected its ballistic missile technology, 
will be within months of right where it was when we left off, when 
they left off of nuclear device, an armed warhead, and also have 
the air defense artillery from Russia to protect all that stuff, and 
we will be able to do very little about it just like we can do with 
North Korea right now, and I will revisit the conversation with Mr. 
Connolly at that time. 

That having been said, let me ask you folks this because we are 
talking about financial transactions. In addition to the sanctions 
risk, there is a considerable risk to companies entering Iran from 
a business perspective. For example, Iran banks will have to adjust 
to tougher international regulations and may need to offload non- 
performing loans into a bad bank. 

Many of Iran’s banks are still struggling after piling up bad debt 
during the more than a decade long sanctions era, several banks 
having exposure to the country’s property market which turned 
sour in 2012 leaving problem loans in the system, compounding the 
situation. Thus, the Iranian financial sector is in a precarious situ- 
ation. Official data showed that the ratio of nonperforming loans to 
total loans was 13.4 percent in the Iranian month ending of June 
21, 2015. Market estimates point to nearly double that figure with 
the equivalent of $40 billion at the top end investments for nonper- 
forming loans. 

Since the 2008 financial crisis, most banks must adhere to inter- 
national capital standard known as Basel III which required them 
to bolster their balance sheets. Iran remains a command economy 
dominated by the Islamic Revolutionary Guard Corps, the IRGC, to 
include the banking sector. While the Secretary is running around 
telling everybody it is going to fine to invest in Iran, I just want 
to know how significant the reforms would be for Iranian banks to 
meet international banking standards particularly with Basel III. 

Gentlemen. I would like to hear from them if you could, first. 

Mr. Zarate. I haven’t looked at the balance sheets currently, but 
you are absolutely right that one of the questions that any institu- 
tion going into Iran has to look at is what is the health of the fi- 
nancial system? And it is not just sort of, it is not only the balance 
sheet but it is also the requirements of safety and soundness post- 
Basel III. 

So you are absolutely right, in terms of capital requirements as 
well as transparency and accountability which is now part of the 
international system. As I said before, 2016 is a very different envi- 
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ronment than 15 years ago in terms of what the expectations are 
for a financial system. And so Iran, I think, has to undertake mas- 
sive reforms. And what is odd to me is we are bending over back- 
ward to demonstrate that it is okay to do business in Iran when 
they aren’t even meeting any of those basic standards, be it post- 
2008 or 2016. 

Mr. Perry. We are bending over backwards. The United States 
is bending over backwards to tell the international community it is 
okay to invest there, knowing full well that they are far from com- 
pliance with international standards, particularly Basel III. Is 
that 

Mr. Zarate. Yes. And we are certainly not sending out road 
shows for our allied economies that are struggling with de-risking 
and other challenges where major banks and businesses are de- 
risking and getting out because they are not meeting standards. 
And so I don’t see Secretary Kerry talking about investment in 
Iraq 

Mr. Perry. Right. 

Mr. Zarate [continuing]. Which maybe we should be, but he is 
certainly not. And so I think there is a real danger here of mixing 
messages and altering our own standards by trying to meet the 
needs of the Iranians as they complain about the restrictions that 
they are facing in the international system when the international 
system is looking clearly at a very risky environment. 

Mr. Perry. I mean, what would be the point of it from your per- 
spective? Why would the United States engage in this? 

Mr. Zarate. We certainly want to demonstrate that there is a 
benefit to the deal, that we can honor our side of the deal and that 
is to be commended. And I do take a little bit of issue with those 
of us who raised questions about the JCPOA. We very much were 
open, and certainly in the Bush administration, to negotiations, 
and in fact we started the pressure campaign in 2005 in parallel 
with the diplomatic process. Deputy Secretary Burns, who is part 
of the negotiating process for President Obama, was also negoti- 
ating on behalf of the Bush administration. 

So the reality is that we have used these tools as a way of iso- 
lating rogue behavior, and the challenge with the JCPOA is that 
we perhaps have negotiated away our ability to use them aggres- 
sively precisely because we have given Iran the voice to say you are 
not giving us the benefit of the deal, which was reintegration into 
international financial and commercial system. We can’t do that if 
they are not changing their behavior. That is the inherent tension 
of the deal and it is precisely what I told the Senate on two occa- 
sions when these issues were being debated. 

Mr. Dubowitz. Can I add something very quickly to that? I 
mean, just to clarify, we never committed to the Iranians in the 
JCPOA anything to do with outcomes. We never said that we are 
going to commit to you that you will be reintegrated in the global 
financial system. We never said to you that we are going to commit 
that your GDP is going to increase by 5 percent and there is going 
to be $500 billion of foreign direct investment. 

We committed that we were going to de-designate entities, and 
we are now, we should now be engaged in providing regulatory 
guidance on what those de-designations mean rather than becom- 
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ing the business development and trade promotion authority of the 
Islamic Republic of Iran. 

Mr. Perry. I am sorry, my time is long expired. I yield. 

Mr. Weber. I thank the gentleman for yielding back. Congress- 
man Boyle, you are recognized for 5 minutes. 

Mr. Boyle. Yes, thank you. I wanted to associate myself with 
comments that were made much earlier by my colleague Represent- 
ative Brad Sherman. He, I believe, like myself was someone on the 
Democratic side of the aisle who found fault with the Iranian nu- 
clear deal and ultimately opposed it. 

That said, I don’t think it is helpful or in any way productive to 
keep relitigating old ground, and that the point of our work today 
and in the future for what is in our national security interest as 
well as the interest of our allies is to ensure ways moving forward 
that we can benefit from the positives of the deal while at the same 
time addressing those areas of concern. Chief among them for me, 
and when I wrote an op-ed in The Philadelphia Enquirer in August 
announcing that I would be voting against the deal, I talked about 
how not 5 years from now, 10 years from now, 15 years from now, 
today the amount of money somewhere in the $2-4 billion range it 
is estimated that Iran is using to fund terrorism, whether it be 
Hezbollah and the over 100,000 rockets in southern Lebanon that 
are being pointed at Israel, whether it is Hamas, whether it is 
their actions to prop up the Assad regime, what they are doing in 
Yemen, et cetera, et cetera. 

So I want to kind of, you know, address my comments looking 
forward prospectively on what can be done today to address, sanc- 
tions- wise or other tools we have available, the bad Iranian behav- 
ior and the support for terrorism, while at the same time not doing 
anything that would violate our own obligations under the JCPOA. 
So with that comment, let me actually first invite Ms. Rosenberg 
who hasn’t had an opportunity for awhile to address that. 

Ms. Rosenberg. Thank you for the question. There are a number 
of things that the United States can do along with partners and al- 
lies in the rest of the world to address these very serious terrorism 
concerns, also regional destabilization concerns, you have men- 
tioned. Since we are talking about sanctions, first among them is 
using those authorities aggressively that the United States has, as 
has been mentioned previously. 

I fully support the suggestion that Congress could call upon the 
administration to designate the IRGC in its entirety under ter- 
rorism authorities as well as an aggressive campaign to go after its 
agents, instrumentalities, front companies, et cetera, in Iran and 
outside of it as a way to expose this activity and go after it. 

However, sanctions are certainly not the only tool, possibly not 
the most important tool, for truly combating terrorism activities 
that Iran sponsors in the region and beyond. Certainly counterter- 
rorism cooperation with partners in the region, some of Iran’s 
neighbors, is an incredibly important activity that occurs already 
and should be a subject of support from this body and broadly, 
internationally. Intelligence sharing and covert operations are also 
critically important to that set of activities. So that is just a short 
list. 

Mr. Boyle. If anyone wanted to add to that. 
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Mr. Zarate. Congressman, I think Liz is absolutely right. I think 
part of this is the position that we need to push back and push 
back in ways where there are real threats and real risk. One of the 
suggestions that I have made in the past is much more aggressive 
interdiction of Iranian shipments, which we have seen some of in 
the context of Yemen. 

Mr. Boyle. And we have seen some of that increase recently. 

Mr. Zarate. Exactly, because the risk is going to increase pre- 
cisely because they have more funding, they have more interest, 
there is more adventurism. That needs to be ramped up with our 
naval forces as well as allied naval forces. That also raises the 
specter, which is not included in the negotiations or how we have 
looked at the risk of the deal, a proliferation with North Korea. The 
very real possibility that Iran and North Korea continue to collabo- 
rate on things like ballistic missile technology has to be a part of 
what we are looking at in terms of risk and pushing back on. 

And I also think we shouldn’t ignore things like human rights. 
We have the Magnitsky Act in terms of Russia, why aren’t we 
thinking more aggressively about what Iran is doing? Certainly, I 
think one could argue that the human rights abuses in Iran equal 
if not surpass what is happening in Russia, so why isn’t there legis- 
lation or at least focus there? So I think we have muted our voices 
a bit because we have wanted the deal, to be honest, but if that 
is the case we have the deal, let’s make it work. 

Mr. Boyle. Right. 

Mr. Zarate. But there are real risks that are still attendant to 
this. Let’s push back on those risks. 

Mr. Boyle. I am down to 12 seconds, so let me just kind of con- 
clude with this. When Treasury Secretary Jack Lew sat right there 
and testified in front of this committee, there was debate on exactly 
how much money we were unfreezing or making available to them. 
There were estimates upwards of $150 billion. He said no, that ac- 
tually the accurate figure is $56 billion. 

And I took the administration at that. My point was that even 
if 90 percent of those funds go toward improving their basket case 
economy, if they just siphon off 10 percent to continue terrorist be- 
haviors that is more money than they have at their entire disposal 
now for all their terrorist activities. So making sure that we tackle 
those funds for behavior that they are doing today is, in my view, 
the single most important thing Congress can do. I yield back. 

Mr. Weber. The gentleman makes a good point. The gentleman 
from New York is recognized for 5 minutes. 

Mr. Donovan. Thank you, Mr. Chairman. Our hearing is enti- 
tled, Terrorism, Missiles and Corruption, and I wanted to touch on 
the corruption in Iran. And the Foreign Corrupt Practices Act pro- 
hibits United States citizens. United States companies from doing 
business with people who are bribing officials for business trans- 
actions and purposes. 

Part of the implementation day, the administration issued an 
edict for the subsidiaries of United States companies to be able to 
do business with the Iran Government. I was just curious if any 
of you had any position or idea, are these subsidiaries actually vio- 
lating the act? And if they are, how is the parent company pro- 
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tected, the United States parent company from these subsidiaries 
protected from violating the act itself? 

Ms. Rosenberg. So this is right that the foreign subs of U.S. 
parents are allowed under the agreement to be able to do business 
in Iran. There are a number of caveats which say that they can re- 
ceive certain back office services from their U.S. parents, but they 
cannot avail themselves of U.S. persons, financial institutions, the 
dollar, and other services that many would consider necessary for 
their functioning. 

In practice I think it will be incredibly difficult, if not virtually 
impossible, for those foreign subsidiaries to do their business as 
long as they are planning to do so in a responsible manner fol- 
lowing existing sanctions and FCPA regulations. And for the par- 
ent, to protect itself adequately requires, as has been discussed, a 
tremendous amount of due diligence to ensure that no part in this 
company, its subsidiary, is involved in inappropriate or illicit ac- 
tivities. 

Mr. Dubowitz. And Congressman, I will just add, your question 
on corruption, I think, is an important one and Juan underscored 
this. But the pending Global Magnitsky Human Rights Account- 
ability Act, which is before Congress, is one mechanism which can 
be used to target corruption, because not only does it target human 
rights violators but also government officials and their associates 
who are responsible for or who are complicit in significant corrup- 
tion. So Global Magnitsky, I think again is not only important for 
human rights, qua human rights, but also to target corruption. 

And if you look at Iran’s regime, and the Supreme Leader him- 
self runs a $95 billion holdco called the Execution of Imam Kho- 
meini’s Order, which by the way was de-Iisted under the JCPOA, 
but it is a massive corruption mechanism, as are the bonyads. And 
so the corruption within the Iranian regime is something again not 
only should we target because it is an effective way to protect the 
financial system, but also these are the crooks and thieves that are 
stealing from the Iranian people. 

And there may be a lot of disagreement in Iran over the nuclear 
program or other issues, but on the corruption issue it is certainly 
clear that since 1979 and even before that the Iranian people have 
been cheated out of their national wealth. 

Mr. Zarate. Congressman, I would just say in terms of the envi- 
ronment in 2016, corruption and the issues of kleptocracy are now 
on the global agenda. And you clearly see the Department of Jus- 
tice focusing more and more on aggressive applications of the 
FCPA. The FIFA case is a great example of the use of anti-corrup- 
tion prosecutions to actually go after prosecution rings and net- 
works around the world, especially institutions. 

But three quick issues that I think are important in terms of cor- 
ruption with respect to Iran. One is the lack of transparency as to 
who owns what and what is tied to the leadership, everything that 
Mark and Liz and we have been talking about. The second is the 
rule of law. What does contractual relationship in Iran look like? 
What does it look like and what are the benefits and facilitation 
fees, et cetera, tied to dealing with the IRGC or a state-owned com- 
pany? What is the rule of law in that context? That is a big ques- 
tion. 
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And the third is, there is an international standard around how 
you engage and enhance due diligence, ask lots of questions about 
politically exposed persons. That is called PEPs. It is a term of art. 
While Iran is full of PEPs, it is full of high risk of corruption. And 
so for businesses, one of the reasons they are having trouble with 
managing how you go in, if you even wanted to go into Iran, is you 
have a sea of PEPs that you now have to deal with and engage and 
enhance due diligence to understand how they source their funds, 
what they are doing, what businesses they control, and this is all 
part of these heightened global standards that Iran is now facing. 
They are not just facing potential recalcitrants as part of the deal, 
they are facing heightened international standards that they have 
never been forced to adhere to. 

Mr. Donovan. I thank you all. My time is expired. Thank you. 

Chairman RoYCE. Thank you. We go to Mr. Ron DeSantis of 
Florida. 

Mr. DeSantis. Thank you, Mr. Chairman. 

Mr. Dubowitz, with this Ben Rhodes article I was thinking, be- 
cause I remember during that time when Rouhani was elected and 
the people were starting to say he was a moderate and then this 
was like this great opening, and I never bought that. I think most 
of our members never bought it. But, you know, I did think that 
the administration was just being naive about it. It turns out, I 
mean, they never bought it either. I mean, they knew that this a 
deal that was really going to be done in conjunction with Iran’s 
hardliners. 

But it does seem to me just thinking back, I am interested in 
your thoughts that the deception was very effective. I mean, they 
did create a narrative in the media that this was a really impor- 
tant opening. That there was a chance for change here and that 
that is what they were grappling onto, even though they had al- 
ready started down this road before Rouhani was ever elected. 

Mr. Dubowitz. Congressman, that is exactly right. And the rea- 
son that deception was so important is actually because of the tech- 
nical issues around the nuclear deal. When I talked in my testi- 
mony about a patient pathway to nuclear weapon, what I mean is 
that these key restrictions that Congressman Connolly believes are 
so important are actually going to go away beginning after 5 years 
and 8 years, 8 V 2 years, 10, 15. 

Now if Iran ends up in 10, 15 years as a moderate regime with 
a nuclear weapons capability, an industrial size enrichment pro- 
gram and ICBM, a powerful economy, regional hegemony, then we 
are not going to be as concerned because actually they start to look 
more like Japan which has threshold nuclear capability. But if Iran 
is still ruled by the hard men of Iran, the hardliners, if Rouhani 
was the Supreme Leader, and he is a hardliner, then we have a 
very dangerous regime in possession of industrial size nuclear ca- 
pability. That is why that deception that Ben Rhodes has spun out 
is so damaging. 

Mr. DeSantis. I agree. In terms of the access to the dollar, I re- 
member the testimony not just from this committee but others 
about the administration says, look, they are not going to have ac- 
cess to the financial system. I believe that they also said it 
wouldn’t even be indirect. But what is your recollection of that? Is 



103 


what they are trying to do now, does that conflict with any of the 
testimony that we heard from the administration to lead up to the 
deal? 

Mr. Dubowitz. Well, it certainly contradicts the spirit of what 
they said. I think they were really, really careful to talk about spe- 
cific access to the U.S. financial system and u-turn transactions. 
And, you know, to Liz’s comment, you are right. At some point a 
U.S. financial institution is going to have to he involved in offshore 
dollar clearing because they are going to have to provide more dol- 
lars into the system. If those dollars have been used they have to 
replace the dollars that have been used. 

But you can get around that by providing a license to U.S. finan- 
cial institutions that would legally protect them for providing dol- 
lars to the offshore dollar clearing facilities. You could also do it 
not only through offshore dollar facilities but through book trans- 
fers, intrabank book transfers within the same financial institution 
that does that conversion and transfer. 

So I am concerned the administration has been trying to very 
carefully thread the needle between its commitments to Congress 
and its desire to give Iran dollarized financial transactions gen- 
erally or in specific classes of transactions. 

Ms. Rosenberg. If I could just respond to that. 

Mr. DeSantis. Hold on. I am going to have one at a time. Mr. 
Zarate, the Treasury recommends that people considering doing 
business in Iran or with Iranian persons conduct due diligence to 
ensure that they are not knowingly doing business with the Revo- 
lutionary Guard Corps. What are these companies supposed to do? 
Because, you know, there is a huge percentage of the businesses 
that are controlled by the Revolutionary Guard Corps. You are not 
going to have a Revolutionary Guard Corps general show up to 
broker the deals. I mean, these things are sheltered and there are 
different things. And so what are companies supposed to do, and 
can they ever really be sure in some of these instances that they 
are not providing money for the Revolutionary Guard Corps? 

Mr. Zarate. It is incredibly opaque, and you are right. I think 
any due diligence, be it enhanced or otherwise, is limited by the 
structure and nature of the environment in which you are doing 
that diligence. And, you know, I doubt that Iran has a corporate 
registry for all of those companies run by the IRGC. Some of it is 
public actually. There has been a lot of research on some of those. 
But a lot of it is opaque and we know that they have used shell 
companies, we know that they have used procurement agents, we 
know that they have used classic layering in money laundering 
fashion to hide their activities. 

And so it is a very hostile environment to transparency and due 
diligence. And what you have are financial institutions that are 
being asked to do that kind of due diligence in other parts of the 
world in very harsh and difficult environments now contemplating 
that in the Iranian context along with all of the things that Iran 
does in using or misusing its financial system. That is why it is so 
risky in doing business and it is very hard for a CEO or compliance 
at a general counsel of a bank to say I feel fully comfortable that 
I understand with whom we are doing business, how we are doing 
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it, and to be able to fence-ring the kinds of risk that they are ex- 
posed to. 

Mr. DeSantis. Yes, I agree. I think that is very well stated. And 
my time is up, but I appreciate everyone’s testimony. I yield back. 

Mr. Engel. Mr. Chairman, I am wondering if we could let Ms. 
Rosenberg finish her answer. 

Chairman ROYCE. Without objection, yes, Mr. Engel. 

Ms. Rosenberg. Thank you. I just wanted to offer that as the 
President has stated, the U.S. Government is not considering giv- 
ing Iran access to the U.S. financial system. In fact, under current 
restrictions, the u-turn penalty, this is something that banks take 
very seriously. And when they have abused it, as has been dem- 
onstrated in some of the big bank enforcement cases, including by 
using book-to-book transfers that were inappropriate and con- 
stituted evasion, they have been punished severely. So currently 
they are not considering it, it is not possible, and it is punishable 
with severe and expensive financial penalties. 

Mr. Engel. Thank you. Mr. Chairman, I ask unanimous consent 
to place into the record this letter from the Treasury Department 
explaining the administration’s policies related to Iranian trans- 
actions and access to the U.S. financial system. 

Chairman RoYCE. Without objection. 

Mr. Dubowitz. Mr. Chairman, may I say one quick thing? When 
the President of the United States says very clearly we will not 
give Iran direct or indirect access to the U.S. dollar, then I think 
you and your colleagues should be more assured. 

Chairman RoYCE. Thank you, Mr. Dubowitz. I thank all of our 
panel today. Mr. Zarate, good to see you again. And we thank you 
for your time, very insightful testimony. And this was a particu- 
larly timely discussion given Secretary Kerry’s meetings in Europe 
this week and yesterday, and as international financial institutions 
weigh their reputational risks with a country like Iran, which as 
we heard is not heeding basic international standards. 

So this hearing stands adjourned. 

[Whereupon, at 12:02 p.m., the committee was adjourned.] 
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Material submitted foe the record by the Honorable Eliot L. Engel, a 
Representative in Congress from the State of New York 



DEPARTMENT OF THE TREASURY 
WASHINGTON, o,c, aoaao 


May 11, 2016 


The Honorable Eliot L. Engel 
Ranking Meinber 
Committee on Foreign Affairs 
IJ.S. House of Representatives 
Washington, DC 2051 5 

Dear Representative Engel: 

Thank you foryour letter regarding press reports that the Administration is considering 
providing Iran with access to die U.S. financial system. As tlie Administration has stated, these 
reports are false. The Joint Coiiipreiiensive Place of Action (JCPOA) between the P5+1 (China, 
France, (isrinany, Rmssia, the United Kingdom, and the United Stafs.s), the Knropean Union 
(RTJ), and Iran has cut off all of Iran’s potential pathways to developing a nuclear weapon, which 
has greatly increased the security of the United States and our allies. As you know, in exchange 
for Iran veriilably completing its nuclear-related commitments under the JCPOA, we have met 
ow JCPOA commitments by lifting nuclear-related sanctions on Iran as set out in the JGPOA, 

As long as Iren continues to meet its nuclear commitments, we will continue to meet our JCPOA 
sanctions lifling commitments, 


The recent rumors in press reporting about preparations to issue a general license to reinstate the 
“U-llirn” aulhoriiailion or to give Iran access to the IJ.S, linanuial system are wrong. The 
Administration fully stands by oiir previous statements. As we have said consistently, we arc not 
planning to reinstate the "U-tuni" authorization or to give Iran access to the U.S, financial system 
under the JCPOA. President Obama confirmed during a press conference that the Administration 
is not considering granting Iran access to the U.S. financial system. We also continue to 
vigorously enforce the many sanctions that remain against Iran, including our primaiy sanctions 
that generally prohibit Iranian banks from clearing U.S. dollars through the U.S. financial system 
or holding correspondent account reiatioiisliips with U.S. financial institutions. These sanclions 
are an important part ofour guyernment’s toolkit to protect the integrity of our robust and 
globiilly influential financial sector. 

Wc continue to maintain pressure on Iran through a variety of means, including but not limited to 
sanctions. We have in place all the authorities vve iieed to sanction Iran’s support for terrorism, 
its ballistic missile program, its human riglits abuses, and other concerning activities — and we 
continue to use those authorities to oppose Iranian actions that threaten our interests. Indeed, 
since the JCPOA was aiuiounoed on July 14, 2015, the Administration has levied unilateral 
sanctions against over 30 additional Iran-related individuals and entities, inchiding those 
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involved in Iran’s ballistic missile program and lts Mppprt for terrorism. This is in addition to 
the over 200 individuals and entities that Wttiain on OFAC’s SDN List after implementation of 
theJCPOA. 

Thank you for your letter, if you have any additional questions, please contact jne or have your 
staff conlaol Luke Ballmaii, Office of Legislative Affairs, at (202) 622- 1 900. 

Sin^reiy, 

Aniie Wail 

Assistant Secretaiy for Legislative Affairs 
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Statement for the Record 
Submitted by Mr. Connolly of Virginia 

Since 2013, the House Foreign AtTairs Committee has conducted more than 30 Tran-related hearings, 
meaning that over the course of three years, the Committee has devoted more than 40 percent of its time 
to the myriad challenges Tran poses to the security of the United States and our allies. Tt is clear from this 
close examination that Iran has earned its role as an international pariah through its condemnable record 
on human rights, terrorism, and regional subversion and its support for illicit ballistic missile and 
nuclear programs. 

On at least one of these fronts, there have been some positive developments. On January 16, 2016, Iran, 
the U.S., the European Union, and our P5+1 partners completed the requirements for implementing the 
Joint Comprehensive Plan of Action (JCPOA) - a multi-lateral nonproliferation agreement that has 
reversed the trajectory of the Iranian nuclear program and blocked all of Iran’s pathways to a nuclear 
weapon. Three years ago, many would have doubted that a diplomatic agreement would have resulted in 
Iran removing the core of its Arak Heavy Water Research Reactor and filling it with concrete, reducing 
the number of its installed centrifuges by two-thirds, limiting all uranium enrichment levels to 3.67 
percent, reducing its stockpile of enriched uranium by 95 percent, and subjecting its centrifuge 
production and uranium mines and mills to constant surveillance by international nuclear inspectors. In 
fact, there were some that saw the euphemistically termed “kinetic option” as the only viable way in 
which we could foreclose Iran’s pathways to a nuclear bomb. 

By all accounts, prior to the implementation of the Joint Plan of Action (JPOA) on January 20, 2014, 

Iran possessed an opaque and unconstrained nuclear program that had expanded from a negligible 
number of installed centrifuges to more than 19,000 in less than ten years. We were very quicldy 
approaching a moment in which our only choice for arresting Iran’s nuclear advance was a kinetic 
option. That is no longer the imperative, and we should take every necessary precaution to sustain this 
welcome alternative - one in which the U.S. is the leader of an international coalition of countries that 
have coalesced around a shared goal of preventing Iran’s development of a nuclear weapon. 

Congress should work in concert with the Administration to ensure that the Iran nuclear deal is fully 
implemented and strictly enforced. To this end, T have introduced bipartisan legislation to establish a 
Congressional-Executive Commission to oversee the implementation of the JCPOA and verify Iran’s 
compliance with its obligations under the deal. The Commission to Verify Iranian Compliance Act 
(HR. 3741) will ensure close and enduring Congressional oversight of the JCPOA as well as 
coordination between Congress and the Administration regarding implementation of the deal, 

The Commission will include 16 Members of Congress (8 from the Senate and 8 from the House of 
Representatives) and 4 representatives from the Executive Branch (representing the Department of State, 
Department of Defense, Department of the Treasury, and Department of Energy). Commissioners will 
be appointed by the respective Chamber leadership, the leadership of the Senate Foreign Relations 
Committee and House Foreign Affairs Committee, and the President. The Commission to Verify Iranian 
Nuclear Compliance is modeled after the Commission on Security and Cooperation in Europe, also 
known as the Helsinki Commission, which was created in 1976 to monitor compliance with the Helsinki 
Final Act. Despite initial pushback from the Nixon Administration, the Helsinld Commission has served 
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as an oversight model and is still actively carrying out its mission nearly 40 years after it was 
established. 

The JCPOA is a viable alternative for addressing the Iranian nuclear threat, and Congress should not be 
distracted by efforts to unilaterally reject a deal that has already been approved and implemented by the 
U S. and our negotiating partners. It should instead look to bolster mechanisms for strict enforcement 
such as robust funding for the accounts that support the International Atomic Energy Agency (IAEA), 
the international organization tasked with implementing the JCPOA and other non-proliferation 
agreements. 

Supporters of the agreement are under no illusions that the deal is a comprehensive resolution of the 
myriad issues the U.S. and our allies have with the repressive regime in Tehran and its reprehensible 
support for terrorist insurgencies in the region. Support for the deal is derived from the fact that it is a 
viable alternative to war that takes the Iranian nuclear issue off of the table and secures permanent 
commitments from Iran regarding the peaceful nature of its nuclear program. In other words, it is the 
diplomatic alternative we sought to attain when we entered into nuclear negotiations. 

Supporters of the deal also understand that the U.S. and our allies are battling on many fronts with the 
Islamic Republic of Iran, a state sponsor of terror. Progress on the nuclear front does not preclude 
aggressive action to counter Iran's objectionable behavior elsewhere. If anything, it should invigorate 
and focus our attention on illicit activity carried out by Iran-supported entities such as the Islamic 
Revolutionary Guard Corps (IRGC), the IRGC's Qods Force, and Hezbollah. 

For example, this Administration has sanctioned individuals and entities associated with the IRGC’s 
support for terrorism, abuse of human rights, and involvement in Iran’s illicit nuclear and ballistic 
missile programs. In an August 1 9, 201 5 letter to Congressman Jerrold Nadler - following the 
commitments made by the P5+1 in the JCPOA - President Obama stated that going forward “no entities 
or individuals engaged in terrorism-related activity or the violation of human rights are immune from 
existing terrorism or human rights sanctions.” 

This Administration has also demonstrated resolve to continue to combat Tran’s illicit ballistic missile 
program. In December 2015, 1 joined 6 of my colleagues in writing to the President to request that the 
Administration take immediate punitive measures in response to Iran’s medium-range ballistic missile 
tests in October and November of 2015. Less than one month later, the President sanctioned T1 
individuals and entities for supporting Iran’s illicit ballistic missile program. 

Notably, the sanctions were announced one day after Implementation Day of the JCPOA and 
demonstrated that the U.S. will both pursue the implementation of the nuclear deal while pressuring Tran 
for subversive activities outside of the scope of the deal. Some have insinuated that these two missions 
are mutually exclusive. For the sake of the security of the U.S. and our allies, they should not and cannot 
be treated as such. 
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Questions submitted for the record to the panel by the Honorable Michael 
T. McCaul, a Representative in Congress from the State of Texas 


House Foreign Affairs Full Committee Hearing 

“Terrorism, Missiles and Corruption: The Risks of Economic Engagement with Iran'’ 
May 12, 2016 


1 .) EXPANDING TRANTAN INFLUENCE 

Over the course of the Tran nuclear negotiations. Congress consistently urged the President to include 
Iran's support for terrorism and other nefarious activities, such as continued ballistic missiles tests and 
human rights abuses, in exchange for the lifting of financial sanctions. The Administration rejected 
these calls by Congress and chose to leave these issues off the negotiating table. 

T believe this agreement has not only emboldened Tran, but will provide it with the means to expand 
their influence by financing instability in the region. 

QUESTION: iVhat are the regional imjmcts of an expanding Iranian influence and how will this 
complicate our national security objectives in the region? 

2.1 IRANIS ACCESS TO US FINANICAL SYSTEM 

As stated by Adam Szubin, Acting Under Secretary for Terrorism and Financial Intelligence, in 
September of last year, 

“Iran will not he able to open bank accounts with U.S. banks, nor will Iran be able to access the 
U.S. banking sector, even for that momentary transaction to, what we call, dollarize a foreign 
payment. ” 

In March of this year. Secretary Kerry testified before this committee and I specifically asked if the 
Administration was considering additional measures to provide economic relief to Iran to which he 
responded, “none at this point in time.” T am now aware of the possibility that the Obama 
Administration is considering additional economic concessions to Iran all in an effort to, as Treasury 
Secretary Lew stated “make sure Iran gets relief” 

QUESTION; Given the prevalence and power of the U.S. dollar in the world economy, is it 
possible for Iran to receive the financial benefits it is seeking without the use of U-turn 
transactions? 

QUESTION: In your opinion, what will be the consequences of allowing Iran access to the U.S. 
financial system and how with this limit affect our leverage moving forward? 

3.1 TRAN’S DOMESTC AND EXTERNAL ISSUES 

T believe Tran’s inability to attract foreign trade and investment has to do with its own domestic and 
external policies; support for terrorism, ballistic missiles procurement, human rights abuses, and 
financing proxy wars in the region fueling instability. As you know, it was these same activities the 
led the Department of Treasury to designated Tran ajurisdiction of primary laundering concern in 
2011 . 
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Any foreign entity should be cautious about doing business with Tran because of the uncertainty that 
exists as to whether they will indirectly be financing terrorism. This is a direct result of Iran's lack of 
transparency and its provocative actions, which landed it 130 out of 168 on Transparency 
International’s corruption index. 

QUESTION: Instead of trying to convince the international community that Iran is “open for 
business”, what message should this Administration be sending to Iran? 


[Note: Responses to the above questions were not received prior to printing.] 
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